InterSystems /

(ACHE

The CHUI-Based
Management Routines

\ersion 5.2
01 September 2006

i Cambridge MA 02142 www.intersystems.com



The CHUI-Based Management Routines
Caché Version5.2 01 September 2006
Copyright © 2006 InterSystems Corporation.
All rights reserved.

This book was assembled and formatted in Adobe Page Description Format (PDF) using tools and information from
the following sources: Sun Microsystems, RenderX, Inc., Adobe Systems, and the World Wide Web Consortium at
www.w3c.org. The primary document development tools were special-purpose XML-processing applications built
by InterSystems using Caché and Java.

InterSystems /

®
v HE The Caché product and its logos are registered trademarks of InterSystems Corporation.

InterSystems

ENSEMBI.E The Ensemble product and its logos are registered trademarks of InterSystems Corporation.
|NTERSYSI-[MS The InterSystems name and logo are trademarks of InterSystems Corporation.

This document contains trade secret and confidential information which is the property of InterSystems Corporation,
One Memorial Drive, Cambridge, MA 02142, or its affiliates, and is furnished for the sole purpose of the operation
and maintenance of the products of InterSystems Corporation. No part of this publication is to be used for any other
purpose, and this publication is not to be reproduced, copied, disclosed, transmitted, stored in a retrieval system or
translated into any human or computer language, in any form, by any means, in whole or in part, without the express
prior written consent of InterSystems Corporation.

The copying, use and disposition of this document and the software programs described herein is prohibited except
to the limited extent set forth in the standard software license agreement(s) of InterSystems Corporation covering
such programs and related documentation. InterSystems Corporation makes no representations and warranties
concerning such software programs other than those set forth in such standard software license agreement(s). In
addition, the liability of InterSystems Corporation for any losses or damages relating to or arising out of the use of
such software programs is limited in the manner set forth in such standard software license agreement(s).

THE FOREGOING IS A GENERAL SUMMARY OF THE RESTRICTIONS AND LIMITATIONS IMPOSED BY
INTERSYSTEMS CORPORATION ON THE USE OF, AND LIABILITY ARISING FROM, ITS COMPUTER
SOFTWARE. FOR COMPLETE INFORMATION REFERENCE SHOULD BE MADE TO THE STANDARD SOFTWARE
LICENSE AGREEMENT(S) OF INTERSYSTEMS CORPORATION, COPIES OF WHICH WILL BE MADE AVAILABLE
UPON REQUEST.

InterSystems Corporation disclaims responsibility for errors which may appear in this document, and it reserves the
right, in its sole discretion and without notice, to make substitutions and modifications in the products and practices
described in this document.

Caché, InterSystems Caché, Caché SQL, Caché ObjectScript, Caché Object, Ensemble, InterSystems Ensemble,
Ensemble Object, and Ensemble Production are trademarks of InterSystems Corporation. All other brand or product
names used herein are trademarks or registered trademarks of their respective companies or organizations.

For Support questions about any InterSystems products, contact:

InterSystems Worldwide Customer Support
Tel: +1 617 621-0700
Fax: +1 617 374-9391

Email: support@InterSystems.com



Table of Contents

The CHUI-Based Management ROULINES..........ccccvveeeeieneseeeesie st seesee e sresnenens 1
LASECURITY ittt sttt sttt et et 2

2 ADATABASE ... e e e ares 3

KIS A I 1 Y S 5
Y A\ 15 1 I R SS 6

1

The CHUI-Based Management Routines






The CHUI-Based Management
Routines

Introduction

The preferred and recommended way to manage a Caché installation is the System Manage-
ment Portal. The portal provides a convenient, browser-based interface for controlling the
system. However, to cover those instances when the system cannot be managed this way,
Caché has several CHUI-based routines that can collectively accomplish the same purpose
through a more simplified interface.

Each of the routines is described in its own section along with its top-level functionality. In
most cases, the initial menu choice will lead to further requests for information until the
routine has sufficient information to accomplish its task. To use any routine from the Caché
TERMINAL, the user must be in the %SYS namespace and have at least the %vanager role.
The routine, for example ~"SECURITY, is invoked as expected with the command:

DO "SECURI TY

When the routine runs, it presents you with a list of options. Select an option by entering its
number after the “Option?” prompt.

General notes about prompts

» Each option has a numeric prefix. Select an option by typing ius number. The option-
number pattern is used throughout the routines.

» All option lists have an item to exit this level of menu and return to the previous level.
You may also reply to the “Option?” prompt with Enter. This is interpreted as if you
had chosen the “Exit” option, that is, you are finished with that section and you are
presented with the next “upper” level of options. An Enter reply to the top-level of
options exits the "SECURITY routine.

» Many of the prompts for information have a default value which is selected by typing
the Enter key. When there is a default value available, it is shown after the prompt message
and followed by the characters “=>" asin

Unsuccessful login attenpts before | ocking user? 5 =>
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ASECURITY

where the default value is 5 for the number of times a user may try to login and fail before
the system locks their username.

»  Prompts whose defaults are “Yes” or “No” also accept any matching partial response
such as “yE” or “n”. The match is done ignoring the case of the response.

* Inoptions whose intent is to alter the characteristics of existing user, roles, services, and
so on, the existing value of the item is displayed as the default. Typing Enter preserves
that value and moves on to the next prompt.

e Some prompts ask for a pattern to use when matching items such as user names. The
default pattern is usually “*” that matches all items. In such patterns the asterisk matches
any sequence of characters, much like it does in DOS. A pattern may also consist of a
comma-separated list of items each of which is treated as its own pattern. An item is
treated as being selected if it matches any pattern in the list.

WARNING!  As previously noted, the preferred way to manage a Caché system is via the
System Management Portal. Administrators who elect to use the routines
described in this documents are assumed to have a detailed operating
knowledge of how Caché works and what parameter values are appropriate
for the options they choose.

CAUTION:  There is nothing to prevent multiple instances of the same routine from being
executed at the same time by different system administrators (or even the same
administrator). If this happens, it is the responsibility of the administrators to
coordinate their activity to avoid conflicts and achieve their objectives with
regard to the coherence of the affected data.

1 ASECURITY

This routine addresses the setup and maintenance of the data essential to the proper functioning
of Caché security. The initial menu includes:

1. User setup
This defines the identities of those who are permitted access to the system.
2. Role setup

Caché users are given permission to perform an action by their assignment to one or more
roles. This section is where the characteristics of roles are defined.
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"DATABASE

3. Resource setup

Resources represent assets, such as databases or applications, whose use is to be managed.
A resource may represent a single asset such as a database, or it may protect multiple
(usually related) assets such as a suite of applications.

4. Service setup

Services control the ability to connect to Caché using various connection technologies.
They are pre-defined by InterSystems. The parameters governing their use are set through
this option.

5. Domain setup

Domains permit a community of users to be partitioned into several groups. This option
allows an administrator to set up Caché security to accept users from multiple domains.
The domains defined via this option exist only within the Caché system for the purpose
of recognizing valid users. When multiple domains have been defined, usernames should
include the domains they will be attempting access from, for example, president@white-
house.gov. If a user's name is given without the domain identification, Caché uses the
default domain (if any) set up in the System parameters section.

6. Application setup

Application definitions serve as proxies for the actual application code. Permissions on
the definition are interpreted by the security system as granting the same permission on
the application associated with the definition.

7. Audit events setup

This section deals with the definition and management of events whose occurrence is to
be noted in the audit log.

8. System parameter setup
The system parameters are a collection of security-related values that apply system-wide.

9. Exit

2 "DATABASE

The "DATABASE routine is used to manage databases; it also allows you to set values
related to Cache Advanced Security.
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"DATABASE

1.

10.

11.

Create a database
This section allows you to create a new database.
Edit a database

this option allows an administrator to change the characteristics of an existing database,
for example, by adding additional volumes.

List databases

Use this option to display the characteristics of one or more databases.

Delete a database

This section allows the administrator to delete a Caché database. This action is irreversible.
Mount a database

Databases must be mounted to Caché in order to be usable. Databases can be set to be
automatically mounted at statup. This option permits a database to be manually readied
for use by Caché.

Dismount a database

This options permits the administrator to quiesce a database and remove it from use by
Caché.

Compact a database

Databases that have had large amounts of data deleted from them can be configured to
use less physical disk using this option.

Show free space for a database

This option displays the available space for a database. This is calculated as the difference
between its current contents and its current declared size.

Show details for a database

This option displays detailed information on a specified database including location, size,
status, and other controlling parameters.

Recreate a database
To Be Supplied
Manage database encryption

Using this option removes all the logical data from a database while preserving the
properties of the database for re-use.
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3 "SHADOW

This routine allows an administrator to define and manage a Caché instance serving as a
shadow system for another Caché instance.

1.

10.

Create a shadow

Specify the parameters needed to identify another system as the shadow server for this
one.

Edit a shadow

Change the parameters associated with an existing shadow.

List shadows with properties

List the systems defined as shadow servers along with their properties.
List shadows with running stats

List the systems defined as shadow servers along with their performance information.
Start a shadow

Initiate shadowing with a defined server.

Stop a shadow

Stop the shadowing activity.

Suspend a shadow

Pause the transmission of data to a shadow server.

Resume a shadow

Resume shadowing activity with a previously suspended server.

Delete a shadow

Remove a system from the list of known shadow servers of this system.
Show detail of a shadow

Show all the information on a particular shadow server.
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4 "%AUDIT

This routine allows the reporting of data from the logs, and the manipulation of entries in the
audit logs as well as the logs themselves.

1. Audit reports

Permits the user to specify selection criteria (date ranges, events, affected users, and so
on) and display characteristics, then extracts the data from the audit log and formats it
for presentation.

2. Manage audit logs

Allows the extraction of log entries to another namespace, the export and import of audit
log data to and from external files, and maintenance activities against the audit log itself.

3. Exit
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