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Introduction to Message Queuing
Telemetry Transport (MQTT)

The Message Queuing Telemetry Transport (MQTT) is a lightweight protocol designed to allow many devices to publish
data on the network. MQTT is a lightweight message protocol that is designed to allow a high message throughput even
over networks with limited bandwidth. Its publish and subscribe mechanism and use of a broker server make it possible to
reliably communicate messages over low-bandwidth networks even if the message publisher and subscriber have an unre-
liable connection to the network. MQTT is ideally suited to the Internet of Things, where there are many small devices
publishing information to the network. Clients can subscribe to messages from any devices with a single connection to a
broker. For more information on MQTT, see MQTT.org.

InterSystems IRIS® data platform supports MQTT 3.1. The MQTT specification is defined as an OASIS standard,
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/mqtt-v3.1.1.html.

The MQTT adapter EnsLib.MQTT.Adapter.Inbound sends MQTT connect, subscribe, and receive messages. The
EnsLib.MQTT.Adapter.Outbound sends MQTT publish messages.

You can develop custom business services and operations using these adapters, or you can use the built-in business service
and operation, EnsLib.MQTT.Service.Passthrough and EnsLib.MQTT.Operation.Passthrough, respectively. If you want to
use the MQTT protocol outside of an interoperability production, you can use the lower-level %Net. MQTT classes.

The MQTT protocol has uses an MQTT broker server and MQTT clients. Clients publish messages and subscribe to messages.
Clients publish messages to the broker and clients subscribe to the broker to receive messages. This architecture allows a
client to subscribe to messages published by many different publishers with only one connection to the broker.

In many cases, you can access the MQTT broker using the built-in business service and operation, but if you need more
complex behavior you may need to create custom code using the adapters.

The MQTT classes use the Eclipse Paho MQTT C Client Library.
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Using the MQTT Adapters

This topic describes the behavior of the MQTT inbound and outbound adapters, EnsLib.MQTT.Adapter.Inbound and
EnsLib.MQTT.Adapter.Outbound and how to use them in custom business services and operations.

2.1 MQTT Inbound Adapter

The MQTT inbound adapter is responsible for subscribing to messages on the broker and then receiving messages from
the subscription. The inbound adapter does the following:

e Oninitialization, it creates the %Net.MQTT.Client client.
e Ontask, it will:

1. Check ifitis connected to the broker. If it is being called the first time or the connection has broken, it uses the
%Net.MQTT.Client client to connect to the broker and subscribe to the specified topic, which can optionally contain
wildcards.

2. Use the %Net.MQTT.Client client to receive a topic and a message.

3. Ifthe receive call does not time out, it calls the business service Processl nput() method and passes it the message.

2.2 Creating a Business Service Using the MQTT Inbound
Adapter

To use this adapter in your production, create a new business service class as described here. Later, compile it, add it to a
production, and configure it in a similar manner as the passthrough service and operation as described in Using the MQTT
Passthrough Business Service and Operation. If you need new custom message classes, create them as described in Defining
Messages.

The following list describes the basic requirements of the business service class:
*  Your business service class should extend Ens.BusinessService.
e Inyour class, the ADAPTER parameter should equal EnsLib.MQTT.Adapter.Inbound.

*  Your class should implement the OnProcessinput() method, as described in Implementing the OnProcessinput() Method
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Using the MQTT Adapters

»  For other options and general information, see Defining a Business Service Class.
For a description of the settings associated with the inbound adapter, see Configuring and Using the MQTT Passthrough
Business Service and Operation and Settings for the MQTT Adapter.

The following example shows the overall structure of your business service class.

Class Definition

Cl ass EMQJTT. NewSer vi cel Extends Ens. Busi nessService

{

Par anet er ADAPTER = "EnsLi b. MJTT. Adapt er . | nbound";

Met hod OnProcessl nput (pl nput As EnsLi b. MJTT. Message, pQutput As 9%Regi steredCbj ect) As ¥st atus

set tsc=$$$K
//your code here

Quit tsc
}
}

2.3 Implementing the OnProcessinput() Method

Within your custom business service class, the signature of your OnProcessl nput() method should be similar to

Met hod OnProcessl nput (pl nput As EnsLi b. MJTT. Message, pQutput As 9%Regi steredChject) As ¥status

2.4 MQTT QOutbound Adapter

The outbound adapter is responsible for publishing messages to the broker. When the outbound adapter is called with a
message, it does the following:

» It creates a connection to the broker if it does not already have one.

» Ifits input parameter includes a value for the topic, it uses it. If the topic is not supplied, it uses the topic specified in
the setting.

e It publishes the message to the broker with the topic from its input parameter or the setting.
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Configuring and Using the MQTT
Passthrough Business Service and
Operation

This topic describes the behavior of the built-in MQTT passthrough business service and the passthrough business operation.

3.1 Adding and Configuring the Passthrough Business
Service

To add your business service to a production, use the Management Portal to do the following in an interoperability-enabled
namespace

1.

If you are using a username/password authentication with the MQTT broker, you need to first define credentials with
that information (Interoperability > Configure > Credentials in the Management Portal). If you are using TLS authenti-
cation, see InterSystems TLS Guide.

Add an instance the EnsLib.MQTT.Service.Passthrough business service class to the production.

Configure the business service so that it can receive input.

Set the TargetConfigNames property in Basic Settings. This property is common to many business services and
specifies where the business services sends its messages. The target can be one or more business processes and
business operations.

Optionally, set the CleanSession property. If CleanSession is checked, the broker will not preserve any information
about the subscription from one connection to the next. If you want to receive any messages that were published
while your connection was temporarily down, do not check CleanSession.

Set the ClientID property. This identifies your client to the broker. It must be ASCII-encoded and between 1 and
23 characters. If you disconnect and then reconnect to the broker, it will preserve your identity if the ClientID is
the same and return any messages that were sent while you were disconnected (unless you check CleanSession).
If you leave the ClientID field empty, the client assigns a unique ClientID. If you have multiple productions running
the same business service, ensure that each has a different ClientID or the broker will treat them as a single client
and only return a message to one of them.
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Configuring and Using the MQTT Passthrough Business Service and Operation

»  Setthe ConnectTimeout property. This sets the number of seconds that the business service will wait for an
acknowledgement from the broker.

» Ifyou are using login credentials, set the CredentialsName property to the credentials name you defined in Step
1.

e Set the KeepAlive property for the maximum number of seconds that should be between messages from the client
to the broker.

»  Optionally, set the LWTTopic and LWTMessage properties. These set the Last Will and Testament message for the
connection. If the broker detects that the connection has unexpectedly been lost, it will publish a message with
the specified topic and message.

»  Set the QOs property, which sets the Quality of Service in the connection with the broker. A value of 0 tells the
business service to not wait for an acknowledgement from the broker and a value of 1 says that the business service
will wait for an acknowledgement that the broker has received the message.

» Do not check the Retained property. It is only used for publishing messages not for subscribing to messages. Setting
this property when publishing messages tells the broker to retain this message and return it to any new subscribers.

* If you are using TLS security, set SSLConfigName to the name of the TLS configuration.

» If you have set QOs to 1, set the Timeout property to the number of seconds that you want the business service to
wait for an acknowledgment.

»  Set the Topic property to the topic that you want to subscribe to. The topic is typically a hierarchal string with
levels of subtopics separated by a / (forward slash). On subscriptions, the topic can contain wildcards:

—  +(plus sign)—Matches any string at that level. For example “/temperatures/+/highest” would match the topics
“temperatures/Paris/highest” and “temperatures/Bangkok/highest” but would not match “temperatures/Paris/high-
est/today”. The plus sign cannot be combined with other characters within the same level.

—  # (number sign)—Can only be the last level and matches any string at that level and any subtopics. For
example “temperatures/Paris/#” would match all of the following topics: “temperatures/Paris/highest”,
“temperatures/Paris/highest/today”, and “temperatures/Paris/lowest/record/thiscentury”.

» Ifyouwantto trace the MQTT actions taken by the business service, check the Trace property and set the TraceLevel
property. The MQTT trace messages are written to the production log for the business service. TraceLevel can
have the following values:

—  0— MQTTCLIENTTRACEMAXIMUM, maximum level tracing.
- 1—MQTTCLIENTTRACEMEDIUM, medium level tracing.

- 2—MQTTCLIENTTRACEMINIMUM, minimum level tracing.
- 3—MQTTCLIENTTRACEPROTOCOL, trace protocol level.

- 4—MQTTCLIENTTRACEERROR, trace only errors.

— 5—MQTTCLIENTTRACESEVERE, trace only severe errors.

- 6—MQTTCLIENTTRACEFATAL, trace only fatal errors.

e Set the url property with the URL and port number of the broker. The scheme is either “tcp™ or “ssl” followed
by the domain name and port delimited by a *“:”, for example, “tcp://MQTTBroker.example.com:1883”. Typically
TLS-enabled end points are configured with a port of 8883, but this is not mandatory.

4. Enable the business service in the Basic Settings.

5. Run the production.
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Adding and Configuring the Passthrough Business Operation

Note:

When using TLS, you must use an absolute path and not a relative path to the certificate file. For more information,
see Creating or Editing a TLS Configuration.

3.2 Adding and Configuring the Passthrough Business
Operation

To add your business operation to a production, use the Management Portal to do the following in an interoperability-
enabled namespace

1. Ifyou are using a username/password authentication with the MQTT broker, you need to first define Credentials with
that information (Interoperability > Configure > Credentials in the Management Portal). If you are using TLS authenti-
cation, see Using TLS with InterSystems IRIS.

2. Add an instance the EnsLib.MQTT.Operation.Passthrough business operation class to the production.

3. Configure the business operation so that it can publish messages.

Optionally, set the CleanSession property. If the Clean Session property is checked, the broker will not preserve
any information about the session from one connection to the next.

Set the ClientID property. This identifies your client to the broker. It must be ASCII-encoded and between 1 and
23 characters. If you disconnect and then reconnect to the broker, it will preserve your identity if the ClientID is
the same. If you leave the ClientID field empty, the client assigns a unique client ID.

Set the ConnectTimeout property. This sets the number of seconds that the business service will wait for an
acknowledgement from the broker.

If you are using login credentials, set the CredentialsName property to the credentials name you defined in Step
1.

Set the KeepAlive property for the maximum number of seconds that should be between messages from the client
to the broker.

Optionally, set the LWTTopic and LWTMessage properties. These set the Last Will and Testament message for the
connection. If the broker detects that the connection has unexpectedly been lost, it will publish a message with
the specified topic and message.

Set the QOS property, which sets the Quality of Service in the connection with the broker. A value of 0 tells the
business operation to not wait for an acknowledgement from the broker and a value of 1 says that the business
operation will wait for an acknowledgement that the broker has received the message.

Check the Retained property if you are publishing the message to retain. Each subscription has only one retained
message. It is the message that is sent to a first-time subscriber. Other messages are only sent to the subscribers
if they are published after the subscription has started.

If you are using TLS security, set SSLConfigName to the name of the TLS configuration.

If you have set QOSto 1, set the Timeout property to the number of seconds that you want the business service to
wait for an acknowledgment.

Set the Topic property, which specifies the default topic for publishing messages. The topic is typically a hierarchal
string with levels of subtopics separated by a / (forward slash). The operation will use the topic specified in its
input parameter. If the input parameter does not have a topic, it uses the default topic. When publishing messages,
the topic should not contain any wildcards.
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Configuring and Using the MQTT Passthrough Business Service and Operation

» If you want to trace the MQTT actions taken by the business service and business operation select the Trace
property and set the TraceLevel property. The MQTT trace messages are written to the production log. TraceLevel
can have the following values:

—  0— MQTTCLIENTTRACEMAXIMUM, maximum level tracing.
- 1—MQTTCLIENTTRACEMEDIUM, medium level tracing.

- 2—MQTTCLIENTTRACEMINIMUM, minimum level tracing.
- 3—MQTTCLIENTTRACEPROTOCOL, trace protocol level.

- 4—MQTTCLIENTTRACEERROR, trace only errors.

— 5—MQTTCLIENTTRACESEVERE, trace only severe errors.

— 6—MQTTCLIENTTRACEFATAL, trace only fatal errors.

e Set the url property with the URL and port number of the broker. The scheme is either “tcp™ or “ssl” followed

by the domain name and port delimited by a “:”, for example, “tcp://MQTTBroker.example.com:1883”. Typically
TLS-enabled end points are configured with a port of 8883, but this is not mandatory.

4. Enable the business operation in Basic Settings.

5. Run the production.

Note:  When using TLS, you must use an absolute path and not a relative path to the certificate file. For more information,
see Creating or Editing a TLS Configuration.

3.3 MQTT Message Format

The passthrough business service sends an EnsLib.MQTT.Message message and the passthrough business operation receives
an EnsLib.MQTT.Message message. The EnsLib.MQTT.Message class is an extension of the Ens.StringContainer class with
an additional property, Topic. The MQTT topic is stored in the Topic property and the MQTT message is stored in the
string container value.
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Settings for the Inbound and Outbounad
MQTT Adapter

This topic provides reference information on the MQTT inbound and outbound adapters settings.

Also see Settings in All Productions.

4.1 Summary

The MQTT adapters have the following settings:

Group Settings

MQTT Clean Session, Credentials Name, Client ID, Connect Timeout, Keep Alive, LWT Topic,
LWT Message, QOS, Retained, SSL Config Name, Timeout, Topic, Trace, Trace Level,
Url

The remaining settings are common to all business services. For information, see Settings for All Business Services.

4.2 Clean Session

Determines if the session to the broker will use a clean session.

4.3 Client ID

This is the string which identifies this client to the broker. It must be ASCIl-encoded and between 1 and 23 characters.

If not specified the client will create a unique id.
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Settings for the Inbound and Outbound MQTT Adapter

4.4 Connect Timeout

This is the connect timeout. Connecting to a busy server may take some time and this timeout can be used to avoid a pre-
mature connection failure. Specifies the number of seconds to wait before a connection attempt fails.

4.5 Credentials Name

This is the ID name of the set of credentials values used to access the MQTT broker. The username and password defined
in your Credentials item must be ASClI-encoded. Not required if the broker does not require login credentials.

4.6 Keep Alive

Specifies the maximum number of seconds that should be between messages from the client to the broker.

4.7 LWT Topic

This the LWT (Last Will and Testament) Topic. If specified must be ASCIlI-encoded. If the client disconnects due to an
network error, the LWTMessage will be delivered to subscribers to the LWTTopic.

4.8 LWT Message

This is the LWT (Last Will and Testament) message. If specified must be ASCII-encoded.

4.9 Q0S

This determines the quality of service required. It can have either of these two values:
*  0— QOSFireAndForget: Do not wait for a response from the broker.

* 1—QOSWaitForDelivery: Wait for a response from the broker and issue an error if the broker does not respond..

4.10 Retained

This is the flag that indicates to the broker whether the message should be retained by the broker.
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SSL Config Name

4.11 SSL Config Name

This is the ID name of the TLS configuration that you wish to be used to communicate with the broker. Only used if TLS
communication is required.

Note:  When using TLS, you must use an absolute path and not a relative path to the certificate file. For more information,
see Creating or Editing a TLS Configuration.

4.12 Timeout

This is the timeout expressed in seconds to wait to send (with ack ) or receive a message.

4.13 Topic

This is the name of the topic to which you wish to publish or subscribe. The topic must be ASClI-encoded. The topic is
typically a hierarchal string with levels of subtopics separated by a / (forward slash). In a subscription, a topic can have
wildcards as a topic level:

e+ (plus sign)—Matches any string at that level. For example, “/temperatures/+/highest” would match the topics “tem-
peratures/Paris/highest” and “temperatures/Bangkok/highest” but would not match “temperatures/Paris/highest/today”.
The plus sign cannot be combined with other characters within the same level.

» # (number sign)—Can only be the last level and matches any string at that level and any subtopics. For example
“temperatures/Paris/#” would match all of the following topics: “temperatures/Paris/highest”, “temperatures/Paris/high-
est/today”, and “temperatures/Paris/lowest/record/thiscentury”.

4.14 Trace

This enables or disables the MQTT tracing facility. The MQTT trace messages are written to the production log for the
business service or operation.

4.15Trace Level

This is the trace level for the MQTT library. Set this to log the required detail of trace information. Trace Level can have
the following values, which are defined in the %Net . MQTT include file:

e 0— MQTTCLIENTTRACEMAXIMUM, maximum level tracing.
e 1—MQTTCLIENTTRACEMEDIUM, medium level tracing.

e 2—MQTTCLIENTTRACEMINIMUM, minimum level tracing.

e 3—MQTTCLIENTTRACEPROTOCOL, trace protocol level.
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Settings for the Inbound and Outbound MQTT Adapter

e 4—MQTTCLIENTTRACEERROR, trace only errors.
* 5—MQTTCLIENTTRACESEVERE, trace only severe errors.
*  6—MQTTCLIENTTRACEFATAL, trace only fatal errors.

4.16 Url

This is the URL of the broker to which you wish to communicate. The scheme is either “tcp” or “ssl” followed by the
domain name and port delimited by a “:”, for example, “tcp://BIGBADAPPLE.local;1883”. Typically TLS-enabled end
points are configured with a port of 8883, but this is not mandatory. The url must be ASClI-encoded.
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