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METTHR

%FL,

Jo+x2n7FOo+X D,

TV r—avhniiils
SELI=ARU D AT
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* LoginFailure A XU MOBEEM L, /X2l T A A=V CIL RN, BE DAL A=/ BLOmay 7 Z -
ALV AN—VTH [B%h] T,

E BT B, AN LI <O MBS ET,

4.1 %System/%Login/Logout & &1 %System/%Login/Terminate

RODOWTINNDRIR T 2R T4 5L, %System/%Login/Logout > h3 S E1,
HALT 2~ RDF4T
QUIT 2w ROFATIZEDT 7V r—rar B —RO#K T
T AEK T T 57200 SYS.Process 77 AD Terminate Ay RDHELT (HALT DFEITEFL)

EERUADFRIR T AN T 3 5L, %System/%Login/Terminate A~ MRSV ET, ZORIKROFHIEL T
DHLDNRHVET,
2= PFRE—IF T RO R U R R X3 L OB NI SN S, T e AN T S — gy
T —RTEMEL TWAIEEIL, BEA L 2—R® Description 74—V RIZ ““routinename client disconnect” &9
SCHFLIRESAVET (routinename |7 B BEATIATLIRAI DN —F 2 CF), £z, 70 BANT 0T T~ -F—F
TEIEL TWA84 11X, Description 74—/ /VRIZ “Programmer mode disconnect” &)L ErabSvET,
"RESJOB X° "JOBEXAM 72 DRIOT vt A, T FBR—2 VL TRAELET 7 ailis T —IF bty
Ay T LIS, Tav AN T S — gy B — R TEIEL TWAATE., BB L =—R ® Description
7 4—/VRIZ “"routinename client disconnect” VNI IXAFEARIFILET (routinename X7 B A TEITLIZ M)
DN—F 2 TE), =, TutRRn T rr T E—RNTEEL TWOABEE 1L, Description 74 —/VRIZ “Programmer
mode disconnect” SV IR INF T, /XU b T =X L, RO OB A TIE=7 ok A0 PID 2°
LIRS TVET,
a7y KU EIT T B RSN E LTSRS, SRR TaT XS E RSN NI AT Al F O S TREIC
BT 7 AN ~DEZIARITTERL o> TWET, LN T I =0 T o7 T —E L DFETIZE > TTrkR
DAREEN IV —0 T w7 ENAHE. “Pid <process nunber> Cleaned” LV WIiiAZIRZ I-EEERE L o—R o/ &
AFENET,
TCP 7?47‘/]\7ﬁ§@][ﬂ‘ﬁéﬂfz%ﬁo IIAT OIS 2R T E A TR NS L BB L a—RD
Description 74—/ RIZIZ. “<client application> client disconnect” DXHZ, IS 7-FELTRIFET 0T LD
AHE R Ay — /ma REIVET,

4.2 %System/%SQL/EmbeddedStatement

%System/%SQL/EmbeddedStatement > b H 3 HI121X, ZOAXUMEBEI O #sqgl conpi l e audit ~7u-7Y
Taty R DM T 2 H N T DM ERHVET,

#sql conpile audit = ON

Z MR HRIL, “Esglcompile audit” ZZ ML TZEWY,
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%System/%SQL/EmbeddedStatement 24 N2 3 5& . #sql conpil e audit = ON ¥R LDOH% THMIAL SQL %
AT HZE T, EmbeddedStatement BEA AU RRAERKRESNET, BIEZLL TIORLET,

#sdi i:onpi le audit = ON

&sql (delete from MyTabl e where %D = :id)
/1 This statenent is audited at runtinme if % System %6Q./ EnbeddedSt at ement i s enabl ed.

#sql conpi l e audit = OFF

&Sdi (delete from MyOt her Tabl e where WD = :id)
/Il This statenent Is not audited at runtime even if %Bystem %SQL/ EnbeddedSt at enent i s enabl ed.

TV —a T E DI THD SQL 3L (a2 A NVENTZITAa—RDO—E L L TERINZH DR A
T L a—RIZEENDZLDRE) WMEHAISI TOBRREMERH D=0, BEEA N TV 7y TR CE G D
HBZET, BAETHHODIAL SQL LETEFRT HBEIGRINLLT R0 ET,

ZOMDIEFFIH

#sql conpil e audit = ONfE/ 3% INSERT 3¢, UPDATE 3, %721 DELETE X CEATLHE . NUAWN
DOMHIAA SQL 2 —RNTEEINFE A, ANLTIT72-o72 SQL XEBEETDHITE. AN TITRo7ca—RIT
#sql conpi l e audit = ONFEARLEZIEBMTDLERHVET, X, NIF a2 —RIZHDIAL SQL 238555
AL FDOR AT 3—R|Z #sql conpi | e audit = ONFE/R LEZEMLENRHVET,

B S-S ORERITRLERS N EE A,

RITTTHDERNT, HHWPHHHIAL SQL A A TEET,
%BEGTRANS
%CHECKPRIV
%INTRANS
%INTRANSACTION
COMMIT
GET
ROLLBACK
SAVEPOINT
SET OPTION
STATISTICS

4.3 %System/%Security/DBEncChange

TaBATIROWT IDDFEAE T DL %System/%Security/DBEncChange XV " ERRSIVET,
5 bx — DA EMk
g Sk — Db
S b —BLUF— 77 AL OIERL
B b — 7 7 AV DEE

(BRI ICA L 2T T4 TN T — B _R—Ag S b2 b3 5] 7l DR SALEE EDZEHE,
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EventData {21, B B{bF¥— ID, F—T 7ML, F— T 7ANVDOEHELIRE DA NEHHE T — 403 EFENET,

4.4 %System/%Security/X509CredentialsChange

ERBIOFEHFOBIEDOLG G AU b T —2IZiE, BX 2T I T B EFRICNES T, BHEIN=T 23T ¢

MYARENFET, Subject Key Identifier 31N Thumbprint DG, A0 he T —Z % AR—ZATRYSNZ 1 34

I\ U —R D 16 #ESCFHC9, Certificate, PrivateKey. PrivateKeyPassword, 38X O PrivateKeyType @D #54 . AX
Ve T —HiEHVERE A,

HIBRBIEDG A AU R T =2 IHVERE A,

4.5 %System/%System/DatabaseChange
A, UL FIORT T —H RN ADEE DO IUHNTL 2T, %System/%System/DatabaseChange Z %KL £
RS

TERK

Ll

<7k

TAAZT b

JE

HIlBR

7a— 3V

Az
TEREE DG G LT DT T 4 ~OEFNTIVE R ANIPRAELEY (SO AR h T —=2TE
FNED,

BlockSize ({FERD #)

ClusterMountMode (77 A% + & A7 LD )

ExpansionSize

GlobalJournalState

MaxSize

NewGlobalCollation

NewGlobalGrowthBlock

NewGloballsKeep

NewGlobalPointerBlock

ReadOnly

ResourceName

Size

TR T AR NDGE AR T = H I TN E R T A AT RSN T A R ARSI E T,
JERE, IR, 91:'—/\11/F% ioi07777®f/57/m\ AR T = AT =PRI T A= RN EENET,
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4.6 %System/%System/RoutineChange

TR TI—F o NaL A )VEITHIBRE DL %System/%System/RoutineChange A X MR ERESIVES, 2D
ARUIERENIL T V—TF U EIZITAZ A NAN UL E IR/ |[ZLa—RRESAENE T, AL
a—R® Description 74—V R, BENREALZT —H_X—R T 4L IN) | BLOEEINL—F o F21307
ADLLFIMFEIR S, L—T U BHIBRESNTODE AL “Deleted” EVVIFEINBERESNET,

InterSystems IRIS I — AL« = RDA R IEZEEELET M, BEA L AL ADOA XU MNIERELEE A, Hl20E.
InterSystems IRIS DDA L AZ L AN T —F_R— R« P — N THBRDA L A% A BEAH TN =T VA —3g
V= NTHLG S EDOT TV r—ar =N L —F U BAERL T S LT DA N, RoutineChange
B A N INT —H NP — N THHIRSTOTH, 7= I R—=A Y= TIEER SN EE A, T~ TORE
AVARB L ADT R TOEEDOEFER IR ANAERL T DI, T X TDOAL AL ADREA XU ML, b
DR G LET,

b 1I-HEREREINIDEHE

ORIy arTE, LFOR Y ZIZ oW CEBALE T,
2= PEREEANNMIONT
2P EREAE A IOVERL
a7 ~DxT R OB

=P EFBEE AR BOH R

A= WEREEANIOAMEEIIT I EOFEN, "H A A~ OA ML E T 2B IR TTZEW,

5.1 AI—HEREBRANUMIDNT
InterSystems IRIS TIXT AT LA XU AR TEXBIED, T IV —arhbERT — A _X—AIBINTEDHAH
LA RUPEERTEE T, DI, 22— P EREEA U ZIE 2 —PEEA NI E T,

BUEERSN TS NIT AT [A—FERDBBEAAUN < (VRTLEE]D [1FaUT4]> [BE])>
[A—FARUNEHRD o EdorShET,

52 A—HEREBINUIDIER
InterSystems IRIS C—HEFA X MR TDHITIE, TDARUINEAXUIOUANMTIBINUZE, AN T D038
BHVET, L TFIXZFDOHETT,

1. FHAR—ZLT [A—HFERDEEANUN =Y (CRATLEHE] > [Fa)T4]> [BEE] > [2—HFa4~ b
ZERD (TBEILET,

2. BBANVEDER] 27V 07 LET, [BEARVMEER] ~—VRERSNET,

3. ZOR=UT [ARVN—R] [ARVNEAT], [ARUAE], BIO [ERBA] 0K 74— RIZfEE AN LET, &
NHDILR—=R ML, "B AU PDOER” THAL TCWAI7 BRIAHYET,

4. ZOR=UNIZHD AR F=v 7 Ry A0, BEETF 2o 7B TCOES, AN DI, 2D
F oI IR IADF = 7N LET,

5. ZOANUNEIERT BICIE, 20—V 0 RE] RF &7V LET,
6. EiENAEN->TNDILERERLET,
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T, ANUMEERL BEEE DTN, UTFOavy FEFTTHI0T, 2O~ MRy B CE &
¥

Do $SYSTEM Security. Audi t (Event Sour ce, Event Type, Event, Event Dat a, Descri pti on)

AN—% )L TEF 7=, EventSource, EventType, Event, 31T EventData OfE & HL £7°, FEAliL, "Edns
~OT R OEN” B RLUTITZEN,

53 EEOJTADIVN)DIEMN
LLTF @ $SYSTEM.Security.Audit B A A3 2L, 77— gLt o= N AR N BINTEET,

Do $SYSTEM Security. Audi t (Event Sour ce, Event Type, Event, Event Dat a, Descri pti on)

EventSource. EventType. Event. EventData, 33X Description {2 2DWTiL, "BEAm A XU MO E” [TEBHANHD E
4", EventData & Description O 7 DB EITIL, I EIXV T I EA e E TEET CUFdNL TS| HF TH
F9), R/ THH OMOERITE B ESNET,

EventData OINFIFEEDITIZH=> TR TEET, ZONEITL. ObjectScript Write <> RDF &L FCLHITAL
FIEND720 UL TOERMEASNET,

"Line 1"_$Char (13, 10)_"Line 2"

ZOHE BEEMIORSNIZNAD “Line 17 ELTRARE, $Char (13, 10) 13 ¥y U — AT T, &
D% “Line 27 NF/RENET,

Bz 1E, XYZ Software Company FIDEHFLERT 7V r—a TLL FO IR EMERA S D ELET,

$SYSTEM Security. Audi t (
"XYZ Sof t ware",
"Medi cal Record",
"Patient Record Access",
765432,
"Access to nedical record for patient 765432"

ZOT TV —a0Tlk, EventData EHBRAH AL T, T/ BASN-iRka R DB EO ID 2L CQEd,

X5 “XYZ Software/Record Update/Modify Assignment” A XU "N EFZIILTAH NI > TWDEE . L FDa—
RIZED VAR —FNBRRUIZEREOENE LI, AT — XX —RZEDOEENTLERSINET,

ObjectScript

For i=1:1:10 {
Kill fval (i)
) Set fval (i) =i * i

Read "Which field to change? ", fNum!
Read "What is the new val ue? ", newal,!
Set ol dval = fVal (f Num)
Set fVal (fNunm) = newval
Set Data = "Changed field " _ fNum_ " from" _ oldval _ " to "_ newal _
Set Description = "Record changed by user with an application nanager role"
Do $SYSTEM Security. Audit (
"XYZ Sof t ware",
"Record Update",
"Modi fy Assignment”,
Dat a,
Descri ption

Wite "Field changed; change noted in audit database."

Audit 13, ZOBNAHD DL TR 22 m 378 1 E7213 0 ZiRLET,
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R0 Ic o NI E BN AT O EEN LR A2 LITHD FR A,

54 I—HEEREBARVIDOHIK

AP AR HIBRT D IET LR DL TT,

1. BEHR—=ZNVDOR—L_X—=V T [A—FEBDEBEARUN = (CRTLEE] [Fa)T4] > [BEE]
> [A—HARUMEERKD ICBEILET,

2. ZON—UT, AREITENT oAU PERL T — 7 VO RELIZH 5T [BIRR] 23R £,
3. HRICHES T ANV EHIBRT 2L EB L E£7,

ER a2 EBEBEEARUNYIRT DL, FOA_MT InterSystems RIS A A% ZADRERG B L CEER
TEIET,

6 EREAANUDEMEFLENIL

Bt~ M EIE N T BICiE, LT OFIEICHENET,

1. BEHR—ZLOR—=D_R=Un5, LLFOWTNNIBEILET,
[DRTFLEBEARIN] R— ([(VRTLEE] > [tX2)T4] > [BEE] > AT LARUME#ER])
[A—HEEDEEANU 2= [(VATFLEE] [Xa)T4]> [BEE] > [A—FARUEHER)D)

2. [VARTLEEARUN FEF [A—TFEBRBDEEARUR RX—U T, ARFEITEA DA IR, T—

7JW)H§%7EO)§U7§)% DREEERE] 2@ R £3, ZAUcXD, [AZ] OREED [R5 [FW], £oidZz o
(ZEDVET,

EELLUVEERT IN—ANEHE

ARSI NA L R T — X —Z RISAUDIT |ZF DA XU MR ERINE T, ZOERTF —H_N—R |21, —
BRI IRBIRIES N CWET, ZOERITIE, B2 I1EV— 344 | InterSystems IRIS #EEK D4 Fif, 7 508k D BE A
BF, 0 508D T HEEDRHDET,

BAn s OEHTIL, LLTOT7 73 a3 iETY,
BT —H_X—ADER
AT —H_X—2ADat— =7 AR—h BLOHIER
Bty 7 — X~ — 2D AL

PR ERRE S D AT

11 BEET—HAR—ZANKRT
B — 2N — 25 KR T AL, L TFOFIEICHEVNET,

1. [BEE] A=a—00 [BEET—AEAR—ADEE] 28R T, [BEBET—EX—XADBE] 2—Y (VATLEHE] >
[txalUT4]> [BEE]> [BEET —HR—XADBEE]) 2Fr~LET,




EERLUVEET —4AR—XNEH

2. MBEALVIATITE, ZON—=VDLERAAZD LT A— VR EEHL T, <A O FHEIZHD [BREFR] A7 2EIR
LETEEEMEICRTIUT, ~A DO TEICHD [BDY YR 2R ET), BREALVIAL T2 DO DT 4 —/LED
UAMT, LT 22 L TTZa0y,

3. WEDHEBEANCIOFEMESIRT DT, ZDO1T0 [l Vo rarVy 7 LET,

R ERDIAT - DT 4 — IV RIFLL T D&Y T,
ARV =R = AXVNDFAETTTHIHA L AL ADALTR—FHU R,
ARUNEAT — AU ROSFEIC BT HEE DR,
ARG — RSN TODAN ORI GRIZTANU B EBRETILET),

ORTLID — FEEa S - U RINCERIRENADA L AZ L ADiRB -, machine_ name:instance name DIER, T,
B 2 1%, MyMachine £V )< TEITII TS Mylnstance EWVHIA L AF L ADEE . FDT AT D 1%
MyMachine:Mylnstance (2720 %9,

PID — AU NEEMRLI= 7B ADOF N —F 4T e AT A D,
A—H — A _XUNENIH LT 7T ATt T U —H,
BREE — A AU NN H L — A AR AR U CRREES N 7 1,

BA BB — WK T DA XU b HIRF (BEE T, BIED H ORI 0 R, IL 2 —DEdE H 28T 5
WX, 74— VROHERNCHD IV o Z— T A Z V7 U ET,

BT A — BRRBRICRRT IS EHOARUN OB BEE T, BIEOBE), IV —nbi& T HA
BRI DT, 74— A FOR N DLV o F— T A3z 7Yy 7 LET,

BRAITH — BEns O—BIZEKRTHERKRITH FKK 10,000 17),

TEIR ERNZRKEIDHNTNWD T 4 — VR Tk, KEIZZ) 7358 T OT X TOMDIANR R RIIET,
FHAIZT AZVARY (“47) MFERINTCNDBT 4—/VR Tl TAXV AT @R F-IIAT1TDE, 74— F
IR ETELT RTCOENFRINET,

FRESINTNDT 41— /VROY FAEBIL, "B AU RO ER” #5 MU TLIEEN,

12 EET—AR—ZXNaE—, THRAKR—b, BLUHI

AT 71T %SYS R— LAR—ZD %SYS.Audit 7 — 7 /TSN E T, £z, BAR T — #1337~ T IRISAUDIT
F =B R—2 Ty T E L, WDB_IRISAUDIT VY —RIC k> TIR#ESHET, BEETIX, 2DV —2ZD AT
%Manager — /L3 FoTUWET, Fiz, TR EFFOor— /UIHVEREA,

Bl a -5 — 2 _— A%, o InterSystems RIS 5 —H#_X—ALFEUY—/VCEHEINET, Bl X, HHR—2L
LT, 77— _X—AOP VA X BV A X e E T T, BEA UV IOMEER LT 572012, B
Bl T —H_R—= R T KA X% X _aﬁﬁf%f;mbazbﬂ\iﬁ 72U, TARTRERE OO ERIC
FAHIFNI B EEEEREL TOET, RN L XICER RS « T — 2 _X—ADHR KA ADERELRT L, RES
NEINTRZET, L. W TEBEZAINCT DL ZORRKIARIL 0 ITREN., R AZXDHRESN TR
W EDRENET,
BER =NV TIL BERT — X _X—R IR U TCLL T ORI S B EE BITCEET,

gt — —1 B EOZ U NZIREDR—LAN—R 23— T&ET,

TIAR—F =1 B LD N Ear nsT7 7 A LI AR—FCTEET,

Bk — 1 B UL Eox= o N a2aZ 2B EliRTtEEd,
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ER IS TN TOERMET 1 U LT N NTUSEH TEET, FEDOT N DHERRELT-HAE
HUER A,
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InterSystems IRIS TlE, i T — X _X—ZAD AR FE- 13— % IRISAUDIT LIS D F—LAR—R(Zat—T&ET,
PLTFIZZFDHFETY,

1. BHAR=ZVOR—L- "=V T [HEATDIAE—] X—Y [VRATLEE] > [tFaT4]> [BEE] > [BEED
JOaE-D ITBEILET,

2. [BEEOJTOIE=] RX—U T EFTUFTOWTEEIRLET,
EEAT ST RTOTATLEIE—
COBRIYVHNWERZEEQS HSIE— : ZOT74—/LRIZAI LT H LD <D BEARGE L 72 E
HA, LR — AAR—RA 3 =SV ET,
3. WIIRkay 7 Xy Ama—% AL T, BEET N Oar— 353 — b A—XZ RN LET,
4. EEBHEHBZa—Lth, a8 — o OE B ZHIBRT 513, 4 T5F =/ Ry 7 AT = 7% T ET,
5. [OK] #2Vv7L, HHO=Z N Eae —LET,
BIRLIZEA R - 2 NI FBEDOR—LAR—RIZH D IRIS.AuditD 70— W ZEPIVET, LLFOFIAT, 2
DT —HuRRTEET,
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c. 7=V DYARND FIZERREINTND [PRATL] FovZ Ry I A,
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BIDH— DA — AR T —Hat’— L&k -57-5. %SYS.Audit 75 AD 7 T Z AL CTEDT — AR T
7,
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BERUCABATONEY, ZOXSRKIEBERET HIIT, "HA T — 2 N —ADY A XDHER” 2Z R TS
W,
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