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SOAP [2&B Web H—E ADRE

InterSystems IRIS 1%, BF VT 4% Web —EZRIBLN Web 7T 47 L MIBINT 2714501895 WS-Security,
WS—Policy, WS-SecureConversation, 33X X WS—ReliableMessaging DAL (D —# 2R —RL TWOET, ZORE Y
JTCH Y= VO EE R, PR — D HEEVARNFET,

PREE LB L5 Web $—E A28 InterSystems IRIS Web 7747 L M CERH S TEY, 2zl 32488722 /A
D7RWE T, FERD WS-Security B2 A BEREZE I CXE9, "WS-Security =7 A U HEREDO M 1L 22 BRI T<
7280,

1.1 SOAP &%) T4IZEH:E 9 5 InterSystems IRIS D*Y—)L

InterSystems IRIS 1Z1Z, Web —E 2B LN Web 7747 L hDEF 2T 4IZBHHETALL FOY — /LR HESIL T
iﬁ‘o

EHEAY =V TG UIREB E LY 7 =F v 2R AL 3 ABRIZ InterSystems [RIS A3 725 S 7-AE E%
BT HH%EE,

X.509 FERAEAFH T HREHE, FTA L CWAREIAEB I OEE LD T4 T4 DFEAES IRISSYS 77— X —
ANHEANCTEXET, AL TCOBIEHETIT, BEAVE—JICBATANLERH AL S ki3 AR5 8 540
TEET,

IRISSYS 5 —#X—Z |2\ T, X.509 FFAAEL, InterSystems IRIS E#&FH kb (BRI

X, %SYS.X509Credentials DAL AZ L ARN) ITHEMNEINFE T, ZOITADA)yREAER LT, GEAE (BLO, 4
T ar TS T A AR IO N T EEE T 7 A V) BT —H_R— A Za—RLET, ZOA YR EEHEHE
TT50, FRITEBR—Z L2 FH A TEET,

BRIE MY TE T A—RB IO 2 C& 52—V 2 ETEET,

F7=. %¥SYS.X509Credentials 77 A%, TAVT A, LTV, T VT bF—ik B 7281k -TCLFEAEIC
TIRATAA R ET, 2T Lo A IZXY . %SYS.X509Credentials 77 A%, @E DA T =7
ML SQL 77 =72 AL CT /8 ATAHZLIITEEH A,

SSL (Secure Sockets Layer) 33 T8 TLS (Transport Layer Security) 97— Mg R — 2L Z{# L T InterSystems
IRIS SSL/TLS #ik & E#L . ZOM KA L T, X.509 fEB#EIZX - T, InterSystems IRIS Web —E 2 E7- 1%
Web 774 T R, HDWNIZNO~DME ZR#ETEET,

SSL/TLS ¥EERIZ W TIE, AV Z—2 AT LD "TLS HAR” ZHRRLTIZEN,

WS—Policy @Y7 —h, InterSystems IRIS I, WS—Policy D1&#t% InterSystems IRIS Web ¥—E ZFE7=1% Web 7
FGAT U NET 2o F T OB ML F 3, RV —1T, LTI EE 28 E TExET,

- WS-SecureConversation M1 f,
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SOAP [Z&% Web H—E XM {RE

- SSL/TLS Of#E .,
-  fEHAT A WS-Security $¥AEFE 7~ 1T 4B 72 WS—Security HERE,

- fHEHT% WS-Addressing ~v & £/ 130722 WS-Addressing ~>& . WS-Addressing ~> & 122V T, “"Web
P —EZABLNWeb 774 T U OVERRL” B LTSV, ZNHDO~ X ZFB BT EICONT
HEHL COET,

- MTOM (Message Transmission Optimization Mechanism) #3477 —OfF H, MTOM (Z-2WNTiE, "Web H—
EABLO Web 7747 U ROVER” 25 BB TLIZEW, MTOM w4 —2 % R8T 457151250
HEBHL TWVET,

RU—1, RO 7 7 A THERR SN E T, TDZTATIL, XData 7y 72 # AL T, ARUT— (XML R4
VR B, RV — DT H T e DOV —ERAENITTA T U hOERy Ee ELE T, BRI —1d, —E AR,
DIAT UNEIR, FITEED A YR (AL FFEDER Ay = LU E A B —) ITT7 FyF TXF
7,

ABH TP —REfE LT, 2O TAZER CTEET, v —Fid, —EHOFEFIEHESINI-RI—BX
B ERAT var iU Ed, RV —23 X509 fE EA MELTHEXTIE, T V4P —RIZk-> T, IRISSYS
WZAEAHS AL TV DREI ED IR TE LIV E T, [FAERIZ, AU —723 SSL/TLS Z 5L T 55513, 47

BEAFD SSL/TLS R OIRIRE FIREIZ /2 EF GE 4T 255,

MBI U T, TR —ZEHERE CEE T, R —I Wl T A% ANV LT EE AR ET,

WS-Security Z3FE D EFEERR B I ONER/EE DOV R—B, InterSystems IRIS (Z1%. <UsernameToken> <°
<Signature> 72E D WS-Security ~v & BHEE R T 7-ODO—#D XML ®HIGZ7ANHESNLTWET, Zhb
DOHFEHIIAT, TNOOBEZOIERSCEFTIEHTA/VR BLOERBOSRARMELET,

WS-Policy R —hrafE HL TAEE . InterSystems RIS 1, 2N HD 77 2% B BIRGIZfHE H L F9, WS-Security
PR—IEEEHEHTLRE . ChbDIFTADA L AZ L ZAER L TeF 2T o~ & 1A T 5 —R &tk
LET,

W ILDEAED . InterSystems RIS Web $—E AFE721Z Web 7747 2 IS SOAP At —% WS—Security 2
FEHICZETDE, INOOHEFERTT-DIINEDITADA L AR ARMER SN E T, £
~. %SYS.X509Credentials DAL AKX ABNERKL , BIEAYE—Y TRAFINIZT X TOFEHELHML E7,

WS-SecureConversation 23 D HEBE(ERK IS L ONEBEEFE DR —b, InterSystems IRIS (2%, ZNHDEFEEFK
72D —HD XML I FARHABEIN TWET, Web b —E R Ta— /L 307« XV REEFHK L, Web Y—
B RN EI0EIE DB RICIGE T DI ELHIEL £,

WS-Policy #f# 327>, F721% WS-Security 385 TN WS-SecureConversation #EAE {3 HZLNTEET, WS-

Policy Z{F F 284 . MEIZST T WS—Security Y — L7 H BRI H N F9, WS—Security F7-1% WS-
SecureConversation ZE# 425811, SBIZa—T 4 7T 50 NRHVET,

1.2 WS-Security A4 DHEE

SOAP Avt—1%, WS-Security ~vZ EF#E N (SOAP <Header> ZEFHE D <Security> 7 EE) I[ZtFaUTH
FEREFLET, L FORIL, BE2bN5a R —R bR TOET,
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WS-Security ~Nv4 DHEE

SOAP Message

Header

Security
Timestamp

BinarySecurityToken
;1' {contains X.509 certificate)
7

/ BinarySecurityToken
/  (contains X.509 certificate) \

! UsernameToken \

' Assertion hS

/ EncryptedKey N
] (contains direct reference to -t * examp:e e?:?rt;:yptea; key .
consists of these elements

] BinarySecurityToken)

o ) Signature
example digital signature - - - (contains direct reference to
consists of these elements BinarySecurityToken)

Other Header Elements ...

Body

INHOEFIL, LLTFTDLBYTT,

HADARK T =7 (<Timestamp>) 214 <Created> EH#E L <Expires> BENHY, ZDAVyE—TCDHE)
HIROFRHDIRESNET, FALAZ TV, EBICEDE, BX 2T BB TIIHVET A, 72720, FALAL
VIMBLINTWDBIGE VT VAR B E T 72O A LRSI T EHF I TEET,

ATVt 2T (- h—2 (<BinarySecurityToken>) 11, ZIEH NV 7 =F ¥ DWRAEE- 13RS ERE D
fRFi e CEDLIIICTAIDDIERE G LN TV e a—R e h—7 0 TF, ZNHIL, v/ =F v EFE b
F.BIOT Y —rarBRTEMNTHIENTEET,

a—YH h—27 (<UsernameToken>) (2> T, Web 7747 MZLD Web Hh—EA~D1 7 AL A[HEIZRD
F9, ZOM—270Z1E, Web —EB A TELIRIN DL —H 4 L/ XAT —RBFAAIAFITEY, BEETIFEZVT -7
FANTHAIAEN TNET, AT —RZRHET DI DONOF T T a nbuET,

T — a8 (<Assertion>) 121, ERELT- SAML 7V —a S A EN £ 4, 27 —auik, B
LB HTHREL THDNENERA,

T —ar BRI, VTV o/ MR (<SubjectConfirmation>) & O A ENTEET, ZOEHEIL,
Holder-of-key AV N%721% Sender-vouches AV Rz CEXET, AIHEDOHA. 7 —Tarid tho BT
fFRH &L — - ~TUT N ERFLET,

iy 2% — 35 (<EncryptedKey>) (213, F—MMSIL, B B{EAY Y RAMEESILCOBIE), D [EEED
BN EGENTOET, ZOBERITIT. AvE—U0E D INHE BSOS TR SHET, I BAL O
EHBRLTIEEN,

V7 =F B #E (<Signature>) [T, Ayt —TOHGICELLET, IEARDTL —X A=V DEy ~DE
N TR T = F O TSN TCWAINI, V7 = F Y EE N A= D2 BRI A S
NHZEEEWLET,

Web —E XD {RE 3
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ETIEZIUIREN TWEEAR, V7 =F Y HEITIT, A=V DB FER 7 E+ET <Reference> EH
DS TUVET,

TR T I, BB — BRI, ANCRCAYE—VIZE EN TS TV X 2T h—F o ~D SRR
— AN aiﬂf%@ FON—T 203, ZEE DR S — O I ] CEAERPEENTOET, 2720
N—=2 DS WA A2 —T ORIOYFT TR OO Tl fifFel LB 7ot % <EncryptedKey> (25 DA EN
TEET, InterSystems IRIS 1%, ZAUTHOWTHEE DA T > a2 AR —RLTWET,

RIERIZ, TN o7 =F ik, — AT 2 DOERDMORERSIVET, 372 b, X.509 FEAEEHH T 5/
Ve T g b= b ZONRAF Ve wFa )T h—F  ZEBESRTH T =F v EHRZTT ATV Fa)T 1

=27 TlE7e< fOVIZ Holder-of-key AV R&EFFOFELL W HD SAML TH—ab 42 51ETT), v 7=
Fv 2 <Signature> BEOLNOERSNDZEL AIRETT, ZOEA . ZOBERITIL, ZIEENL TV =F v & Wit
TEABEWRDEGEINET, InterSystems RIS 1, ZHIZHOWWTHEEH DA T a 2P R —R L TOET,

1.3 SOAP o) T41Z#

ZDE® 7 a Tk, InterSystems IRIS Web H—E" 2 LN Web 7547 L hD WS-Security, WS—Policy, WS-Secure—
Conversation, X" WS-ReliableMessaging (Z%4 2R —hDiEMAZ RLET,

"XML HEHE” FBEY "SOAP 12" $ B TTZEW,

1.3.1 InterSystems IRIS [Z# (75 WS-Security D 7R—
InterSystems IRIS IZ. OASIS TYERLZ 3172 WS-Security 1.1 (http://docs.oasis—open.org/wss/v1.1/wss—vl.l-spec—
pr-SOAPMessageSecurity—-01.pdf) DLL T O3 & AR —FLE9,

WS-Security ~~># (http://www.oasis—open.org/committees/download.php/16790/wss—v1.1-spec—o0s—
SOAPMessageSecurity.pdf)

X.509 h—2> 7774V 1.1 (http://www.oasis—open.org/committees/download.php/16785/wss—v1.1-spec—
0s—xb09TokenProfile.pdf)

XML K81 (https://www.w3.org/TR/xmlenc—core/), LA DT LY R LDHEIN TEFET,

- TuyIBEb (574K EAb) AES-128 (BEE), ABS-192, £721% AES-256

- glRE (F—WE5k) (RSA-OAEP (BE/E) %7213 RSA-v1.5

Exclusive XML Canonicalization 2 FlL7z XML 2 =F ¥ (https://www.w3.org/TR/xmldsig-core/), LA FDT
NAYZ LGB TEET,

- HAAV=AR AV YR SHAL BEE). SHA256, SHA384, F7=i% SHA512

- VU =F %7 /LU AXL :RSA-SHAL, RSA-SHA256 (BE7E). RSA-SHA384, RSA-SHA512, HMACSHA256,
HMACSHA384, F7-i% HMACSHA512

BEEDY T =F v TNAVANIER CERNWIEITEREL WEIN, BETAHIT, BEAN—UWIT 7k
AL, [RTLEE] [EF VT4 AT LEXI)TAL [DRATLTAR X ) T085A—3] DIHIZY
Vo ILET, BEEDY T =F v TIVIVXLERET DA T v a it [BBEDVYT ZF v /\vwial LV)HT
SULBPNTOET,

B S L EITBLICBWTC, ATV X2 UT - =272 X509 GEBHEN G FNDHEE . InterSystems [RIS 1%
X509v3 h—2 XA 7D X.509 FEAEN— - T BT 7 A HENET, F—~TUT L0 SAML 7H—Ta
58545 . InterSystems IRIS 1%, WS—Security SAML h—2 >« a7 7 A JUATERIZREVVE T,

4 Web H—E XD {RE
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http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16785/wss-v1.1-spec-os-x509TokenProfile.pdf
http://www.oasis-open.org/committees/download.php/16785/wss-v1.1-spec-os-x509TokenProfile.pdf
https://www.w3.org/TR/xmlenc-core/
https://www.w3.org/TR/xmldsig-core/

SOAP t3al) To1E#

FORI T = F DI D A — S AR E TEET,

UsernameToken Profile 1.1 (http://docs.oasis—open.org/wss/v1.1/wss—v1.1-spec—pr-UsernameTokenProfile—
01.pdf)

SAML /N—g02.0 ZHMELELT-1ZEAE D WS-Security SAML b—2> - 77741 1.1 (http://docs.oasis—
open.org/wss/v1.1/wss—v1.1-spec-0s—~SAMLTokenProfile.pdf), #1#iZ. InterSystems IRIS SOAP AR —RZix
SAML 1.0 ¥£72i% 1.1 2T DHAEN /RN ZETT,

J&12 SOAP Ayt — D4 InterSystems IRIS Web —E 2B LN Web 7747 > ME., SAML 74 —3g0-
=N B TEET, 72720 EBED SAML 7Y —3ar OEFEIL, 77V r—a TITIHNERHIET,

15 SOAP AyE— D4 | InterSystems IRIS Web —E 2B LN Web 7747 > M. SAML 7H— g2
M= BT, V7 =F v A REECEE T, SAML 7Y — a0 DML T 77— ar CREE cER Ut
ROFER A,

SAML D5E4PR—NIELEIN TUVER A, InterSystems IRIS O SAML SR —NMNE, ZZIZBE L7310 0
WAHSNET,

1.3.2 InterSystems IRIS [2# 115 WS-Policy D HHR—hk
WS—-Policy 1.2 (https://www.w3.org/Submission/WS—Policy/) & WS-Policy 1.5 (https://www.w3.org/TR/ws—policy)
DM D7V —=LT—=Ih5 AT O TODRFEDRY Y — AT LI R =S ET,
WS—SecurityPolicy 1.1 (http://www.oasis—open.org/committees/download.php/16569/)
WS-SecurityPolicy 1.2 (http://docs.oasis—open.org/ws—sx/ws—securitypolicy/v1.2/ws—securitypolicy.html)
Web Services Addressing 1.0 — Metadata (https://www.w3.org/TR/ws—addr-metadata)
Web Services Addressing 1.0 — WSDL Binding (https://www.w3.org/TR/ws—addr-wsdl)
WS-MTOMPolicy (https://www.w3.org/Submission/WS-MTOMPolicy/)
<PolicyReference> (L 2 DDGHTDOHTHR— IS TNET, HKEZEND <Policy> BEEDRPVELT, £
721X <Policy> B DOME—DLLTTT,
WS-SecurityPolicy 1.2 1%, PL FDEIIZHR—bShE 9, WS-SecurityPolicy 1.1 DRIFEDES AR —FSHLET,
4.1.1 SignedParts |%, LA F OFPSMIETHR - ET,
- ATV AR—rsEzT,
- ~YFIEYAR—RESET,
- IMHEEAR—RESERE AL

4.1.2 SignedElements [V —hSVERA,

4.2.1 EncryptedParts |&, LA T OFPSMIETHR - ET,
- ATV AR—PsEzT,

- YIRS NERE A,

- MHEAR—RESERE A

4.2.2 EncryptedElements [ZH AR —hSHUEH A,
4.3.1 RequiredElements [IH AR —FSHUERH A,
4.2.1 RequiredParts [Z VAR —FSFET,

Web —E XD F#E >


http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-pr-UsernameTokenProfile-01.pdf
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-pr-UsernameTokenProfile-01.pdf
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-SAMLTokenProfile.pdf
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-SAMLTokenProfile.pdf
https://www.w3.org/Submission/WS-Policy/
https://www.w3.org/TR/ws-policy
http://www.oasis-open.org/committees/download.php/16569/
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/v1.2/ws-securitypolicy.html
https://www.w3.org/TR/ws-addr-metadata
https://www.w3.org/TR/ws-addr-metadata
https://www.w3.org/Submission/WS-MTOMPolicy/

SOAP [Z&% Web H—E XM {RE

- OB EE—bSRET

5.1 sp:IncludeToken TR —FSNFET,

5.2 Token Issuer 33 LT Required Claims IZV AR —rS3LER A,

5.3 JRAEF— - 7137413, X509Token 55U SamlToken (2R L TOA YR —hShE T,
5.4.1 UsernameToken (FH7R—hSiVET,

5.4.2 IssuedToken (XA —hSLEH A,

5.4.3 X509Token (FHA—rEET,

5.4.4 KerberosToken |£#R—h&ivER A,

5.4.5 SpnegoContextToken [ZV AR —FSILFEH A,

5.4.6 SecurityContextToken IZV AR —hS31ET A,

5.4.7 SecureConversationToken |ZH R —hXivET,

5.4.8 SamlToken |EHR—hSHVET,

5.4.9 RelToken |FH AR —hSIER A,

5.4.10 HttpsToken I, TransportBinding 7% —a 2% L TCO IV R —FSLFET,
5.4.11 KeyValueToken {T¥# R —hSiLET,

6.1 [Algorithm Suite] I, #/3HIIZH R —hSNET,

- Basic256, Basic192, Basic128 IV R —hSiLET,

- Basic256Rsal5, Basic192Rsal5, Basic128Rsal5 (FH AR —hSHVET,

- Basic256Sha256, Basic192Sha256, Basic128Sha256 I AN —hrSiLE 7,

- Basic256Sha256Rsal5, Basic192Sha256Rsal5, Basic128Sha256Rsal5 (FHAR—rSVET,
- TripleDes, TripleDesRsal5. TripleDesSha256. TripleDesSha256Rsal5 XV A —hSHLER A,
- InclusiveC14N, SOAPNormalization10, STRTransform10 |XH AR —rEHEH A,

- XPath10, XPathFilter20, AbsXPath (VR —hSILEH A,

6.2 [Timestamp] [T HAR—hSFLE T,

6.3 [Protection Order] IZ¥ AR —rSIET,

6.4 [Signature Protection] {FH% A —rSET,

6.5 [Token Protection] (¥R —hSIVET,

6.6 [Entire Header and Body Signatures] XV A~ —hrSH£9,
6.7 [Security Header Layout] IZHAR—RrSNE T,

7.1 6.1 Z&® AlgorithmSuite 7% —33>

7.2 6.7 Z&® Layout 7H—a

7.3 TransportBinding 14, HttpsToken TO AV R —FZFET,
7.4 SymmetricBinding IZV AR —rSHFET,

7.5 AsymmetricBinding (%, L RO IR —EET,

- ®BIYar 5.4 THR-PESNDP—=7 KL TO A,
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Trar 6 O T LR TO I,

8.1 SupportingTokens 7 —Ta iR —hEET,

8.2 SignedSupportingTokens 7 — a3 R —rENET,

8.3 EndorsingSupportingTokens 7% —a iR —hSiET,

8.4 SignedEndorsingSupportingTokens 7% — a3 R —hSET,
8.5 Encrypted SupportingTokens 7 —a iR —rEE T,

8.6 SignedEncrypted SupportingTokens 7V — a3 R —rSET,

8.7 EndorsingEncrypted SupportingTokens 77— a 43R —hEET,

8.8 SignedEndorsingEncrypted SupportingTokens 7 — a3 AR —hSvEd,
9.1 Wss10 7V —a4d, LT OFIAMFE TR —bshEd,

sp:MustSupportRefKeyldentifier VAR —FS31FE 7,
sp:MustSupportReflssuerSerial {ZV 7R —rS31E T,
sp:MustSupportRefExternalURI 1 VR —hSivER A
sp:MustSupportRefEmbeddedToken (Z VR —rSILER A,

9.2 Wssll 7H¥—vaid, L FopFsMr&E TR — S ET,

sp:MustSupportRefKeyldentifier XA —hrSiVET,
sp:MustSupportReflssuerSerial (L V7R —FS31FE T,
sp:MustSupportRefExternal URI (X PR —rEHEH A
sp:MustSupportRefEmbeddedToken IR —FSNEH A,
sp:MustSupportRefKeyThumbprint %A~ —rSHvET,
sp:MustSupportRefKeyEncryptedKey 1LV —FSiUET,
sp:RequireSignatureConfirmation |X VA —rSHET,

10.1 Trust13 7H—Ta 4%, L FOFISMTE THR— SN ET,

sp:MustSupportClientChallenge 13 R —rSHEH A,
sp:MustSupportServerChallenge (ZH R —rSILEE A,
sp:RequireClientEntropy £V AR —hrIHLFET,

sp:RequireServerEntropy (XA —rSiVET,

sp:MustSupportlssuedTokens (IR —hSNFEHA, 5 OEZATHHEINET,
sp:RequireRequestSecurityTokenCollection | R —FSHER A,
sp:RequireAppliesTo IZ VR —hZILEE A,

Trust10 7% —3a> (http://specs.xmlsoap.org/ws/2005/07/securitypolicy/ws—securitypolicy.pdf %2 i)

EIR

W A7 Trustl0 7H—3ar® Trustl3 7TH—a B HLUET,

Trust10 7Y — a3l 5 72 TO YR —FZIL TV ET, InterSystems IRIS 1§, =7 —DAa—7%H]

Web —E XD F#E


http://specs.xmlsoap.org/ws/2005/07/securitypolicy/ws-securitypolicy.pdf
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1.3.3 InterSystems IRIS 28115 WS-SecureConversation D H7R—b

InterSystems IRIS 1%, LL D512 WS-SecureConversation 1.3 (http://docs.oasis—open.org/ws—sx/ws—secureconver—
sation/v1.3/ws—secureconversation.pdf) O—p&E VAR —rLTCVVET,

SCT Binding (WS—Trust @ Issuance Binding 1233 T SecureConversationTokens Z3&1T) B3I WS-Trust
Xy VIV NN T AT Y IR—RLCWET (http://docs.oasis—open.org/ws—sx/ws—secureconversa—
tion/v1.4/0s/ws—secureconversation—1.4-spec—os.html @ Canceling Contexts &2 ),

fFEHAENAT—E 2R ME O'X2)T g b= P —ERELTEMET A 842 R —F L ET,
M= AR T D MR SR B IO M S DA B R — T,
InterSystems IRIS 1%, WS-Trust 1.3 (http://docs.oasis—open.org/ws—sx/ws—trust/v1.3/ws—trust.pdf) O PBEZR PR —

RS PR —RLTvES, WS—Trust V738 —kZ, WS—-SecureConversation 258 ABEELTENRA LT 4 TIZRES U
FI, ZIUT MR EZETIIHERTA,

1.3.4 InterSystems IRIS [Z# 115 WS-ReliableMessaging M iR—p

InterSystems IRIS (X, HTTP 2/ L7z Ay — U Z[R#T 572012, WS-ReliableMessaging 1.1 31O 1.2 ZH¥73HR—h
LET, IGEAE— T, BEADINEDHZ BT R —RSILTOET, A= OHN YR — S THDD T,
Fo— | TETINER A,

http://docs.oasis—open.org/ws—rx/wsrmp/200702/wsrmp—1.1-spec—os—01.html F5X T http://docs.oasis—open.org/ws—
rx/wsrm/200702 &ML TEEWY,
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http://docs.oasis-open.org/ws-sx/ws-secureconversation/v1.3/ws-secureconversation.pdf
http://docs.oasis-open.org/ws-sx/ws-secureconversation/v1.4/os/ws-secureconversation-1.4-spec-os.html
http://docs.oasis-open.org/ws-sx/ws-secureconversation/v1.4/os/ws-secureconversation-1.4-spec-os.html
http://docs.oasis-open.org/ws-sx/ws-trust/v1.3/ws-trust.pdf
http://docs.oasis-open.org/ws-rx/wsrmp/200702/wsrmp-1.1-spec-os-01.html
http://docs.oasis-open.org/ws-rx/wsrm/200702
http://docs.oasis-open.org/ws-rx/wsrm/200702

e BLUZOMO—BOETHTAET
ax ;& DD — 97 T4ET4
SO ZOR Y7 Tld, Web ' —E2ROMEE I AINAEEDOT 7T 48T LI OWTEHLET,

21 HEZIATDREIT

SOAP X2 U7 A IZB#ETDIZEAEDH AT TIL, FTLLFDHRIZFATTHLERHIET,
InterSystems IRIS 23M# f A E SN/ EDOHE
InterSystems IRIS & #1H #H &~ FDIERK

TNHDZZZE, "XML Y — )L OfEHE” TEBL THBWLK DD Z A7 DRHESRETHHV E T,
SSL/TLS ¥ ZE T DM ERH DG ELHVET, FEMIL. Ao X =3 AT LAXD "TLS AR 5L TLIEE,

2.1.1 InterSystems IRIS MMEA T AEESNI-EIFAZNDRE

InterSystems IRIS %, [EEIN-ZFAZEOM B Oal 7 a2 L T, {2 SOAP Ayt — (F/-1E XML R¥%=
AR O—YIEAELS T =T v ERIELE T, £/, F1E SOAP Ayt —T a7 ok s{b 25L& F 03
XML RH o2 X Mk B b 32L& L ZNOOFEREEZM AL ET, ZoaL 7 aid, 20 InterSystems IRIS A2 A
=L DT RTCOR—LAX—=ATHE A TEXET, ZOaL 7 a e 51203 LT 2 2DO7 7 A VEVERL .,
ENOEVAT bR —T DT AL IR ELET,

iris.cer — JL—REEAAE D FED PEM = a—RERDEFEINZ CA X.509 FERAEA#HIL £97, InterSystems
IRIS T 5530 WS—Policy F7zi% WS-Security #REZH 3285513, ZO7 7 ANV ETT,

iris.crl — PEM =22 —RE D X.509 GEBAERDIELIANEENL T, ZOT77AVIEA4 7 va T,
HEED InterSystems IRIS B G Ht MO HTARIONL— R NEAEEZHETAZENTEET, ROV T I a
ZHEMRBLU TSN,

INHDT A IVOVERIC T A HRIZ. ZORF2 A MO R TIEIHFR A, AEAEONEEGFIAETIVELY AL
ZHE TS X509 OFEAIT., RFC5280 (https://www.ietf.org/rfc/rfc5280.txt) 2L TLEEW, 77 A /VTERD—
fECTHD PEM = a—RO#EAIE. RFC1421 (https://www.ietf.org/rfc/rfc1421.txt) Z& ML T,

TE NS OFEAE IO T R TOFEAEDEFEO M2 50T, FEBBEREE O 4 235 E 1344
PIEHHTEXADY —ADLEIEL TS,

ZoaL i gL, SSL TIHME S ER A

Web —E XD F#E S
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2.1.2 InterSystems IRIS B IFHt Y DIER ERE

ZOEIar Tl X509 SEBEO 27 FTh5 InterSystems IRIS EHEH B MAERK L . FRET5HEIC O
TEHALET, Z2UTiE L FED 2 SO— e FUARHYET,

FAEHEZTAL TS, ZOHA, IEHELFE->TOET, UTOLEICZ O EL#HE AL £,

- RBEAYE—VICBLTIEE REHET 7 AV br—RT5855),

- FrRL QO A ABREECHE S SN Ayt — VR i T HEX,

AEEZFTA L TR, ZOGE | FEHEOFTAENOAEEE BFL QO E T2, IS 7 AV E > T
FHA, L FOLEIZZOFERERFEHALET,

- AEEOFAHEICEETHAIAY VR ST HEE,

- REAEOFIAEDMMER LT VRV T = F v B EET Dl E,

2.1.2.1 InterSystems IRIS B IEHR VP DIERK
InterSystems IRIS Bk IHF R B MAEK TAFIEIZLL FDEBY T,

1.

UTFO77ANERSELET,
PEM Ty a—REN7- X.509 TGO A D X.509 ZEEHE

ZHUE, BT L CODREIIE E7213 SOAP Ayt —Y DI F O T4 T AL BAFLIZREBFEOW-§ 1
NI ES,

(7 ar) PEM Cxra—RE7- PKCSH] TEEO BT IT HAL T D FkEs

UL, REAEEZFT AL COLSSLEICOREHSNET, BEAE—VICBALRNWSGE . WERT 7L
EI—RTH0EITHVEE A,

FTvar) V—RERE, >SFVZOBERE R MNIEHA TS, PEM T a—REROE ES 7z CA X.509
FEHENEGEENTNHNDET7A,

INBEDT 7ANOIERICE T 21E @i, ZORF2 A ROMRTIEHY EE A,

2. FEAR—HNLT[LRATLEE]-[tX1)T4]—[X509 FFEAE] #3®KNLFT,

3. [FREREHROER] 27V 7L ET,

4, LATFOEZEHRELET,
[TA)T7R]—ZOBERIER IO AE AT LTI ERELET, ZIUT—BITTHIHNENRHY, KL
FENLFIEXBIESNE T, ZOT B RT A IMETT,
(X509 SEBAZFELT7MI] — [BE] 227V /U T SEAET 7 ANVICBEILET, 2O/ 3T (130 AET
j—o
(BEEDIToNE=-MEREZSTI7MII] — BB 22V /LT iEHETZ 7 AOVICBEILE T,
(REZ R/ SRT—R] BILO [MEBENRT—FEER)] — WEHO SR —RERELE T, SAT—REIEE
LAAWEA L, BRI R MBS T 5L XA — R ETALERHY ET,
ZnHDT7 4—/RIE, [BAEDIToNE-MBRESD I7MIL] OEEZEELZGAICOARFRINET,
MERESNT-SIBAEMES X509 SIBAEZ ST T7MIL] — ZOBEKRIE Mo MIIVEFEINS CA @ X.509 FE
AEBONSABLOT7 7 AV 4, GEAEL PEM ERXICTHOMENRHDET, ZOSR T, st/ A, F3E#H
BT AL IR B HEL USRS AT ELET,
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TOTSLICKREREREYFDRG

B E LT, ZOBEMIE Ry MAER T 555 . InterSystems IRIS 1%, AR L7LDIZ, iris.cer TiEAe<, 2D
fEHESNIZERAEEFEHALET, ZOBIFMNE, TUXN 27 =F A=V NONSAF U et 2 U T g h—
I SDEESRNEGENTWDGAETT, ZO%RE, V7 =T Y ERRAET D7D B AN A —
JICEENTWA8  InterSystems IRIS 1XZDOERIEH Y MR L £H A, InterSystems IRIS (X0
(2, iris.cer IZE FNTWOEHSNFEAEZHEHLET,

[BFalanf-2—H] — ZOEKRFHFHR v Ml T&2 InterSystems RIS e —H Do~ R YWY AREFEEL
FT, 20T T 43 NULL OGE ., HHdD2—FNRZOEKIEHR B M T ET,

[Intended peer(s)] — ZDOE I ML v Ml I TXHT AT LD DNS 4 D, a2~ XK DU AR ELET,
ZOBEKEFR M TAEFOEIMIL, 22— DOa—FTERIG AT ¥ =70 CheckPeerName() A
VoRZEEHL THERTAVLERHVET,

5. [REFI 27Uy 7L %S,

ZOBMEIZE ST GEAET ANV EREET 7 AV (FETDHE) O FNT —4_X—AZat’—3snEd, [
FEINT-SFEAEHEEI X 5090 SEBAEZ S I7AMINI B ELT-GE . €D 77 A NVIET — 4 _X—R [lat’—3nFEd
/Uo

BN —2 )52 420 Tid/e<, %SYS.X509Credentials 77 AD A/ R&AffHCxFE4, LA FIXZ0HI T4,

ObjectScript

Set credset=##class(%SYS.X509Credentials).%New()
Set credset_Alias="MyCred"

Do credset.LoadCertificate(''c:\mycertbase64.cer™)
Do credset.LoadPrivateKey(*'c:\mycertbase64._key')
Set sc=credset.Save()

IT sc Do $system.Status.DisplayError(sc)

AR ZOTFT —ZIIT VAR TAOIL EEDF TP =7 SQL A/ RIIFE A LARWTLIZEVY, Save(), Delete(),
B L LoadPrivateKey() A/~ RO 2%, %Adm n_Secur e: USE FHEDS LB T,

FEAMIL, %SYS.X509Credentials DT A V7 7L 0 AE B MR TITZEN,

2.1.2.2 InterSystems IRIS B IEH VI DHE
InterSystems IRIS EASIE BV MAER LTS, IROIDNTIRE TEET,
. BEHFR—-ZLT[ATLEE]-[tFa)T,4]-[X509 SEBAE] 23BN £,

2. BRIGHREYNOT =TT, =AVTAOITNZH DDA T LU THERREL £97, Mtk T D& F > b T [#R
K127V LFET,

3. MEIIJSUTRELET, INHO 74— LROFEMIE, AiO 7 ar 22U TLIES,
4. [BREFE1 27V 35, EERARPRGEINET,

ERIERE Y FOTAVT ALFEHEFTNT IO AR TEEE A, ERRIERICEDEFT 7R OBIN, £2H, LD
HIBRS AN FTRE T, ZOIIRERZ MR DITIE, HLWERRER Y MARRL £,

22 7095 LIZEHERIEREYFORG

WAL ETEA 2 FAT T D, AT OREA ELFEE T OB ENDVES, TDTDITIZ, InterSystems IRIS &
Rty MEIRLET,

Web H—E XD RE 1



BRESLVZDOMDO—MRILGT I T(ETA

VAP —=REM AL TRV — 2B T 256 V4 — PN TERIE Ry MR 50, 7213 Web —E2H %
WE Web 7747 MATT B T LML TR Y MBS L T TEEd, WS-Security ~v & 2 F 8 T
R o8 ald, Bty M7 m s T ATHRSL TEM T 20 ERHDET,

BEDO, ORI a T L RO R T 7748 T 4OV CGRIALE T,
KANENTZ BT Ry MBS 5 15
EEAYE—UNOEKRIEHR Y NS T 5 H1E

221 SN -EREREYFORE

%SYS.X509Credentials DA AX L A% ST HI121E. GetByAlias() 77 A« AV RO LET, ZOAY YR, FF
BHEB L OZOMDOEHRZ ML TV B InterSystems IRIS B IFH Y bR F1, LLFIZFOHITT,
ObjectScript

set credset=##class(%SYS.X509Credentials).GetByAlias(alias,password)

alias 1%, FAEEDOTAYT AT,

pwd X, MBS XRT —RTF, 2L, SEHEZITA L QWD SEAICOAERASIET, Zhud, BElRTsn T
WO NG S LS T T, ZOMBHRO 77 A N0 —R L2 X ISR —REa—R LR T2 5/ D
FMFETT,

SERAEZFTA L CORWNGA . WINOER THOERIZIZT 72 A TEEREA,
INAT—R B AEBELRW S . %SYS.X509Credentials A2 A AIIEREIZT 7 B A TER2WO T, K51k
DOHRTHEHTEET,
ZDOAIREEITT AL, YizOERIEH oD OwnerList IZEE#E SN -2 —HF L Tal (457>, OwnerList
23 NULL THAMLENHVET,

W5 S LI EE A E A1 45354 . FindByField(), GetBySubjectKeyldentifier(). GetByThumbprint() 72& . o> 7F A«
Ay REHERALT, InterSystemS IRIS A fE v b BUS TE £9, %SYS.X509Credentials (2O Tid, 77 AR
X A PSR TR, GetByAlias( 1%, MBHA~DOT 72 AZRMTEHE—D A/ YR THDH-D, ZOITAT
B4 A OFEAEEZ TS T 28U CEAME— DA YR T,

222 BEAMTE—UDLDIIAZONE
TUHIVEL DT SOAP Ayt —U %52 53 5856 . %¥SYS.X509Credentials (DA AKX L APNIZ IS N TR A
ToNT-REERMH CEE T, TOMEHELZRE TEET, Z2072DIiE, UL FOBIELZFATLET,

1. F9 Web h—ERXFE71E Web 7747 L FD Securityln 712737 1% L C WS-Security ~v& BHRIZT /&
ALFET, 2L YSOAP.Security.Header DAL AKX ANNIKIIVET

2. ROWTNNOEEEITWET,

%SOAP.Security.Header /> AX L ADH T, BX 2 VT 4~ X EEDIHID <Signature> FHEE2 ST
5 Signature 7' /NT ATV BALET,

%SOAP.Security.Header A% AD FindElement() A/ R&f# L T, %¥SOAP.Security.Header 1+ A%
AD PO <Signature> EHRIZT /7 EALET,
EHEEDEAY ., TUMIN T =F v EE T YXML.Security.Signature DAL AZ L ANIKSNET,
3. I =F ¥ F TV 7hD X509Credentials P RFT 4 IZT I EALE T,
4. BENT-AT I DEZATH %SYS.X509Credentials DAL AZ L ZANE IR LET,
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ObjectScript
iT $CLASSNAME(credset) "="%SYS.X509Credentials" {set credset=""}

FEAY B —=IIZBLFEHD SAML 7V —a NG FTWHEE . X509Credentials 7' /37 (1%, D772
0)/1"/7\ﬁ‘/7\“@5)671 . %SYS.X509Credentials A2 AZ L A~NDT 7R AIIIMEA TEEF A,

L NIEZopItd,

ObjectScript

set credset=..Securityln.Signature.X509Credentials
if $CLASSNAME(credset) "="%SYS.X509Credentials"™ {set credset=""}
//if credset is not null, then use it...

239747 P TSSL/TLS BREFERTALIIIEET AHE

Web $—¥"273 HTTP over SSL/TLS (HTTPS) Ofif Az MEEL T BE . Web 7747 M, #Y)72 InterSystems
[RIS SSL/TLS #&pkAfE T 20 E R HVE T,

T4 —REFEHL TR —2ER T D56 . 74 —RW T SSL/TLS #1244 57>, Web Y —E AF721% Web
IIAT VN TR AT E T 07T AL > TEE TEE T, WS-Security ~> & % FE CIERTHHA. T
HHERRE T 0T N TRETO2MLERHET,

i 9% SSL/TLS # k&5 E 4 5121%. Web 75147~ SSLConfiguration 72,37 1% SSL/TLS ¥R 4 1
eBIDNTHELET, LLFIEZ0fTd,

ObjectScript

set client=##class(proxyclient.classname).%New()
set client_SSLConfiguration="mysslconfig"
//invoke web method of client
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A RENTAERR Y T AZRFEL, MBS U CEBEMZ £, ERSNIZR Y —OffE” 22 BL TSN,

R T ADFEMIIL, "WS—Policy 5% 7 ADFEM” 2SR TIZEWN,
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X.509 FERAZEAHRFD SAML

UTov7va A%, - XTORI —-FTFoazamrmLTOET,

3.4.1 SSL/TLS #Efit¥al) T4

ZORY—L, Web 7T 4T e Web H—E 2T HTTP over SSL/TLS (HTTPS) Zfi A2 &2 B kL £4, =
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L7372 8 A),

—  SubjectDN

- SubjectName — SubjectDN 71— /LR DR L FFNE L CTEWEL F7, AT AL, SubjectDN 7.¢—/LRIZ$E
TEDLTFHNIINEG ENTONDERADOEREE Ry M@ IRLET (— 5, SubjectDN 2 H T 25413, IEfEIC
—FH LTI ERA),

FE, T T LTEKER Y MRIRTEE T, " a7 AL E K ER Y FOIE” 22U TTESN, 2
D%E . " FATRFOREAEOBIN” OFBIHE- T, GEHFEL ATV X2V T b= TRy —VfkL, 2k
FEAYE—VITEMT D6 ELHVET,

3.6 EITRFDIEAEMEM

Web H—E2E72iT Web 7747 M3, 707 T W TIEAEZEIRL TEOLMEBHLT L, LU F O FIEZFET
Liﬁ‘o

1.

" ay G ML HE ARy O TR OIBIZHES T, %SYS.X509Credentials DAY A% A% EUELET,
PLFIXZEDBITd,

ObjectScript

set credset=##class(%SYS.X509Credentials).GetByAlias(alias,password)
FRIFLLTOISICLET,

ObjectScript

set credset=..Securityln.Signature.X509Credentials

ZOBEKIGHR Y OIEBHELE T %SOAP.Security.BinarySecurityToken D1 A% ZAERE L E9, LA I
ZDHFITY,

24
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ObjectScript

set bst=##class(%SOAP.Security.BinarySecurityToken).CreateX509Token(credset)

credentials %, BIOPINETRELI-ZEHEFEHREZNTT,

ZIUTEY, UT IALEITE Base 64 DL a—REROFEHEAZ{EEF 42 <BinarySecurityToken> E#%
FT AT VI MRIRENET,

3. Web 7747 E-IX Web —EA®D SecurityOut 7' 2/37 ¢ AddSecurityElement() Ay RZFEONH L E 9,
ZDOAXYRDOFIEEL T, BICER LIS TV e v 2T g b= ZFE AL ET, LLRIZFOHITT,

ObjectScript

do ..SecurityOut._AddSecurityElement(bst)

i 2 ODNRAFY X274 b= WAL EBEL ) BB A ROV ET, [BRDRICES
E1 A7 ar BRI EINNTG LT, ZNOE YRR CEIL TESW, R —R Ay —
VERF B T DIIUCESL THGE . B LICEH T2 314V 2X 2T 1 h—2 U %BLT
MHBLIMEH T B34 F ) e vX2UT ¢« h—=T U 2B TIZEW, 2, R —RNEBL L THD
KBt T A8 E1T. BAICHEHT AT X2l T g b=V BRI T AUERHYET,

LIz, Web '—E 2D Web AV RO R LUET,

ObjectScript

//get credentials

set x509alias = "'something"

set pwd = "password"

set credset = ##class(%SYS.X509Credentials) .GetByAlias(x509alias,pwd)

//get certificate and add it as binary security token
set cert = ##class(%SOAP.Security.BinarySecurityToken) .Createx509Token(credset)
do ..SecurityOut.AddSecurityElement(cert)

Web 74T DY E  BE 1T BRI TAT U N R ELIRNZD | =R B0 ET,

ObjectScript

set client=##class(proxyclient.classname).%New()

//get credentials

set x509alias = "'something"

set pwd = "password"

set credset = ##class(%SYS.X509Credentials).GetByAlias(x509alias,pwd)

//get certificate and add it as binary security token
set cert = ##class(%SOAP.Security.BinarySecurityToken).CreateX509Token(credset)

do client._SecurityOut._AddSecurityElement(cert)
//invoke web method of client

3.7 RITHDKRYY—DIEE

InterSystems IRIS Web 7747 > T, FEATHRRIZME A TARI L —2FRETEET, ZIUTLY, R —HER T T AN
= N—=FARNEINET, EITERIRI S —Z 85 E T DL, Web Z7T7AT 2 b A AH 2 AD PolicyConfiguration 7'
INTERELET, ZOMEIEL, L TORRICTL2MLERHET,

Configuration class name:Configuration name

ZZ T, Configuration class name {%, ZO Y7 TR L= RV — KT T AD TR N /r—V BT A
4, CTHY, Configuration name (%, ZDI7FZANDRY T —D <configuration> EFED name EIETT,
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3.8 YR—PSNTUWERWRY =g a0 ()L IT5—0)
HN

BEE TlX. #Ep o7 2D a L 23 )LERIZ | InterSystems RIS THR—FESH TORWRYL —HBHERRICE TN THD
L. InterSystems RIS [Z=T7—%2FITLE T, TDIHRT—%2MHIT5120%, I TATROIINTEELET,
Class Member

Parameter REPORTANYERROR=0;

SOAP U4 —R &L T WSDL 25 Web 7747 hETzlE Web H—E 2%k §5HE X2, InterSystems IRIS (2
Fo TR T AL A RENDEBIL. FDOITALZDIRTA=HRENGFENET,

RPN TWDRIBFRY L —N 1 SBhiuL, PR —rS N TORWRERRY L — 1T X FE T,
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WS-Policy &RV 7 A D EF

BED-D . ZOR 7 TIE, InterSystems IRIS 25 WS—Policy fE#RZ¥ANT B 3 AR 7T RO WTCEE
LSEALET,

41 BRI TADER

WS—Policy #f% 275 A% F8) TIER T A121Z . %SOAP.Configuration D% 7 75 ZEAERK LE T, ZDOIVFA T, IROEB
Y XData 7 @y 7%&BINLE9,

XData service

<cfg:configuration xmlIns:cfg="http://www. intersystems.com/configuration” name="service'>

XData 7 v 7 O—RIeAEEIL, IRO LBV TT,

XData service

<cfg:configuration ...>
<service ...>
<method ...>
<request ...>
<response ...>

T3 <service>, <method>, <request>, 5L <response> |JITENE I, FDL~L T HENHRY T —

A ZDHIENTEET, <service> ERITVLHATT N, MOEFIFA T a T,

R —EREED LA L. RUL—K (<wsp:Policy> E3#) 7, NI —ZM (FIURERLZ T AN DHID XData

Tyl EFENTWARIY —%R AN 5 <wsp:PolicyReference> E3E) DWW IRV ET, L TFTo+&S
Talr CHEMIA L £,

<PolicyReference> % 2 DDIFHTOHTHR—FSINTONET, B FEND <Policy> BEDODVELT, £
721% <Policy> EHEDOME—DF-LLTTT,

4.2 InterSystems HLiR/E DB

ANk cfg:wsdlElement JEMEICHIZ T, ARV —ZRNOLL T DOEFE T InterSystems JLIRIEMEDIBNA VEET
RBGENHVET,
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<sp:X509Token> (<sp: InitiatorToken> F£7-/% <sp:RecipientToken> )

ZOEFETIL, cfg:FindField BB X cfg:Findvalue JBMEDEAIRELET, ZNHDEMEIX, ZOh—
T ENS InterSystems RIS B E Ry MtgET5HD T,

- cfg:FindField BT, RTRTH7 44— LVROLFIZRELET, @5, Ziud Alias TT,

- cfg:Findvalue B, D7 — VROEEZFEELE T, cfg:FindField 728 Alias ThHo56 . 2
1. InterSystems IRIS B IEH Y OLRETTT,

RN EEARL G

XML

<sp:X509Token IncludeToken="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/IncludeToken/Never"
cfg:FindField="Alias"
cfg:Findvalue="servercred">
<wsp:Policy>
<sp:WssX509vV3Tokenll/>
</wsp:Policy>
</sp:X509Token>

<sp:HttpsToken>

ZOEFTIL, cfg:SSLConfiguration BEDEAFEEL £9°, 24U, InterSystems IRIS SSL/TLS #&Rk D44
AIEFICTHDMERHVET, LLFIZEOHFITT,

XML

<sp:HttpsToken cfg:SSLConfiguration="mysslconfig">
<wsp:Policy/>
</sp:HttpsToken>

Web 7747 L bDOLGE DI, ZOBMEZFREL TTZSUY,
<sp:SecureConversationToken>

ZOEFTIL, cfg:Lifetime BIEZHEE TEET, iU, BERBIEDFRRFHEEFCICT DNERHVE
I HUALIE, el 703/ NI O T BEEDFRERF I 5 73T, ZOFRR % 15 /3 ISHRE T DL 0E
LET, ZO7DIid, L DL <sp"SecureConversationToken> ZfREL E 7,

<sp:SecureConversationToken cfg:Lifetime=".25"
sp: IncludeToken="http://docs.oasis-open.org/ws-sx/ws-securitypol icy/200702/ IncludeToken/AlwaysToRecipient'>
<wsp:Policy>
<sp:MustNotSendAmend/>
<sp:MustNotSendRenew/>
;7Wsp:Policy>
</sp:SecureConversationToken>

Web 7547 L hDBGED I, ZOBIMEEIREL TTEEN,

BEOHE cfg DML, DBV a2 B BLTIEEN,

Web Y —ER/IT7AT LV MERRT AV —REEHL TR — 2B T 2856 . 2D BIEDOME L. InterSystems IRIS
ICE> CHBIRIZER ESNE T, Web 7747 U hEZIT Y —E ZADO Al IR 7 7 A% A /T 258103, ZHHD)F
PEERETAINERNHHIELHNET,
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4.3 ¥R XData 7 OvH D

ZDEZar Tt Web ' —ERFEITITAT U MEK T T AD XData 7 07 DRNFIZHOWTHIALET,

<configuration>, <service>, <method>, <request>, 3L <response> EHE LT T, IRDOR—DLAR—
ARICAFTEL TORITIUER0 FH A,

"http://www. intersystems.com/configuration”

ZORE 7T, R ofg NEDR—DLAR—RERLET,
“InterSystems JLIREIEDIEM” HERL TITEEW,

4.3.1 <configuration>

<configuration> EH L, XData 7 v/ D/L—hEFR T, ZOERIIIIROEE PG ENET,

BHE-TER B
name (AT ay) ZOEBDLH, IEETSHHA (X, XData TAVID AR E—BSEINE
NHYET,
<service> (AT a>) RS —% InterSystems IRIS Web H—E RFE =% Web 454 7 MM BE&E
+£9,
4.3.2 <{service,

<service> ZE# L, R —% InterSystems IRIS Web V—E ZAE721Z Web 7747 L MIBEENIT £, ZOHEZHE|IC
IR OEHEHNEGENET,

BHEEIZER B

classname (r78) InterSystems IRIS Web H—E RE =& Web 954 T /yFr— &
IDSADFEELATHI,

<wsp:Policy> 0 Ff=zIE 1 E2EL) 2D Web Y—ERFIISAT UM NA(oT4 5L

AL BAT BRI —EEELET . WS-Policy 1.2 Ff=1& WS—Policy 1.5 ®
RYO—KEEELES,

<wsp:Policy>, <wsp:PolicyReference> 2 EE T 5M. ELLBIEELE
HA,

<wsp:PolicyReference> (0 F=[E 1 2EL) D Web H—ERFIEVSATUMI INAo T4V L
N)LT) BAT LRI —SEBERELET . ChEEET HIHA. policyID
B, RCERISAND D XData TAVITERINTLNSO—H/L-R
o—~DSRTHAIVENHYET, EABIE. "RI>—SEEERLE
B #SRLTIZEL,
<wsp:Policy>, <wsp:PolicyReference> ZiEE T 5M. EboHIEELE
A,

<method> O ULEED) IBED Web H—ERFEIEISATULDEEED Web A YK
[ZARYS—ZBE R TET (EBLARILTHEA), <service> BEXRIZIZ.
<method> BEREZEEDHLTEDBIENTEET,

UUFIZZopItd,
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XML

<cfg:configuration
xmlns:cfg="http://www. intersystems.com/configuration”
xmlIns:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmIns:wsap="http://www.w3.0rg/2006/05/addressing/wsdl"
xmIns:wsp="http://www.w3.org/ns/ws-policy"
name="'service'>
<cfg:service classname="DemoPolicies.NoSecurity'>
<wsp:Policy>
<wsap:UsingAddressing/>
</wsp:Policy>
</cfg:service>
</cfg:configuration>

<service> D Ths <wsp:Policy> F7-i% <wsp:PolicyReference> N T, cfg:wsdlElement BME%ETEE
TEET, ZOBMIE, ZORI—EROWRM L2 WSDL O/ 8= RET 25D TT, ZOar7FANTIE, 2
DEVECIROWDTNOEBIEE TEET,

"service" — ZORY Y —HF A WSDL <service> BHRIZIFLET,
"port'" — ZORYY—HFE WSDL <port> EHRIZIFAHLET,

"binding" BEE) — ZORV I —FFK%E WSDL <binding> BERITIRAMHLET,
"portType" — ZDRV L —EH#E % WSDL <portType> R IZIRFLET,

4.3.3 <method>

<method> &L, BlD <service> EEIZL> THEEIIZ Web v —ERFE2137 T AT L FNOKFED Web A/
RIZARY S —Z BT £, <method> ERITITROEH NG FNET,

BHFE-EIESR B#
name Web *V KD &HI,

<wsp:Policy> O Ff=l1F 1 ZEL) 2D Web H—ERF=(ZUTAT UM LELARJLT) &
BT 5R)—EFRELFET . WS-Policy 1.2 F1=I& WS-Policy 1.5 DR —=K
ERELET .
<wsp:Policy>, <wsp:PolicyReference> {53 %h. ELLHIEELE
HA,

<wsp:PolicyReference> | (0 Ffzl&1%EL) 2D Web AYYRDF T3> DS BELT WS-Policy 1.2 F
fzI& WS-Policy 1.5 DR —RKEIBELET , policylD BiEIE. RCHEREY
FARD I D XData TAVI TERINTLNDEA—AIL-RYS—~DSHTY,
FERBI. R —SEBEFERLER” £28BLTZSLY,
<wsp:Policy>. <wsp:PolicyReference> ##E 3 %M. ELotiEELE

A,
<request> 0 Ff=IE 1 ZEL) RV —% Web AYYRDBERAVE—DIZEER TET,
<response> 0 FlE 1 ZEL) RV —% Web AYYRDIEBEAvE—IZBERM TET,

<method> O ThHDd <wsp:Policy> F/zid <wsp:PolicyReference> NT, cfg:wsdlElement attribute
BYEAFRE TEET, ORI, ZORY L —EREOUEA L7220 WSDL O/R—FAEET 26D T, Z0ar7x
ARTIE, ZOBHEICROWNTOELIEETEET,

"binding” (BEE) — ZDORY L —EFE%E WSDL <binding> EHR IR LET,
"portType" — ZDORI L —E#E % WSDL <portType> EHRIZIFFHLET,
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4.3.4 <request>

<request> ZHL, D <method> EENSM T2 Web Ay ROFR Ay — TR > —% BE AT ET,
<request> EHRIITKROHBEHEHMNEENET,

BHFEEEIER B#
<wsp:Policy> 0 FIE 1 Z28T) BERAVE—VITERAT SR —EBELET . WS-Policy

1.2 FfzI& WS-Policy 1.5 DR —REHRELET .
<wsp:Policy>. <wsp:PolicyReference> Z5E T 5M. ELLLIEELEE
Ao

<wsp:PolicyReference> | (0 F£fzlE 1 #8T) COBERAVE—SDF T3> DS HEELT WS—Policy 1.2
F1=[EX WS—Policy 1.5 DRYS—KEHEELET . policyID BitlE. RICHER
IS ARDH D XData TAYI TERSNTNSO—AIL-RYS—~DSET
9o EAGIK. "R —SHBEFERALIZER" 28RBLTZE,
<wsp:Policy>, <wsp:PolicyReference> #iEETHh. ELLLIEELFEE
Ao

<request> D Ths <wsp:Policy> F7-i% <wsp:PolicyReference> N T, cfg:wsdlElement EME%ETEE
TEET, ZOBMIE, ZORI—EROWRMN L8 WSDL O/ 8= RET 25D TT, ZOar7F AT, 2
DBEVECIROWTNOEBIEE TEET,

"binding” (BEE) — ZDORY L —EEFE %A WSDL <binding> EHRITIRMLET,
"portType" — ZDOR L —%HE% WSDL <portType> EHRIZIFFHLET,

"message' — ZORJL —EHE A WSDL <message> EHRIZIFFHLET,

4.3.5 <response,

<response> HEH (T, Bl <method> FHENBI T 25 Web Ay RDIGE Ay — TR —Z BT £,
<response> EHR (TR OEH PN EENET,

BHF-EIESR BHY
<wsp:Policy> 0 FIE 1 280 BB AVE—VITEAT SR —FIEELE T, WS-Policy 1.2

F1zl& WS-Policy 1.5 DR —HKEBELFET
<wsp:Policy>, <wsp:PolicyReference> {5 ET 5N . ELLBLIEELEE A

<wsp:PolicyReference> (0 F£1z[Z 1 &) COREAVE—DF T3> DS HBELT WS-Policy 1.2 Fi=
(& WS—Policy 1.5 DRI —REIRELET . policylD BEIX. BACERIFRAN
DRID XData TAYYTERINTLEHA—AIL RIS —~DSBTY, ERHI
X, "R —SBEFEALER” 25 RLTZEL,
<wsp:Policy>, <wsp:PolicyReference> #EE T 5M. EbLLIBELEF A

<response> D1 Ts <wsp:Policy> £7-1% <wsp:PolicyReference> T, cfg:wsdlElement J& %5
ETEET, ZORIEL, ORI —BROU L7225 WSDL O/ = A5 ET2b DT, 200 7% AT,
ZORIECRDWTNOEBIFE TEET,

"binding" BEE) — ZORV T —FF % WSDL <binding> BERICHRMHLET,
"portType" — ZDORI L —EFE % WSDL <portType> HEHRIZIFMLET,
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"message' — ZORI—EHE A WSDL <message> EHRIZIRFMHLET,

4.4 HRR LK D

ZDRBITar Tl DAZIWERR T T ADEI N O L ET,

441 RER)—%FERL-ER

WOKERR 7T 21T1E, 2 DORERYS — 7B WS-Addressing ~v& 2 3550 LA L2V D& EI
/C‘l/ \ij—o

Class Definition

/// PolicyAlternatives.DivideWSConfig
Class PolicyAlternatives.DivideWSConfig Extends %SOAP.Configuration

XData service

<cfg:configuration xmlns:cfg="http://www. intersystems.com/configuration”
xmIns:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmIns:wsap="http://www._.w3.0rg/2006/05/addressing/wsdl"
xmIns:wsp="http://www.w3.org/ns/ws-policy"
name="'service'>
<cfg:service classname="PolicyAlternatives.DivideWS">
<wsp:Policy>
<wsp:ExactlyOne>
<wsp:All>
<wsap:UsingAddressing/>
</wsp:All>
<wsp:All>
<wsp:Policy/>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>
</cfg:service>
</cfg:configuration>

}

WS-Addressing M3 ET BRI —DRIRATSI TS Web 7747 M TEFSNAE, 20D Web —E A%, WS-
Addressing ~yZ O AV — U TINEL £, WS-Addressing 2 A LZRWWRI — D774 T M CEAINS L,
ZD Web Y—E &L, WS-Addressing ~vZ Z =720 Ay — CIRELET,

BT FVALL T, HDBRI—TIX SSL/TLS ML L, BRI —TlidAy—Y OB 5 k% A 35 (X.509
FAZEHEY R 20T 4 RUL—22 L) Lo bORHVET,

442 R —SBEFERL-ERK

WORERLZ 7 AIZIL, 2 DD XData 7 By 7 B EEILTOET, 1 DI, 1D JBYED mypolicy THHRI L —NEE
NTEY, B 1 DITiE, Web B —E ARG ENTNET, ZORERIL, o> XData 7y 7B 2RI —%2%
FRLET,

Class Definition

Class DemoPolicies.WithReferenceConfig Extends %SOAP.Configuration

XData service

<cfg:configuration
xmIns:cfg="http://www. intersystems.com/configuration”
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xmlns:sp="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702"
xmIns:wsp="http://www.w3.org/ns/ws-policy"
name="'service'>
<cfg:service classname="DemoPolicies.WithReference'>
<wsp:PolicyReference URI="#mypolicy"'>
</wsp:PolicyReference>
</cfg:service>
</cfg:configuration>

XData Policyl

<wsp:Policy
xmIns:wsp="http://www.w3.org/ns/ws-policy"
xmIns:wsu=""http://schemas.xmlsoap.org/ws/2003/06/utility"
xmlIns:wsap="http://www.w3.0rg/2006/05/addressing/wsdl"
xmIns:wsoma=""http://schemas.xmlsoap.org/ws/2004/09/policy/optimizedmimeserialization”
wsu: Id="mypolicy'>

<wsap:UsingAddressing/>

<wsoma:OptimizedMimeSerialization/>

</wsp:Policy>

}

ZOBITI, AU —RiL Policyl EVWWDO4ARITD XData 7 a7 ICE& N TCWVET, 27 v D4 L, WSDL %
7213 SOAP DHRRIZEBEL 8 A,
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X 1) T4 ERDFEEM

ZORE Y7 T, InterSystems IRIS Web H—tE 23 1 N InterSystems IRIS Web 7547 L Mo Lo CEESNDAYE—
VN eX 2T BB TE RN — /B B OWCEHL E T,

PIFOR Y7 TiE BED X 2T« AT DFERIZOW TR LT,

51 X T AYFERDEM

WS-Security ~vZ BRI EX VT EREBINTBIZIE, Web 774 T hE2IE Web —E A TLLFO—f%1072

FIEZETLET,

1. U TDITADA L AL AAER L ET, D=L, D7 T AT T Create() £721% CreateX509() &>
IZHTDA Y REFEHLET, ZOA L AX AT, <Username> X° <EncryptedKey> 72D WS-Security ~»
HEHZD | >ERLET,

2. Web 7747 MEZIZ Web Y —E 2D SecurityOut 7' 2/ 37 4% B H LT, KA AF L A% WS-Security ~v &
BFITIBIMLUET, Z4UZiE, AddSecurityElement() AV RZFERNHLET,

3. SOAP AyE&—T%EELE T, AvB—ICWS-Security ~vF BSFHIGAEIL, ~vFZ ITITIBIMLI-EEZ RSN
F7,

4. PIBEOIREAE—1F, RO ISRV ET,

Web IIAT DA SecurityOut 7 H/ ST AIZEFEINT, ZOA L AZ L ANLDLLED (G Ay —
2 EBINMLTEEX 2T e~y X B E ENET, ZNANEY T4 1, SecurityOut 7' 12/37 1% NULL
unxﬁbi@”

Web Y —EZDHF4E . SecurityOut 7237 4%, B PID3EIE SOAP Ayt — 0% T, BEIYIZ NULL |
RESNET,

5.2 NYABERDIER

%Ed;ﬁwwam)wgf%mﬁ BN 5856, X271 f\/& ERAMYRIERFCBINTAZENEREIZ/RVE
T, AL AY =V ERZDORE BALEEL Ol a2 I T3 D56 ZIVUIFFHICEE T, DF0 ., K5 WAL L E 4 AL
FIRITTAOLFRIVNEFFTINGEBIMLET,
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X TAERDOFEEM

L BRONAFIL, A=V OB TONDIE 2R L E T, WS-Security 1.1 fIAETIL, ZOZEEZLL T LD
IZBUEL TWET,

As elements are added to a <wsse:Security> header block, they SHOULD be prepended to

the existing elements. As such, the <wsse:Security> header block represents the signing and
encryption steps the message producer took to create the message. This prepending rule

ensures that the receiving application can process sub-elements in the order they appear in the

<wsse:Security> header block, because there will be no forward dependency among the sub-
elements.

Ny HBIFZ BT H&, InterSystems IRIS (T, ANIBANL 72 EHEOSEIHICA R ZBINL LT, 72720, LT ofist

<Timestamp> EHEAEDHEAIL. ZOEZNRINRH LB ET,

<BinarySecurityToken> ZEHRZE DO AL, ZOERN <Timestamp> EE (FENTWDHEE) D%, £
TR AN/ D L R S AL ET,

AddSecurityElement() Zf# i L CHE 5L S22 DT -~ X EREEZBINT 55613, 2 & B O51 & EEL
T, AT % <EncryptedData> Z&E75, BhEffIT B4z <EncryptedKey> ZHE DI85 K058 HILE9,

FAICAY =V RO GALEEN OM T2 FATT 2850, BF2VT 1~y F EREZEYRIARF TBINT 5 L0
(CHETY, OFED, B SLABLEE A B A FAT T LD LRICIEF TZhbziB ML ET,
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RALARZYTESVA—H A= DEM
ORI TR A LAZ T BEI R =Y b= AT OV TRAL T,

6.1 HiZ

BADAE T 1T WS-Security ~v & D <Timestamp> £ 2UT A EWHE T, A LAZ T, i IIT X270
BHRETIIHVEE A, 127U VL AR E LT B2 DI FA DAL T TEET, XA LAZ L T1E, HAZ L
a7 ZH RIS B ET,

L4 b= 1%, WS-Security ~» 4 D <UsernameToken> &= U7 EHE T, 2 —WFAPMERFSILE T, F7z,
KHST AR — R RSN FET (L a N T AV = ANERTC), W% . ZNEHANCHEHLET, ©FY. Inter-
Systems IRIS Web 77 A7 N3, /XA —R AL E LS5 Web —E 2 TEHIIICLE T,

EE WS-Security ~vF BT BEETIIZVT T X ANTEESNE T, <UsernameToken> D/ SAT —
RZ2AR#THI2I1%, SSL/TLS 24 Jl9 %5, <UsernameToken> Z g 5{L9 257> (Wi H), Znb
DFEFRLEDOE TN ERNHYET,

6.2 34 LABTDEM

WS-Security ™~ & BFRIIL A LAK L T HBINTDITIE, Web 77147 o hETZiE Web 3 —E R TROEBRIEEZ FITL
¥,

1. %SOAP.Security.Timestamp @ Create() 77 A+ A/ REOHLET, ZOAV YR, A7 varO5|# (R EAL
DAEZIIRE) 2 1 DIV ES, BEEDOARHFEIL 300 BT, LLFIEZ0f T,

set ts=##class(%SOAP.Security.Timestamp).Create()

ZDARIE. %SOAP.Security. Timestamp DAL AZ L Z&AER%L L . %@ Created. Expires, 331 TimestampAtEnd
TORTADEERREL T, AL AZ L RER L ET, ZOA L AZ AL, <Timestamp> ~vZ BEHEE2FKLET,

2. Web 7747 E-1X Web —E 2D SecurityOut 7' 2/37 ¢ AddSecurityElement() Ay RZEFEONHL £,
ZDOAIYRDBIEEL T, VB LT %SOAP.Security.Timestamp A > AZ L 2L E3, L FIXZDOHI T,

ObjectScript

do client.SecurityOut.AddSecurityElement(ts)
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3.

SOAP Ayt —VaRfELET, "EF a7 ~oFEEOBMN O—RIRFIREZ SR TITZS0Y,

<Timestamp> EHE %5 DA InterSystems IRIS |d, ZOEFE ) <Security> N TRANIRDIDIZTHEFILET,

6.3 1—H & =0 DEM

22— =T EBINTAITIE, Web 294 T L N TR OENEERFEITUET,

1.

MBS U T, %soap.inc A7)V —R 77 A )VERMBIABET, ZOT7 7 AV, T B REEOH D~ 7 a)s
EFRSNTNET,

%SOAP.Security.UsernameToken @ Create() 77 A« AV REM-ORNHLET, LA TIZZEDHITT,

ObjectScript

set user="SYSTEM"
set pwd="_SYS"
set utoken=##class(%SOAP.Security.UsernameToken).Create(user,pwd)

Ay RIZIE AT var? 3% DG (type) BdY, ZiUF2— P M—T AN RT—REE DL HIEEFEEL
7, ZHUIRONT NN THLLENDHVET,

$$SSOAPWSPasswordText — 71— « FF AR TR —R &S D ET, T EMHE T3,

$$$SOAPWSPasswordDigest — SRV —R &5 HT | ROV AT —ROX AV = AN EZOET, XAV =
AR, Nonce, BL U Created ZA L A% 7 1E, WS=Security 1.1 TIREINZINZEHINET,

YL ZOF T ariE, SOAP iHL DV —R /=7 B — L 5ET 25 SOAP 7747 N TOD I
FF & %9, PasswordDigest FRFETlL, 7XAV —RZH — | THRNTIMLENHD F
T3, ZAUTIRIT D EX 2T 4B TIXFA SV ER A, PasswordDigest 7 /LA U A AL A
—HRETHHEE Z DML ENBHYET, <UsernameToken> D/ AT —R & #34 51213,
SSL/TLS #{# 357>, <UsernameToken> &I 59570y, ZNOHD FEZH LA HET
ATV ERHET,

$$$SOAPWSPasswordNone — 7SAT—RES D EH A,

ZDOAX/YRIL, %SOAP.Security.UsernameToken DA A% ZZAERE L . = Username 7' 237 B LN
Password 7R/ N7 4B R EL T, AL AX L AER LET, ZOA T V=7 NI, <UsernameToken> v~ BE%
FLET,

HER AXF 4P —RICE > TER SR o — T 7R <UsernameToken> Z1ER T 5722 D F
Bz 32856 VAP —RhO~—2 2 ZA T aE AT DRV —E AR LW BEEX A
$$$SOAPWSPasswordText & fifi HJ- 2B 230D £7, 72721, HashPassword 7% —3a a2 3%
AU — ($$$SO0APWSPasswordDigest Zff fl 35KV —) #FE CIER 523 T ET,

Web 77 A7 NEZIE Web —EZ®D SecurityOut 7' 1/37 ¢ AddSecurityElement() A/ R&FEFONHLF T,
ZOAIYR OB HE LT, ERK LT %SOAP.Security.UsernameToken A2 AZ L ZZFH AL ET, UL FIZZFDOFT
j—o

ObjectScript

do client.SecurityOut.AddSecurityElement(utoken)

SOAP Ay —U B ELET, "X a7~y X EREOBMN O—KRIRFINEEZ S TS0,

38
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6.4 3A LRIV TELVOI—HFEZ M= D

ZOFITIE, RAT—REFEESLEL T D Web —E A, BIXOZOER A=V N THA DAL T o —P 4 —
ok EIET D Web 2947 MR LET,

EE ZORHITIE, 22— P ENRNRAT =R TYT TR ANTEESNET,

il # DERECZOBDERBVMEEET DI T 21T, FTROFIEEEITLET,
Web 4 —E 2B L T D Web 7 XU —abOE  /NAT—REGEDO LAY R —r 5592, FDOT SV Ar—
varEERLET,
1. BER—ZNVOE—L =TT, [VRATLEE]-[tFX1TA1]1=>[7T)r—av]—[Web 7T 5—33
Ul BEIRLET,
2. Web 77V r—alZ@RLE T,

3. [INRI—=R]I A7 arDRHEEIRLTPD, [BRE] ZERLET,

BEE A L2 61T, 188072 InterSystems RIS 2 —H 4 LSRRV —R Al 1928912, 7747 Mt
]\/iﬂqo

Web $—ERL, IROLBYVTT,

Class Definition

Class Tokens.DivideWS Extends %SOAP.WebService

Parameter SECURITYIN = "REQUIRE";

/// Name of the Web service.
Parameter SERVICENAME = "‘TokensDemo';

/// SOAP namespace for the Web service
Parameter NAMESPACE = "http://www.myapp.org";

/// Divide argl by arg2 and return the result. In case of error, call ApplicationError.
Method Divide(argl As %Numeric = 2, arg2 As %Numeric = 8) As %Numeric [ WebMethod ]

Try {
Set ans=argl / arg2

}Catch{
Do ..ApplicationError("'division error')

Quit ans

/// Create our own method to produce application specific SOAP faults.
Method ApplicationError(detail As %String)

//details not shown here

}

WDIFGAT o MUADTTAL, Tax 04T o (CZITIIRENTWVERA) ZFFCH L, 22— & h—2 &80
Liﬂ‘o

Class Definition

Include %systemInclude

Class TokensClient.UseClient

ClassMethod Test() As %Numeric

Web H—E XD RE 39



BALREIVTE LV I—FEZL—I2DEM

Set client=##class(TokensClient.TokensDemoSoap) .-%New()

Do ..AddSecElements(.client)
Set ans=client.Divide(1,2)

Quit ans

b
ClassMethod AddSecElements(ByRef client As %SOAP_WebClient)
{

Set utoken=##class(%SOAP._Security.UsernameToken).Create(*'_SYSTEM","SYS™)
Do client.SecurityOut.AddSecurityElement(utoken)

Set ts=##class(%SOAP.Security.Timestamp).Create()
Do client.SecurityOut.AddSecurityElement(ts)
Quit

ZDITGAT U NINHEDF LTI Ay — i, IRD XTIV ET,

<?xml version="1.0" encoding="UTF-8" ?>
<SOAP-ENV:Envelope [parts omitted]>
<SOAP-ENV:Header>
<Security xmIns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Timestamp xmIns="[parts omitted]oasis-200401-wss-wssecurity-utility-1.0.xsd">
<Created>2010-03-12T20:18:03Z</Created>
<Expires>2010-03-12T20:23:03Z</Expires>
</Timestamp>
<UsernameToken>
<Username>_SYSTEM</Username>
<Password
Type=""[parts omitted]#PasswordText">
SYsS

</Password>
</UsernameToken>
</Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
[omitted]
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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ZORE Y2 TI, InterSystems IRIS Web #—E I LT Web 7747 L ML TEFEEND SOAP Ay E—Y DAL
EREFEALT 2 BT OV THIILET,

X2 VT Ay EFROM T ORI BIOD S LB L OEL ~DOIREF — b= D" D7 T
L BF 2T~y X ERE ST DH1ERB IO SOAP A XLEWE 5t T DD FIEIZ OV T L TWET,

EELOHE

SOAP Ayt— DOl 52kt 3 % InterSystems IRIS YA —RE, WS-Security 1.1 ZEMEEL TWVEY, F72, WS-
Security 1%, XML K 5 bAARIZHEVE T, 7238 OEERICHES T, XML R¥ 2 A MR 532 55X, LT oLk
<9,

1. —HFAYICEE 3 Dl gt a AR L 77,
2. TREMBALT, FFaAb (Fid, FERa A ho@RER ) 25kl £

R A MDD % | B B b &izar 7Y% & T <EncryptedData> EH(CE S FT,
3. R¥a A MDOEELE T AT A ONHEEEERL T, JIFREER S L ET,

NBRBEIX, 2D T AT AINDDER A —UITE TN X509 FERAENSEG TEEd, £, Failc
ST HZEMTEET,
4. BAbENT # 8% | MUK 2 A+ <EncryptedKey> BEENIZE D E T, <EncryptedKey> BT, =

03%%0)@#% TR o8t e AR H AV T E DI A B £ X MRS L E9,

ZOTE#IL. <EncryptedKey> BENIZE HHIENTEET, £/213. <EncryptedKey> ZEFH (3, X.509 FH]
BENLBLAFEHD SAML 7Y —ab BRMAL COD ATV X 2T 4 h—T ~DEESREEDHI L
WCEET, B DOEE ., <Signature> BREBINT DRI X2V T 1 h—0 % Ay— 0BT D0 E)N
HVET,

R¥2 AN, RFa A hOSESFo G S5 12 FH rTRE/2 %k <EncryptedKey> BHR A F0HOHIENTE
ESr

BIDRE 7T, SOAP Ay —Y DF 3w 5T 5ZOMD FIEIZHOWTRLET, AvE—Y BROFERIES
FIETT N, IR 7 1 ERLFEC T, XML B SAAERRIZIE W ET, D FD, EFREEDAE i JOME L, xR
Sl B BAL ST TR D Ayt — TV ~DFIA R EI TN ET,
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7.2 SOAP AX MDEEE 1L

SOAP Ayt—Y DA EIE BAL T DI2IE, WIZHHIA T 23 AR FINEE M H 20, i3y 7 s ar Tl
HANVZ—arEHHLET, £ kO a 2B R LET,

Obtain credentials object from
inbound SOAP message

L

%SYS.X509Credentials (OREF)

Create binary security Cr?afe encrypted ffe y
token object based on object based on binary
credentials object security token object
%SOAP.Security.BinarySecurityToken \ %XML.Security.EncryptedKey
(OREF) / (OREF)
l insert into header l insert into header
SOAP header

SR T e AT T OB T,

1.

g WU T, %soap.inc A2 7 /V—R 77 AV ERIIAFET, ZOT7 7 A/VZIE, T B EEEDOH D~/ a3
FINTVET,

2. SOAP Ay b—VaZETHTUT4T A DAREE G L EREREy M ISLET, —MRICIE, ZIELER
Ay—UNBRAGLET, "I AL ERIEH Y FOIG 2B R TTESN,
Bl
ObjectScript
set credset=..Securityln.Signature.X509Credentials
"Ry T AIDEREN ey OB OFICIES T RENTEAT V= I MO Z AT H %SYS.X509Credentials
DAV AL APNEID B LET,
3. TOERER Yy MIBEEM TN TWDFEHEEL G TN A TV X 2T (- b= ZAERLET, 24U
1. %¥SOAP.Security.BinarySecurity Token @ CreateX509Token() 77 &« X/ R&ZFEORH L E9, LA FIXE0H|T
hd‘o
ObjectScript
set bst=##class(%SOAP.Security.BinarySecurityToken).CreateX509Token(credset)
s Web H—E XD 1R#E
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ZDARIE, <BinarySecurityToken> ~v ¥ 3% %39 %SOAP.Security.BinarySecurityToken DA A%
VAEELET,

4. WS=Security ~v X BRIZZOMTUZBMLET, ZO7OIZIE, Web 7747 U hE21T Web —E 2D
SecurityOut 7’12737 4D AddSecurityElement) AV REZFEONHLUES, ZOAVYROFEIZIE, VEKLIZh—72
YEMHLET, L NIEZEOFITT,

ObjectScript

do ..SecurityOut.AddSecurityElement(bst)

5. NAFVewXaT (b= N HANT, B X —ZER L9, Z1UZi. %XML.Security.EncryptedKey @
CreateX509() 77 A« A/ REOHLET, LA TIZZDHTY,

ObjectScript

set enckey=##class(%XML.Security.EncryptedKey) .CreateX509(bst)

DA YR, R EE AR L, Zia L T SOAP ALK 5bL ., <EncryptedKey> ~v ¥ H3a KT
%XML.Security.EncryptedKey DAL AX L A% W L F T, ZO~NF ERIIL, FEESN- ATV X2 T (-
=2 NIZ B DA B TR AL ST RS & FLE T,

6. MEIJSLT, BIOTNIYRLEERTHINE T b — DAL AR ABERLET, "y =
VALDIRE” BIO "k T VT X LD E” BB TIEEN,

7. WS-Security ~»¥ B <EncryptedKey> EHEZEBMLET, ZD7DHITIL, Web 7747 L MET2IX Web
P —EAD SecurityOut 7' 12/37 ¢® AddSecurityElement() Ay RZFEONH L ET, BT HERIZOWN
T. %XML.Security.EncryptedKey DAL AZ L AE4aELF T,

LU NIZZopItd,

ObjectScript

do ..SecurityOut.AddSecurityElement(enckey)

ZDOFNETIE, <Body> EFEDFLL T <EncryptedData> HHEHBIMLET,

8. SOAP Ayt—U%KELET, SOAP AT S LS, WS-Security ~vF 1T Ay = IZEH ENET,
WS=Security ~v# {2, <BinarySecurityToken> EHE LN <EncryptedKey> BEEN G ENFET,
XD T B EIOIBNN O— R TFIEE SRR TTZS,

121 N)I—Y3ay GEREZRE T AFHROER

<BinarySecurityToken> (2%, v U7 /L& 7z Base 64 D= a—REXOGEHAENEG TN TWET, ZOM—
BB ARDVICGEAEL I E T2 REEH TEET, ZEL L. ZOFREEHL T, @YRG bk
HERGLET, ZO7DIZIE, RO FNAZHEHLET N, LTOEESBHVET,

FlE 3 &4 2AFYTLET, DFED, <BinarySecurityToken> ZBIILARWNTZEN,

FIE 5 (B Bk —D1ERL) T. CreateX5090) OFMIDFIEELTFIE 1 OBERIER A LEST ()
VebXa )7 (=2 N3ERHLEEA), L TIEZEDHITY,

ObjectScript

set enckey=##class(%XML.Security.EncryptedKey).CreateX509(credset, ,referenceOption)

3 & B D514 (referenceOption) TiL, <Signature> BERNVIFAELFEH T HEERBETEET,
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(CON) =g TEITLTWDIND) DB 5L TEKIG R M Fa E T 5854 . referenceOption DEE:
TEEIE $$$SOAPWSReferenceThumbprint T4, MLE(ZGL T, 2OV 7 &7 /a/ODuEEﬁ (ST, EEtaE
LE9, $$$SOAPWSReferenceDirect LIS DEE OEZfE I CTEE9,

7.2.1.1 X509 SIHENSBA T3y

"WS-Security ~~v& OB O® 7 a0 Tl ZEFAED SOAP Ay —THEHASND 1 DO FEEZTRLTOET,
FZTORITIX, TIOXN T =FXd, LLTFD 2 DO~ X BENOERSILTOET,

VT UEENT- Base 64 D=2 a—RNEADFEHEEZREF 45 <BinarySecurityToken>,

VI =T R L, ATV X 2T I~ O EES B A E T <Signature> 3,
ZROBAIL, 2oz EZ b ET, #lziE, <Signature> (%, ROVICAEHEDOY LTV MG TeZ LN TE,
ZOHA . Ay E—IZ <BinarySecurityToken> [IARZE T,

Wb —., T T =F v, F70F SAML 7H— a2 BT 5384 referenceOption B13EIRTETHZE
I, FTUVER SR D, BREIERICE FNTWVDIEAE (OFEY, F—-~T VT N) 2325 5 1EEH|#ET
EFE9,

ZELLT, ZO5180E, L FOWT N OEEEFOZENTEET, ZILHDfHEIL, %soap.inc /27— 77 A LT
EHRINTNDL~YIETT,
$$$SOAPWBRef er enceDi r ect

FERIAATV e FXaVT o =T ~DOEBES P AAENET, BIRMIZIE, <KeylInFo> (X, URI
JEMEAY <BinarySecurityToken> (Zxfd 5 — /L2 Thd <Reference> Ha FLIZRFD
<SecurityTokenReference> FALEFEZMH L CTIERRSNET, ZOA T var T HI120F, 47
WS-Security ~yZZEX 207 1 b—=7 BB MUZRT IR0 E A, ZEIE, BET 227 a2 5L
TLIEEN,

$SSSOAPWERef er enceThunbpri nt

ZOEFITIT. X509 EEBED SHA-1 ATV MBS ASAENET,

$SSSOAPWSERef er enceKeyl denti fi er
ZOEFRITIL, X.509 FEHZED SubjectKeyldentifier 2SHAIAEIVET

$$SSOAPWSRef er encel ssuer Seri al
ZOEFEIZIT. <X5091ssuerSerial> EFEE AT S <X509Data> O FEH>
<SecurityTokenReference> O3 EESIIZ <KeylInfo> ERPFAIAEINET,
$$$Keyl nf oX509Certificate

ZOEFHRITIT, <X509Certificate> HFEA KT D <X509Data> D14 Fi> <Keylnfo> %?ﬁifﬂn’ﬁ#
IAFEIVET, WS-Security {LEE Tl Zh % <Signature> E3 L <EncryptedKey> BRI H T80
HELES L QO ER AN, <Assertion> B Tl ¢& 9,

$$$Keyl nf 0X5091 ssuer Seri al

ZOERITIE, <X5091ssuerSerial> ERAFMT5H <X509Data> O 1% FF> <Key Info> ZHE )3H A
IAENFET, WS—Security {14 Tl, 2% <Signature> E#E L <EncryptedKey> 3 1Ml 452 41%
HEES N COVER AN, <Assertion> EHE Tl caEd,
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$$$Key | nf 0X509SKI

ZOEFHRITIT, <X509SK 1> EFEA &N T 5 <X509Data> D% +fD <KeyInfo> EHE N AIAEINLE T,
WS-Security A% ClX, 21L& <Signature> 3 & <EncryptedKey> EE I H T2 LI HERESNT
WEH AN, <Assertion> BEECIIHH CEET,

$$$Key| nf 0X509Subj ect Nane

ZOERITIE, <X509SubjectName> FHEH T 5 <X500Data> D% <KeyInfo> FH LA
IENE T, WS-Security {14 Tlx, Zh % <Signature> 3L <EncryptedKey> |l 45241
HELES L QO ER ALY, <Assertion> B Tl T& 7,

$$$Key | nf oRSAKey

ZDBEFHITIT, <RSAKeyValue> HEFE AT 5 <KeyValue> D% Fi> <KeyInfo> EENHAIAEN
F9°, WS-Security {EEETiE, Zh%& <Signature> B L <EncryptedKey> B (2 952 L3 HELEX
NTCWERAN, <Assertion> EHE TIIMHTEET,

122 \N)I—23y - EBRFEHD SAML 7H—2av DR

BAFEHD SAML 7 H— ar OFEPFITRASIL TODAREEHE AL T L 2123, UTOFIEZEITLE
‘j‘o

I ARROFNEADOFI 1-4 2 A%y T LET,

2. Holder-of-key A/ R%f#i 45 <SubjectConfirmation> EHEAH L T, B4 FHLD SAML 7V — a3
ZERRLET, "SAML h—2 DOERR LB 2B L TIEE N,

3. <EncryptedKey> BEHZEZERL £, ZD7=0IT1E, CreateX5090) 7T A A RDOEHIDF | $ L L TEA H I
?D SAML 7H—arzfi L £, L FIEToplTy,

ObjectScript

set enckey=##class(%XML.Security.EncryptedKey) .CreateX509(signedassertion)

4. HREOFNEDOFNE 5 2B TLET,

1.3 Ayt—Y DEEEDH

ZOFITIX, Web Z79AT b (CETIIRENTOWERA) IZBLAFHDER A T—EFEEL, Web H—E R T
FEn A =R ELET,

Web —E &L, 7IAT U MEAEDER A Z— DU 7 =F v OABRREIEL., TN EfHL T, EDIREN
|2 <EncryptedKey> %;ﬁ%iﬁﬂﬂbiﬂ“o ZDINE IR 5 bE L E T, <EncryptedKey> E L, 77417 MO
FECTHE S bSAL, ZOERITIT, IWEAY =V R L E R SALT 2D SO FREER & FALET,

Web PF—ERiL, tIRDEFBVTT,

Class Definition

Class XMLEncr.DivideWS Extends %SOAP.WebService

Parameter SECURITYIN = "REQUIRE";
Parameter SERVICENAME = "XMLEncryptionDemo';
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Parameter NAMESPACE = "http://www.myapp.org";
Method Divide(argl As %Numeric = 2, arg2 As %Numeric = 8) As %Numeric [ WebMethod ]

Do ..EncryptBody()
Try {
Set ans=argl / arg2
} Catch {
Do ..ApplicationError('division error')

Quit ans

Method EncryptBody()
{

//Retrieve X.509 certificate from the signature of the inbound request

Set clientsig = ..Securityln.Signature

Set clientcred = clientsig.X509Credentials

set bst=##class(%SOAP.Security.BinarySecurityToken).CreateX509Token(clientcred)
do ..SecurityOut._AddSecurityElement(bst)

//generate a symmetric key, encrypt that with the public key of

//the certificate contained in the token, and create an
//<EncryptedKey> element with a direct reference to the token (default)
Set enc=##class(%XML.Security.EncryptedKey) .Createx509(bst)

//add the <EncryptedKey> element to the security header
Do ..SecurityOut.AddSecurityElement(enc)
}

/// Create our own method to produce application specific SOAP faults.
Method ApplicationError(detail As %String)

//details omitted

}
IOV —E R, IRDIHRIEE Ay —T 5B ELET,

<?xml version="1.0" encoding="UTF-8" ?>
<SOAP-ENV:Envelope [parts omitted]>
<SOAP-ENV:Header>
<Security xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<BinarySecurityToken wsu:ld="SecurityToken-4EC1997A-AD6B-48E3-9E91-8D50C8EA3B53""
EncodingType=""[parts omitted]#Base64Binary"
ValueType="[parts omitted]#X509v3">
MI1CnDCCAYQ[parts omitted]ngHKNhh
</BinarySecurityToken>
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="[parts omitted]xmlenc#rsa-oaep-mgflp">
<DigestMethod xmlns="http://www.w3.0rg/2000/09/xmldsig#"
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal'>
</DigestMethod>
</EncryptionMethod>
<KeylInfo xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference
xmIns=""[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Reference URI="#SecurityToken-4EC1997A-AD6B-48E3-9E91-8D50C8EA3B53""
ValueType="[parts omitted]#X509v3"></Reference>
</SecurityTokenReference>
</KeyInfo>
<CipherData>
<CipherValue>WtE[parts omitted]bSyvg==</CipherVvValue>
</CipherData>
<ReferenceList>
<DataReference URI="#Enc-143BBBAA-B75D-49EB-86AC-B414D818109F"></DataReference>
</ReferenceList>
</EncryptedKey>
</Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""Enc-143BBBAA-B75D-49EB-86AC-B414D818109F"
Type="http://www.w3.0rg/2001/04/xmlenc#Content'>
<EncryptionMethod Algorithm="[parts omitted]#aesl128-cbc"></EncryptionMethod>
<CipherData>
<CipherValue>MLWR6hvKEOgon[parts omitted]8njiQ==</CipherValue>
</CipherData>
</EncryptedData>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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14 JOYIRESE7ILI)ALDIEE

BEE Tl $$$S0APWSaes128cbe (Z&k-> TAYE—Y BIED I FbaiE S, BOTNIAVALEFRE TEET, £D
721213, %XML.Security.EncryptedKey DAL AZ L AD Algorithm 7237 4 %R ELE T,

FEEFTHEE I, $$$S0APWSaes128che (BEE). $$$SOAPWSaes192che. BL N $$$SOAPWSaes256¢che T4,
PLFIZZE T3,

ObjectScript
set enckey.Algorithm=$$$SOAPWSaes256chc

ZOfEHIE, BT T VAT <EncryptedKey> Z /BT 55 G FTRE T4, ZAUSHOW T, BlESAL =
R

15 BEETITYXLDIETE

AT LV A, SRS H S A ABR BN BT LTV X LT (https://www.w3.org/TR/xmlenc—core/
22MR), BEE Tlid, AU $$$S0APWSrsaoaep TI, fRVIZ $$$SO0APWSrsals #fF 526 TEET, 2D
7=0120X. BIOFNETIER L 7= %XML.Security.EncryptedKey MDA AH L AD SetEncryptionMethod() A/ KA FE(R
HUET, ZOAVYRO51HUE, $$$S0APWSrsaoaep (BEE) & $$SSOAPWSIrsals OV 7z £,

U RIZZopItd,

ObjectScript

do enckey.SetEncryptionMethod ($$$SOAPWSrsals)

ZOME#IE, BT T YA T <EncryptedKey> Z1ERT 555120 H FTRE T, ZAUZOWTE, BL&#FBL £
7
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X1 TAVFERDESE

Z DR T, InterSystems IRIS Web h—E ZAR LR Web 7747 L MZ Lo TEEZ DAY Z—T D WS—Security
X NOBEZEERE LT HHEICOWTERALET(CZTHRAT LY — Ui, B CEIT X2 T~y H
FEMAE DT, SOAP AL DO Sz T&ET),

. B LEBAOW HFERITLET, 2O Y7 Tk, tHZ R T 572012, BEBALD AT OWTHAL £
I, BB LB DA B I T 3L, "B b E B4 O AEDE” 22U TITZE N,

"I AL B I OB ~DOIRAEF — - h—2 D7 Oy 7 TlE, EBIHID I T SOAP Ayt —T Dy 5
LB IEICHOWTIALET,

8.1 ¥X )T ANVIERDEFIE

AIORE 7 CRUTZRE S L AL B 720 | WS-Security ~» X BR A 53257 2 A%, <EncryptedData> %
FEXT % <EncryptedKey> ZERICH T2 T ELATRET AU EDRHVET,

Tx VT~ FEREG ST DT, LT OFINREZFEITLET,

1. MBS LC T, %soapinc o7/ —R 77 A )VEFIPIATLE T, ZOT7A I, FEHT DA REMEOH D~ miR
EHRSNTOET,

2. S EBFEIME SN OEREIERLES, LLFIIZOMITY,

ObjectScript
set userToken=##class(%SOAP.Security.UsernameToken).Create(*'_SYSTEM",'SYS'")
3. SOAP Ay B —VHZAET DT T AT A DRBEEEZ B LERIERE M EBELET, "7 ey 7 AL E /T
Ty rORE” 2B L TIZSW,
il -

ObjectScript

set credset=..Securityln.Signature.X509Credentials
Ty T NIEHERE R NOTUE” OB T, IENTZA T V2 DO H AT D %SYS.X509Credentials
DAL AR APDEIDHEFBLET S

4. ERRIEBR Y MIHESWT, BB — 2B L £77, £D72DIZIE, %XML.Security.EncryptedKey ™ CreateX509()
JT AR REMEOM L, A7 ar T2 HFHOGIBERELET, UL NIEZ0f T,
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ObjectScript
set enckey=##class(%XML.Security.EncryptedKey) .CreateX509(credset, $$$SOAPWSEncryptNone)
ZOA YR, AFREEE AR L . <EncryptedKey> ~» & B3R 4K %$XML.Security.EncryptedKey DA A%

YARERUES ZONy X BERITIT, FEESHICE T By MICH D RBREECIE 5L S o I ny & £
E3

2 HZHOBI L, GEEOFDMOEHICHINZT) 208D SOAP AL A BT 50302 ELET, |
$$SSOAPWSENcryptNone (%, ZO#EAS SOAP AL DR LI SN2 W I ERBRLET, 2058541
T BE, SOAP AXXHHE S bsivET,

MBZNC T, BIOT VT RXLEFEH T DINE 5bF — DAL RS A B R LFT, "y /i 57 v=
VZXLDOFEE” BEON "R LT VIV XLOFRE” 22U TTZEN,

KXoV T g~y X ERERE BT 5120E, TOEFREITES T <EncryptedData> ERA{EKRL £, TD
729121%., ¥XML.Security.EncryptedData @ Create() 7T A« AV RZF-OHLFT, ZOTFNETIL, {75
BX 2T~y HERTHD 2 FHOSEDOHIEELET, LLTIEZEOHITT,
ObjectScript

set encdata=##class(%XML.Security.EncryptedData) .Create(,userToken)
<EncryptedKey> D55, 2% <EncryptedData> ZH#ITENMLET, % <EncryptedData> ZEITXIL
T U TOFIEZFITLET,

a. %XML.Security.DataReference ™ Create() 77 A+« AV RZMENH L, BB LENTZT —F DAL AR A% 5|
FHELTHELET,

b. KB L% — AL AZ AP AddReference() A/ REFEOHL T, 7 —H# &5 |8 ELTRELET,
LR opcd,

ObjectScript

set dataref=##class(%XML.Security.DataReference) .Create(encdata)
do enckey.AddReference(dataref)

COFNEL, B oAb — AL RZ 2B FH L B SALSIVeT —F DAL ARZ L ANDIRA L B o IR ET

Z® <EncryptedKey> 73 SOAP A XH BT 5354 . <Body> @ <EncryptedData> EFE~D %t B &l
HNTHLAIAFEINE T,

WS=Security ~»# #F#|Z <EncryptedKey> BEFRZBMLET, ED7=0HIZIE, Web 7747 L NE/ZIT Web
P —EAD SecurityOut 7’ 11/37 (D AddSecurityElement() A/ REFEONHLET, BT HERITHON
. %XML.Security.EncryptedKey DAL AH L ZAE8ELET,

N2 ptd,

ObjectScript
do ..SecurityOut._AddSecurityElement(enckey)
B bSNTot X 2T 1~ F B E WS—Security ~v# EZITIBMLET, ZDTDITIE, Web 7747 b E

721% Web $—EZ® SecurityOut 7' 12,37 ¢® AddSecurityElement() Ay RZENHLET, ZOHE . LLTFD
2 ODF|HERELET,

a. FHAHRIATeEX2YT (e~ FEHE (FOHEFIZH-SS ¥XML.Security.EncryptedData DA AX L AT
U)o
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b. BB X — AL AZ R, 2 F B OFIEIL, OIDOFIBBIEET DT AT LOBELGITEHEELET, 518
M AB D4 InterSystems IRIS 1, A 23 B D% THOHZ LR LET, ZNEFRETL T, ZEM K1k

X —Z AN | ZAURAF T DI S b ST E X 2 )T e~y X R Z % T T 501U ET,

IR opTd,

ObjectScript

do ..SecurityOut.AddSecurityElement(userToken,enckey)

10. SOAP Ay —U%EELET, X271~ X HEDOBIN O—EH7eFIEES R TLIEEN,

8.2 AR5

CLFOBNL, Web 74T M FFOVH L BE Bk &7~ <UsernameToken> Zi5(ELE9, ZOBI T, A%
SN ER A,

ObjectScript

Set client=##class(XMLEncrSecHeader .Client.XMLEncrSecHeaderSoap) - %New()

// Create UsernameToken

set user="_SYSTEM"

set pwd="SYS"

set userToken=##class(%SOAP.Security.UsernameToken) .Create(user,pwd)

//get credentials for encryption
set cred = ##class(%SYS.X509Credentials).GetByAlias(''servernopassword™)

//get EncryptedKey element and add it
set encropt=$$$SOAPWSEncryptNone ; means do not encrypt body
set enckey=##class(%XML.Security.EncryptedKey) .Createx509(cred,encropt)

//create EncryptedData and add a reference to it from EncryptedKey
set encdata=##class(%XML.Security.EncryptedData) .Create(,userToken)
set dataref=##class(%XML.Security.DataReference).Create(encdata)

do enckey.AddReference(dataref)

//add EncryptedKey to security header

do client.SecurityOut.AddSecurityElement(enckey)

//add UsernameToken and place it after EncryptedKey

do client._SecurityOut._AddSecurityElement(userToken,enckey)

Quit client.Divide(1,2)

ZDITAT VNI RDIH Ay E—T %R ELET,

<?xml version="1.0" encoding="UTF-8" ?>

<SOAP-ENV:Envelope [parts omitted]>
<SOAP-ENV:Header>
<Security xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgflp'>
<DigestMethod
xmIns="http://www.w3.0rg/2000/09/xmldsig#"
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal'>
</DigestMethod>
</EncryptionMethod>
<KeyInfo xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference
xmlns=""[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Keyldentifier EncodingType=""[parts omitted]#Base64Binary"

ValueType=""[parts omitted]#ThumbprintSHAl">[omitted]</Keyldentifier>

</SecurityTokenReference>
</KeyInfo>
<CipherData>
<CipherValue>pftET8JFDEjNC2x[parts omitted]xEjNC2==</CipherValue>
</CipherData>
<ReferenceList>

R
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<DataReference URI="#Enc-61000920-44DE-471E-B39C-6D08CB17FDC2"">
</DataReference>
</ReferenceList>
</EncryptedKey>
<EncryptedData xmIns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""Enc-61000920-44DE-471E-B39C-6D08CB17FDC2"
Type="http://www.w3.0rg/2001/04/xmlenc#Element'>
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aesl128-chc'>
</EncryptionMethod>
<CipherData>
<CipherValue>wW3zZM5tgPD[parts omitted]tgPD==</CipherValue>
</CipherData>
</EncryptedData>
</Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
[omitted]
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

BiZe N\ — g b LT ROV ar OFNEEZE 2 CTHAET, FIE 4 TULUFE2FETL, UTITEE LRV DE
LET,

ObjectScript

set enckey=##class(%XML.Security.EncryptedKey) .CreateX509(credset)

ZDGE . ITAT VNNBD Ay — Ui, B B LS N TR B LU 5{b 372 <UsernameToken> 735 £ C
I/\\i—g—o

<?xml version="1.0" encoding="UTF-8" ?>
<SOAP-ENV:Envelope [parts omitted]>
<SOAP-ENV:Header>
<Security xmIns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<EncryptedKey xmlIns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgflp'>
<DigestMethod xmlns="http://www.w3.0rg/2000/09/xmldsig#"
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
</DigestMethod>
</EncryptionMethod>
<KeylInfo xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference
xmIns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Keyldentifier EncodingType="[parts omitted]#Base64Binary"
ValueType=""[parts omitted]#ThumbprintSHAl">
5a[parts omitted]dMlr6cM=
</Keyldentifier>
</SecurityTokenReference>
</KeyInfo>
<CipherData>
<CipherValue>TB8uavpr[parts omitted]nZBiMCcg==</CipherValue>
</CipherData>
<ReferencelList>
<DataReference URI="#Enc-43FE435F-D1D5-4088-A343-0E76D154615A"></DataReference>
<DataReference URI="#Enc-55FE109A-3C14-42EB-822B-539E380EDE48"'></DataReference>
</ReferencelList>
</EncryptedKey>
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""Enc-43FE435F-D1D5-4088-A343-0E76D154615A"
Type="http://www.w3.0rg/2001/04/xmlenc#Element'>
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aesl128-chc'>
</EncryptionMethod>
<CipherData>
<CipherValue>G+X7dgl [parts omitted]nojroQ==</CipherValue>
</CipherData>
</EncryptedData>
</Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""Enc-55FE109A-3C14-42EB-822B-539E380EDE48""
Type="http://www.w3.0rg/2001/04/xmlenc#Content">
<EncryptionMethod Algorithm="[parts omitted]aesl128-chc''></EncryptionMethod>
<CipherData>
<CipherValue>YJbzyi[parts omitted]NhJoln==</CipherValue>
</CipherData>
</EncryptedData>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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AIOBIE B L ZDHA . <EncryptedKey> Z#(T1T, 2 D <EncryptedData> BEHE~DS NG T
F9, —HiE, BX=2UT 1~ D <EncryptedData> %3 T, ZiUZIL <UsernameToken> & AL TWET,
ZOZRIL, FEICTERBIOEBMSIVELT, 95— 1L, SOAP AL D <EncryptedData> HHETH, ZOSH
X BECBENshELT,
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TR ZF X DB

ZDORE 7 Tl InterSystems IRIS Web -—E 2B LN Web Z7FA4 T L ML TEEEND SOAP Ayt —IIz5 Y
L) =F X aBAIT D IEIC OV TERHLE T,

WE B ALEBAOM G EZFITLET, 2O Y7 T, SAZ I T 572012, BADHRZ OV THHLET,
S b LB OMAE DTS LML, "I 5 LEEA OMAEHE” O /7%5‘?‘9\'{3\LT<7‘_3P0

B b B L OEL ~DIREF— - F—2 D] O Y7 T, SHIZHIDFFIET SOAP Ay B—UIZT VF L
7 =F ¥ & BINT I ECOWTERPILE T,

1T —FrDBRE

FIOLN T =F LT, A=V OB T2 LD VARSN T T AT AL TAY =V DR E
A MNEBRI RSN LB RFE LT TEE T, (RO FEEZDEBRA LRI, TUXN T =F L, F¥aA
URDOVERRFE DIHHERR TEDRF 2 A F~DBENNP T, BHEICAET LI TEEE A,

SOAP Ay b—T DT VX)L« 7 =F % 2% 5 InterSystems IRIS VAR —h ., WS-Security 1.1 Z 3L L TVET,
F7z, WS=Security (%, XML ¥ 7 =F ¥ HARIZHENE T, 2B DOEERITHES T, XML R¥ 2 A MIE4 T 551K
IFoExshTd,

1. ZAVcANEEZH AL T, R¥2 A MDBEEDEy O~y a izt R LET,
2. FAVAMEZERLET,
3. RESEAFEAL T MESh A AV =AM BALL £ (ZhUT, 22— PO BN IATTEDFHETT),
4. DTN #HEETe <Signature> EHEAERLET,
BXHERB DB (ZOV T =F X &l oAyt—Y O a2 R LET),
WS ALS T A = AME,
B SALSNT=Z A Y = AMED R DA B #EZ Z 158 03 R E CEHTHH.

ZOMEHIL, <Signature> BENIZEOHHIENTEET, /213, <Signature> E3E1T, X.509 FEHEE
TIZBE A 7D SAML 7%—/5/%%1"%1“5/*‘4’7“) TF¥aVT 1 h— 7/«@%-“1‘%?%5@%.%\&)6:&
NCEET, BHEOLE . <Signature> BERA BN HANIEX 2T (- M—TL 2 Ay B— 0BT 540
FRHVET,

ZOEMEAEN T 2L, 2 —FRRBHBLRLERO T OFTAE ThDHILeZFHPMGET 52 TEE
j—o
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S b B LB ~DIREF— b= D7 Oy 7T, EBITHIDTTET SOAP Ayt —ITT XL
T =F ¥ aBINTHHECOWTHBLET, AvE—Y BEROFEMIISEIETT A, — KR 2 RXLFT T,
XML BAHARIZIENET, DF, BABE LD DAY = AN AR L, ZDOX AV 2 AN SLL Thb, 5215
BT =F v FGEL TR AL SN TS AV o AN gt CEHIEH A & T <Signature> HEEZ AL ET,

2 TR ZF DB

SOAP Ayt —T% T U H VB T HINE, IRICHIAT 2 AR FNEZR 6 320>, T3 RN I DORDE Y
FET AN — g AL E T,

I RO e AR RLET,

certificate loaded into
Management Portal

Create : :
C-redenﬁa{s i " e ieaeaea e
object based on
certificate ‘q‘a.
%SYS.X509Credentials (OREF)

Create binary security Create signature object
token object based on based on binary
credentials object J securify token object

Y% SOAP.Security BinarySecurityToken I\ YXML. Security.Signature

(OREF) l/ (OREF)

insert into header insert into header

SOAP header

T RL LT DL T,

1. MBS C T, %soap.inc > 7V —FR 77 A )VEFIIAZLFE T, ZOT 7AW, FEHT D REEOH D~ min
EFHENTVET,

2. EEOEX2VT 4~ X EBEZBLTAEE  FOEXa )T (o~ X BEEEERLET, L TIXF06¢F,

ObjectScript
set utoken=##class(%SOAP.Security.UsernameToken) .Create(*"_SYSTEM","SYS")
3. "SI A AERAE W h OIS OFBAICHES T, %SYS.X509Credentials DA AKX L AEERRLL £, T

@ InterSystems IRIS A& IF MY M, T EH OFEFEZKEMNTHLENHYET, £/, BEH O/ AT —K%
AN TBUERBHDET (FEa—RIN TV WS, L TIXZE0B T,
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ObjectScript

Set x509alias = '"'servercred"
Set pwd = "mypassword"
Set credset = ##class(%SYS.X509Credentials) .GetByAlias(x509alias,mypassword)

4. ZOEKEFREYMIBEEMTON TOWDIEREL EZ LA TV X 2T 1 b—T 2L £, Zhic
1%, %¥SOAP.Security.BinarySecurity Token @ CreateX509Token() 77 &+ A/ RZFERH L ET, LA FIXZ0HT
ﬁ—o
ObjectScript

set bst=##class(%SOAP.Security.BinarySecurityToken).CreateX509Token(credset)
ZDA YR, <BinarySecurityToken> ~v ¥ B #4379 %SOAP.Security.BinarySecurity Token DA A%
VAEIRLET,

5. WS=Security ~v X BRIZZOM—T U ZBMLET, ZO7HIZIE, Web 7747 U METZIE Web —EZD
SecurityOut 7'1/37 ¢ AddSecurityElement() A/ REZFEORHLET, ZOA/ RO, fERRL7Zh—2
yEMHLET, L FIEZOFITY,

ObjectScript
do ..SecurityOut.AddSecurityElement(bst)

6. NAFVU X2 T (=T NTHSNT, <Signature> BEHEZ/ERM L £9°, 21T, $XML.Security.Signature
@ CreateX509() 7T A AV RZFENHLET, LL 2 DHITY,

ObjectScript

set dsig=##class(%XML.Security.Signature) .Createx509(bst)

ZOAyRIE, <Signature> ~y ¥ B34 KT %WXML.Security.Signature (DAL AX A% IR L F9, <Signature>
BRI Ay =V OBEEDER MM ASNET, Fio, BAsmoafeEcEEd,

KRS, ZOAVYRIIE LT OV T =F ¥ RV ET,

classmethod Createx509(credentials As %SYS.X509Credentials = "
signatureOptions As %lInteger,
referenceOption As %Integer,
Output status As %Status) as %XML.Security.Signature

LU 32 O T,

credentials (. %SYS.X509Credentials {2 A% A %SAML.Assertion {2 A¥ A F7-1%
%SOAP.Security.BinarySecurityToken -f > AH L ADUNT IONTT,

signatureOptions 1%, B4 T A EIEELET, ZOF T aid, Ay b—V DR EER ~DT VA
J=FxOiMH” THALET,

referenceOption Id, 1ERT DS ROXA T HEELE T, sEMlIL, "X.509 EMIEROS AT var” 25
L TESN,

status (L. AV RBRBIL T EINE R LET,
7. WS-Security ~vH BERITT V)N T =F v HIBINLET, FDT=DITIE, Web 74T MET-IE Web J—E
A®D SecurityOut 7 /37 ¢ D AddSecurityElement() A REFEFOH L ET, 51412, BIOFINETIERLI=v 7 =
F oA T2 RTELET, L TFIXE /T,
ObjectScript

do ..SecurityOut.AddSecurityElement(dsig)
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8. SOAP Ayt—U%FELET, "EXalT 1~ F EREOBN O—fiYeFIEZS R TTZSN,

9.2.1 %5l

ZOHITIX, EDISEAYE—VIZEL T D Web P —EREZRLET,
8 % DERBETZOHI D EBVERET DI TDITIE, FTROFIAEFZEITLET,
P — HOGEHEZERLET,

H— AT InterSystems IRIS ICZDFFEA T —RL. servercred VORI CERIGHREAERLET, 20L&
X, (Web T —EANRZDIGE A B—VIZEL TDHEE, 7SRV —REHRE L2V THE LI s 7L b —

KL, SR —RZ4EELET,
Web %—E 2%, ZOIEMEZR 4 AT InterSystems IRIS B#&E#M Y M-SR LUET,

Class Definition

Class DSig.-DivideWS Extends %SOAP.WebService
{

/// Name of the Web service.
Parameter SERVICENAME = "DigitalSignatureDemo";

/// SOAP namespace for the Web service
Parameter NAMESPACE = "http://www.myapp.org";

/// use in documentation
Method Divide(argl As %Numeric = 2, arg2 As %Numeric = 8) As %Numeric [ WebMethod ]

Do ..SignResponses()
Try {
Set ans=argl / arg2
}Catch{
Do ..ApplicationError("division error')

Quit ans

/// use in documentation
/// signs and includes a binary security token
Method SignResponses()

//Add timestamp because that"s commonly done
Set ts=##class(%SOAP.Security.Timestamp).Create()
Do ..SecurityOut._AddSecurityElement(ts)

//access previously stored server certificate & private key file

//no need to use private key file password, because that has been saved
Set x509alias = "servercred"

Set cred = ##class(%SYS.X509Credentials).GetByAlias(x509alias)

set bst=##class(%SOAP.Security.BinarySecurityToken).CreateX509Token(cred)
do ..SecurityOut._AddSecurityElement(bst)

//Create WS-Security Signature object
Set signature=##class(%XML.Security.Signature).CreateX509(bst)

//Add WS-Security Signature object to the outbound message
Do ..SecurityOut.AddSecurityElement(signature)
Quit

/// Create our own method to produce application specific SOAP faults.
Method ApplicationError(detail As %String)
{

Set fault=##class(%SOAP_Fault) .%New()

Set fault.faultcode=$$$FAULTServer

Set fault.detail=detail

Set fault._faultstring="Application error"

// ReturnFault must be called to send the fault to the client.
// ReturnFault will not return here.

Do ..ReturnFault(fault)

58

Web H—E XD {RE



SEAE LV T —FrEERT ST DMD A E

9.3 sAIBAELY T —FrEFHTHZDMD A E

BB ar THALIZIEAR R FIETIL, ST &Nz Base 64 = a—REEE T
<BinarySecurityToken> Zffi L £ 7, FEBEHAHAAA TR, FEV R DI @A C&Ed, £z
X, BAFEAD SAML 7 —2a WICGEHEEZ ANDLZEL TEE T, 20|71V ar Tk, 2hbDARZ—3 a2
DWTIHBALET,

931 N\)I—23y GIHEZETE Y AFHOER

RERE A Ay — VI AA T RO, FEREZTA T DI A TEET, ZEFILTOEHRELHL T, @Y

7RG OREEEZRUG L E T, ZO71DIIE, gioE/var OFIEEZEHRLETH, L FOLEE SRSV ET,
FlE 4 &5 E2AFY T LET, DFED, <BinarySecurityToken> ZBIILARWNTZEN,

FlE 6 &7 =FvDIERKL) T\ CreateX5090 OEAIDFIEELTERIE 1 OBHFHRE M HLET OSAF
VebXaT g b= AMEALEEA), DL FIXZF0HITT,

ObjectScript

set dsig=##class(WXML.Security.Signature).CreateX509(credset, ,referenceOption)

3 & B ®51#% (referenceOption) TiL, <Signature> BRNVIFAELFEH T HIEEREETEET,

CONY =g TEITLTWDIND) BAWIDO B 5L L TERIGE MY Ma 8588 | referenceOption DEE
TEAEIL $$$S0APWSReferenceThumbprint T3, MBS U T, “X.509 EREIEHMOS AT 2 ar” OB
P> T AR ELET, $$$SOAPWSReferenceDirect DA DEE DEZHEH TXET,

9.3.1.1 f5l
ZOFIE. ORI DOETOF DN T— 3T,

Class Member

Method SignResponses()

//Add timestamp because that"s commonly done
Set ts=##class(%SOAP.Security.Timestamp).Create()
Do ..SecurityOut.AddSecurityElement(ts)

//access previously stored server certificate & private key file

//no need to use private key file password, because that has been saved
Set x509alias = "servercred"

Set cred = ##class(%SYS.X509Credentials).GetByAlias(x509alias)

//Create WS-Security Signature object
Set signature=##class(%XML.Security.Signature).CreateX509(cred)

//Add WS-Security Signature object to the outbound message
Do ..SecurityOut.AddSecurityElement(signature)
Quit

ZOBE . ZD Web —ERX, IRDEHRIEE A= HEELET,

<?xml version="1.0" encoding="UTF-8" ?>
<SOAP-ENV:Envelope [parts omitted]>
<SOAP-ENV:Header>
<Security xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
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<Timestamp xmlIns="[parts omitted]oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu: Id=""Timestamp-48CEE53E-E6C3-456C-9214-B7D533B2663F"">
<Created>2010-03-19T14:35:06Z</Created>
<Expires>2010-03-19T14:40:06Z</Expires>
</Timestamp>
<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
</CanonicalizationMethod>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-sha256'></SignatureMethod>

<Reference URI="#Timestamp-48CEE53E-E6C3-456C-9214-B7D533B2663F"">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"'></Transform>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal'></DigestMethod>
<DigestValue>waSMFeYMruQn9XHx85HqunhMGlA=</DigestValue>

</Reference>
<Reference URI="#Body-73F08A5C-OFFD-4FE9-AC15-254423DBA6A2"">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"></Transform>
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>wDCgAzy5bLKKF+Rt0+YV/gxTQws=</DigestValue>
</Reference>
</Signedinfo>
<SignatureValue>j6vtht/[parts omitted]trCQ==</SignatureValue>
<KeyInfo>
<SecurityTokenReference
xmlns=""[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Keyldentifier EncodingType="[parts omitted]#Base64Binary"
ValueType="[parts omitted]#ThumbprintSHA1">
WeCnU2sMyOXFHHBCHTL JNTQQNGQ=
</Keyldentifier>
</SecurityTokenReference>
</KeyInfo>
</Signature>
</Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body wsu: ld=""Body-73FO08A5C-0OFFD-4FE9-AC15-254423DBA6A2"">
[omitted]
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

932 \)I—23Y ELZFEHD SAML 7H—3VDEH

BRERHD SAML 7 —ar OFEAELERTHT UXL -7 =F 2 BINT 51203, L FOFIEEZEITUET,

1. MBS LC T, %soap.inc A7)V —FR 77 A NVEFIIAZLE T, ZOT 7AW, FEHT D REEOH D~
EFHENTVVET,

2. EEOEX2UT 4~y EBIIBLTLONE ZOEF2VT 4~y X EREERLET, LU FIZZOHITT,

ObjectScript
set utoken=##class(%SOAP.Security.UsernameToken) .Create(*"_SYSTEM","SYS")
3. Holder-of-key A/ R%1#i 45 <SubjectConfirmation> EHEAH L T, B4 KD SAML 7V — 3
ZAERLE T, “SAML b= DOERREIENN" 22U TTEEY,
4. <Signature> EHEAERLET, ZD7=HITIE, CreateX5090) 77 A A RDEMIDF | $E L TEL HE D
SAML 7% —rar a2 HLET, LLTIEZOHITT,
ObjectScript
set signature=##class(%XML.Security.EncryptedKey) .CreateX509(signedassertion)
5. WS-Security ~wZ ERIZTUH)N LT =F v HBMLUET, EDDITIE, Web 7747 FE21E Web Y—E

AD SecurityOut 7’ 2/37 ¢ D AddSecurityElement() AV R &L ET, 513102, BIOFINETIERL-v 7 =
Fx AT IR ELET, DL NIZFOHI T,
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ObjectScript

do ..SecurityOut.AddSecurityElement(dsig)

6. SOAP Ay t—U%FELET, "EXalT -~ F EREOBN O—fiYeFIEZS R TITZSN,

9.4 2y—VDEERDIADTIRI VT —FrDiER

BEETIX, 792N -7 =F ¥ ZAFR L. WS=Security ~yZ BHRITIBNNT 286, v 7 =F ¥id, SOAP K3, ~v
X O <Timestamp> ZE# (HDYH), BLOT R TD WS-Addressing ~» & EHEIZHH I ET,

Y = F AT HE S AR ET AL, 1 2O —2 5 TRNZHBALEFIEO W2 HLET, oF
O, T =F v ZlER T 56L&, 2 FHDFIEL (signatureOptions) ZfEHL T, BHTHAyE—UH B EIEELET, 2
DOBIHUT. LT O~ (soap.inc 7 7A/VNARTE) OWTHNDAALFTIDOMA S LEEL TR ELET,

$$SSOAPWS IncludeNone

$$$SOAPWS IncludeDefault ($$$SOAPWSIncludeSoapBody + $$$SOAPWSIncludeTimestamp +
$$$SOAPWS IncludeAddressing (ZFH%)

$$$SOAPWS IncludeSoapBody
$$$SOAPWSIncludeTimestamp
$$$SOAPWS IncludeAddressing
$$$SOAPWSIncludeAction
$$$SOAPWSIncludeFaultTo
$$$SOAPWS IncludeFrom
$$$SOAPWSIncludeMessageld
$$$SOAPWSIncludeRelatesTo
$$$SOAPWSIncludeReplyTo
$$$SOAPWS IncludeTo

$$$SOAPWS IncludeRMHeaders ("WS-ReliableMessaging O 7 25 H)

~ B EDRELLEIL, TIAR S (B) L AT ARG () ZEHLET, LLFIETos T,

$$SSOAPWS IncludeSoapBody+$$$SOAPWS IncludeTimestamp

AR ZNHDA T arid, CreateX509(0) AR & Create() A/ ROM 2 AINE T, BEIZOWTL, "
FEBLOEL ~DOJREX— h—2 L DFEH” 2SR TTZEN,

N2 pItd,

ObjectScript

set ts=##class(%SOAP.Security._Timestamp).Create()

do ..SecurityOut.AddSecurityElement(ts)

set x509alias = "'servercred”

set cred = ##class(%SYS.X509Credentials).GetByAlias(x509alias)

set parts=$$$SOAPWSIncludeSoapBody + $$$SOAPWSIncludeTimestamp
set signature=##class(%XML.Security.Signature).CreateX509(cred,parts)
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905 AADT AR AYYRDIETE

PEETIE, 7 =F vy DX AV =AMEIL, SHA-1 7 ATV ALEHE LTRSS, %27 1~y F D <Signature>
ZHRITLLTOBIDISNTR0ET,

<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>waSMFeYMruQn9XHx85HqunhMGlA=</DigestValue>

T T TR AT A 2 AR A R EFRIET AL TEE T, ZD7=01T1E., ¥XML.Security.Signature D1 A
22D SetDigestMethod() Ay REMEONHLET, 515UTiE, LLTFDO~271 (%soap.inc 7 71 VTIRLE) DUWLT s
PEALET,

$$SSOAPWSshal (BEE)
$$$SOAPWSsha256
$$$SOAPWSsha384

$$$SOAPWSshab12

LUFIZZopItd,

do sig.SetDigestMethod($$$SOAPWSsha256)

>, A - A ==
A 3 X
96 V7 =F ¥+ *)IRDIETE
BEETIL, v 7 =F vfiiE, RSA-SHA256 7 /LT VR L% H L CEHAESIL, BX 27 1~ ¥ D <Signature> %
FKITLLFOFI DIV ET,
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-sha256'"></SignatureMethod>

---<SignatureVaIue>J+gACmdjkaanthA[parts omitted]</SignatureValue>

VT =F A RII BTNV ALERETHIEL TEXET, FD7=DI1E, ¥XML.Security.Signature MDA
AH L AD SetSignatureMethod() Ay RZFEONHLET, 51Ei2iE, L FD~271a (%soap.inc 7 7 A /VIZARTE) DUV
N EHERHLUES,

$$$SOAPWSrsashal
$$$S0APWSrsasha256 (UEE)
$$$SOAPWSrsasha3s4
$$$SOAPWSrsashas512
$$$SOAPWShmacsha256
$$$SOAPWShmacsha384
$$$SOAPWShmacsha512

Y RNEEARL G

do sig.SetSignatureMethod($$$SOAPWSrsasha512)
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<Keylnfo> MIEFRILAVYEDIETE

BEEDY T =F 4 TIVIVANIE T TERVWILITHEEL WES W, BHEIA|20L, EFHR—2LIZT 7R, [V
ATLEE] [XaT4) AT LEXAUTAL [VATLITAREF ) FAINSA—R] DAV UET, BEE
DT =F - TINIVXLEFRET DL T T aAZid, [BRED VT ZF v /vy a] EWVIOTULBANTHET,

9.7 <KeyInfo> MIEFRILA)YEDIETE

BEE Cld. <KeyInfo> B ) Exclusive XML Canonicalization (ZX > CIESILE, <KeylInfo> BEHRIILI T &5 4
\i—a—c

<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

FDORPYIZ, Inclusive XML Canonicalization |Z&> CTZOHEBREZEF LT 25E81T. UTOFIEEZFEITLET,

Set sig.SignedInfo.CanonicalizationMethod.Algorithm=$$$SOAPWSc14n

sig 1%, %¥XML.Security.Signature DAL AZ L AT,
ZO%E . <KeyInfo> [ZLL T OEFE THEEINET,

<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315">

98 LT ZF v DHEZRDENMN

WS-Security 1.1 <SignatureConfirmation> #8El, {5 L72 SOAP Av&—U M, Web 7747 L MZ J:o“Ci;
[EESNTZITEDERA~DISE THEMINTI L%, Web V74T LV IBHER CTELIDICLET, 747 REERIT
BASNETR, BAIINATIEOVEE L ZOAH=ALTIE, Web —E R, BF 2T 1~ %ﬁﬁ%
<SignatureConfirmation> EHRAENL, Web 7747 NI, Z? <SignatureConfirmation> 3% Gk
T&EET,

Web +—EZDEE | X 2T 1~ Z HE |2 <SignatureConfirmation> R A BT HITIT, ROEEEFE

TLET,

1. Web % —EZ®D WSAddSignatureConfirmation() A/ RZFEOHLET, 51812, X2V T4~y F EFZEOTE
W =F X ERELET, UL NIXE0f T,

do ..WSAddSignatureConfirmation(sig)

2. EHLEBY, SOAP Ayt —V &R ELET, "X T 1~y X EREOBIN O—KIRFIEZ SR T2
Uy,

ZDOAyRTIE, FEAYE—1T WS-Security 1.1 <SignatureConfirmation> ZENBNEE T, Securityln
TZIFENT-4 <Signature> ® SecurityOut 7' 11/37 ¢|C <SignatureConfirmation> EZENBIMNSNET,

Securityln |2V 7 =F ¥ RN E FIN TN EA | <SignatureConfirmation> B3, WS-Security 1.1 25> TH
REnTBERY value BMERL TBINSLET,

<SignatureConfirmation> EEAZRAET 2 H{EICOWTX, ">V =T Y OB O T =v 7" B R TTZEN,
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ERLBLVBBADIRESF—- =V DfE

InterSystems IRIS %, WS-SecureConversation 1.4 TEZIIN TV HLEHIZ <DerivedKeyToken> EH#E AR —hL
F7, #10 3 DO I T L FIEOREEEL T, B 5L B X OB 4 IZ <DerivedKeyToken> FEZ/ERL T
fERHCc&EEd,

W WS LEBLOWM G EFETLET, 2O /7“( UAZ I ELIC T 272012, ZNHDX A7 % 2 ([T L E
SR %ﬂ:é:%%@n’ﬂ?%/\ibtf (ZBAT DRI, %ﬂ:ké%@fﬁﬂ&é\bﬁ” BTSN,

10.1 §IE

<DerivedKeyToken> 3%, FIUFREER AT H72012, BEEH EZEEDIMSLL T CEHE A RE
D120 DOLDTY, WA 1L, ZOXFREEEFE L T, SOAP Ayt—OFREDE OB Bk, B4, x5 077
TarEFITTEET,

<DerivedKeyToken> Z4A kL CE T H121E, LT O FIEZEITLET,

1. —WElE T xR a ARk L E7,

2. A=V DOREROTT 4T DONREE M LT, fFEERT S{LLE9, 22k, <EncryptedKey>
BEDMERR S ET,

NBARE, E DT T AT AMDDER AT —ITE ENTND X509 GEA E NS HFAG TEET, £2i3, Fill
RFHZENTEET,

3. PSHAL 7YX LEMHHL T, ORI DHT LR RgEZ 3R L ET,

ZHUZEY, <EncryptedKey> EH#E A ST 5 <DerivedKeyToken> EEBZERIILET,
4. FLO AL TR S L 3B ATV ET,

NI DT —HER/IMETBT-DIL, ZNHDT VT AT AL R DR A 52 BRI LET,
5. <EncryptedKey> 3L <DerivedKeyToken> % Ayt —IZEDET,

InterSystems IRIS TlL. HAIRAEF— =T NRBIDOIRAF — b= N FESLLIEH TEET,
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10.2 <DerivedKeyToken)> MDYERKEIEN

SELLTC, ZO®7var Tl RO/ I a TUER RN T 77 48T AZOWTEALE7, F72.
<DerivedKeyToken> Z{ERK L, 2 & WS-Security ~vZ (BT 5 HEICOWCHAL LT, L FOFIEE-IT
YT Rvrar TATIN = —a a2l TEET,

1.

MBEZJRU T, %soap.inc A > 7 /V—R 7 7 A VR IRIAFET, ZOT7 7 A/VZIE, AT B EEEDOH D~/ a3
EFRINTNET,

2. AybB—VOREREROTTATAOERIEREY M EIFLET, T RS T ACILOEKE Ry NORTE” 25
L TEE N,
L2 ofcd,
ObjectScript
Set x509alias = "'servernopassword"
Set credset = ##class(%SYS.X509Credentials) .GetByAlias(x509alias)

3. EMIHEHEYMIESWHT, B bF— 2 EL £77, ZD7201213, %XML.Security.EncryptedKey 7 CreateX5090
TR A REFEOH L, 2 % H D515 $$$SOAPWSENncryptNone 5 ELE T, UL FIXZFOHITT,
ObjectScript

set enckey=##class(%XML.Security.EncryptedKey) .CreateX509(credset, $$$SOAPWSEncryptNone)
ZOA R, X FRE R L . <EncryptedKey> ~v X B3R % 7T %XML.Security EncryptedKey D2 A%
VAERRLUET, ZONyHERITL, FRESNIZEEE By M’NICHHABHEE TR 5L SN RFREED B Ein
i‘a—o
IRAEF—OFMEEL THEH TR 5L —21EK T 5556, &2 $$$SOAPWSEncryptNone 7213 " %
CreateX5090) @ 2 FH DB HELTHRELET,

4. REIIEUT, BIOT NI X LA AT DI 5l — DAL AZ L AZE T LES, "7y /iE AT L=
VALDIEE” BEIO "R E T VIV R LDIEE” 5 RL TSN,

5. WS=Security ~v& EF#E|Z <EncryptedKey> BEZZBMLET, £D7=DIZIL, Web 7TA4 7 MEZI1E Web
P —EAD SecurityOut 7' 11/37 (D AddSecurityElement() A/ REFEONHLFET, BT HERITHON
T. %XML.Security.EncryptedKey DAL AX L AZHEELET,

LLFiEZEof<cd,
ObjectScript
do ..SecurityOut._AddSecurityElement(enckey)
6. M b —IZHEANWT IREF— =2 ZERR L £3, 22X, %SOAP.WSSC.DerivedKeyToken ™ Create()
Ay REFEFRNHLET, ZOAYYRIE, LLTFO 2 2O5|1 8z B E7,
a. LU TEEMT 20 5% —,
b. IRAEF—DZON ST —E2ZRITLHIELEETL2SRA T T a, ZORKRRFNETIE,
$$$SOAPWSReferenceEncryptedKey L £,
PLUFIEZZEfHI T,
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ObjectScript

set refopt=$$$SOAPWSReferenceEncryptedKey
set dkenc=##class(%SOAP.WSSC.DerivedKeyToken).Create(enckey, refopt)

ZDAYRIX, <DerivedKeyToken> Z3E% 3 7 %SOAP.WSSC.DerivedKeyToken (DAL AZ L A%IRLET,

7. WS-Security ~v & BL#|Z <DerivedKeyToken> EHRZBANL £, ZD72DITIE, Web 7T A7 L MEIZIE Web
P —E 2D SecurityOut 7 12/37 D AddSecurityElement() AV REFEONH L F9, BN A= IT6L
T. %SOAP.WSSC.DerivedKeyToken DA AZ L AataEL£1,

LU IZZoptd,

ObjectScript

do ..SecurityOut.AddSecurityElement(dkenc)

8. SOAP Ayt —T%EFLET, "EX2UT (1~ X EZEOBIN O—EA7eTFIEEZSRL TIEIN,

10.2.1 /N I—33Y (BEERROZS <DerivedKeyToken> MYERK

K ERAY7 <DerivedKeyToken> HIER T&£9, 2L, <DerivedKeyToken> Z& M4 A/ Hi/2 1A TS, 20
B, LRI ET,
<DerivedKeyToken> %, Ay E—IIZEENEH A,

<DerivedKeyToken> #{# 72 EZNIZIB T, <SecurityTokenReference> E# (3, Nonce EM:a 45
ELET, ZOEMICIE, <DerivedKeyToken> [Zf X415 Nonce DAEAF EANET, Z4UX, JRAEF—h—
TUMBEBRIICE SV, SRRENT =7 D BIREL TWAZEE Ay E—V DA EH ITRLET,
5 2R <DerivedKeyToken> Z1ER 3 H121%, AR L7 — AR FIEEZE AL ET, 72720, 2 OEF SR HVET,
1. JRAEXF— b0 DAL AL AIZK LT, Implied 737 4% 1 IZERELET,
U320 f T,

ObjectScript

set dkt.Implied=1

2. WS-Security ~v & 3T <DerivedKeyToken> EHEEIBINLARNTITZEN,

<DerivedKeyToken> 23 Ay B —IZEENTWDHEE L ESTKFEILIICZDON =7 2L E T,

10.2.2 /1\JIT—33> :<EncryptedKey> M SHA1 7\ 1 DS R

ZONYZ—a (Web H—E 2 ECOLMEFATRE) Tl 2£1EH 1%, AvE—IT <EncryptedKey> B35E4 210
FHAN, RDOVIZZOF—0D SHAL NyiazmBZRLET, Web —ER L, BlEAVE—VTEZFELE
<EncryptedKey> BHRE S TEXET,

AR O— B 72 FIEZE AL ET23, L FOE L ARHET,
FlE 2-4 1 TA 7 aTY,
TFE 5 28 ML ET (<EncryptedKey> [ZIBAILRWN TS,
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FlE 6 T\ CreateQ) ZfE AL TIRAEF—-h—7 U ZEkT2L& 7T747 M bE A5 LT <EncryptedKey> %
T 272012, DB EEEAM L £T, £7/21%. <EncryptedKey> ZAERFE A DBE . ZNEROIDF 5L
LCERALET,

2 F H DB $$$SOAPWSReferenceEncryptedKeySHAL 5 E L £,
BIZIE, Web ZTAT U IBZAZ LT AY B = DAID <EncryptedKey> B4 951213, LLFOXHIZ
L/iTO

ObjectScript

set refopt=$$$SOAPWSReferenceEncryptedKeySHAl
set dkenc=##class(%SOAP.WSSC.DerivedKeyToken) .Create(,refopt)

10.3 BEB1E~D <DerivedKeyToken)> D{FEH

s5{kiC <DerivedKeyToken> % 1421213, L FOFIEZ FITLET,

1.
2.

1 DU EDOBXaVT (e~ X BRERE ST IHE. TOX2UT 1~ EREEERLET,

"<DerivedKeyToken> OERLEIENN” OFBIZINEST, <DerivedKeyToken> ZERL L, 2% WS-Security <~
HITBILET,

ZDOFNETIL, <DerivedKeyToken> D IAE|Z/2> TV % <EncryptedKey> EELERBLOBEMENHZ L
WZHEELTIEEN,

o b9 D% BRI T, ZOHEFIZH-SNWT <EncryptedData> EHREZIERLET, TDDIC

IZ. %¥XML.Security.EncryptedData ¢ Create() 772« AV RZMEONHLET, ZOFIETIL. L TOB | HEIEE
L\ijqo

a. JREF—-b—7r,

b. WEALT DT AT L, ALER ST DI, 205 BEEELET,

c. <EncryptedData> #37° <DerivedKeyToken> #& 42 k&g ETH~70, ZOTFUATHIE
PR—=FENTOAIEIL $$$SOAPWSReFerenceDerivedKey DT,

il 21X, <UsernameToken> k553 5I12iX, LT DXL ET,

ObjectScript

set refopt=$$$SOAPWSReferenceDerivedKey
set encryptedData=##class(%XML.Security.EncryptedData).Create(dkenc,userToken,refopt)

FlF ALERE ST HIE, LTI LET,

ObjectScript

set refopt=$$$SOAPWSReferenceDerivedKey
set encryptedData=##class(%XML.Security.EncryptedData) .Create(dkenc, ,refopt)

<ReferenceList> BHRA/EMRLFT, ZD7=DIT1E., YXML.Security.ReferenceList 77 AD %New() A/ K%
ML ET, LN IEEOHITT,

ObjectScript

set reflist=##class(WXML.Security.ReferenceList).%New()
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5. Z® <ReferencelList> N T, <EncryptedData> % #4457 <ReferenceList> Z/ELET, ZD7=HIZ
I%. & <EncryptedData> [ZxfL T, BL FOFIEZ FITLUET,

a. %XML.Security.DataReference ® Create() 77 A&+« Ay REMEONH L, B 5{LENTZT —H DAL AR A% 5|
HELUTIHRELET, ZOAYYRIL $XML.Security.DataReference DA AZ L 25K L ET,

b. ZRRUANDA L AZ L AD AddReference() A/ REFEFORHL, T —XSMDA L AX L A% L L THRE
S

LU IZZopIcd,

ObjectScript

set dataref=##class(%XML.Security.DataReference) .Create(encdata)
do reflist.AddReference(dataref)

set dataref2=##class(%XML.Security.DataReference).Create(encdata?)
do reflist._AddReference(dataref2)

6. WS-Security ~v 4 33| <ReferencelList> BREEBINMLET, FDDHIZIL, Web 7747 MEIE Web
H—EAD SecurityOut 7' 12/37 4D AddSecurityElement() A/ R&EFFOHLET, BT 2EEICKL T, &
YARNDA L AR AEARELET,

N2 optd,

ObjectScript
do ..SecurityOut._AddSecurityElement(reflist)
7. BX2VT (-~ FBEEERE LU E . 2H%E WS=Security ~vZ BERIZIBIMLET, ZD7=0I21E, Web

IIAT o NETZIE Web —E 2D SecurityOut 7’ 2/37 1D AddSecurityElement() A/ REFEFONHLET, 20D
BE LLTD 2 >O8 BN METT,

a. BX2UT (e~ FEER (COBEENSA LT YXML.Security.EncryptedData TiEH FHA),

b. ZHRUANDA AKX A, 2% B OB EE, OIDOF BB ET DT AT LD EGIT R ELE T, 51HH
A,B D34 InterSystems IRIS 13, A 728 B D% THAZ LR LET, THAETEL T ZEMBEBY AL
PEANTAERL | ZHUTIRE T AR S b3l ) T~ X ER A% TR LI91ZLF T,

U NIZZopItd,

ObjectScript

do client._SecurityOut._AddSecurityElement(userToken,reflist)

SOAP A XD IZE 5t L1284 . <EncryptedData> 23 <Body> D LU CHEIRNII G ENET,
8. SOAP Ayt —UZXELET, "EFXalT 1~y HXEZOBN O—MKNRFIEEZ SR TTZE0,

HIZIE. LTS5 47 o MAllo=a—Ri3, SOAP AL <UsernameToken> D F &S L £,

ObjectScript

// Create UsernameToken
set userToken=##class(%SOAP.Security.UsernameToken).Create(*'_SYSTEM",'SYS'")

// get credentials for encryption
set cred = ##class(%SYS.X509Credentials).GetByAlias(''servercred'™)

// get EncryptedKey element to encrypt <UsernameToken)

// $$$SOAPWSEncryptNone means that this key does not encrypt the body

set enckey=##class(%XML.Security.EncryptedKey) .CreateX509(cred, $$$SOAPWSENncryptNone)
//add to WS-Security Header

do client.SecurityOut.AddSecurityElement(enckey)
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// get derived key to use for encryption

// second argument specifies how the derived key

// refers to the key on which it is based

set dkenc=##class(%SOAP.WSSC.DerivedKeyToken) .Create(enckey,
$$$SOAPWSReferenceEncryptedKey)

//add to WS-Security Header

do client.SecurityOut.AddSecurityElement(dkenc)

// create <EncryptedData> element to contain <UserToken>
set encdata=##class(%XML.Security.EncryptedData) .Create(dkenc,userToken,
$$$SOAPWSReferenceDerivedKey)

// create <EncryptedData> element to contain SOAP body
set encdata2=##class(%XML.Security.EncryptedData) .Create(dkenc,""",
$$$SOAPWSReferenceDer ivedKey)

// create <ReferencelList> with <DataReference> elements that

// point to these two <EncryptedData> elements

set reflist=##class(WXML.Security.ReferenceList).%New()

set dataref=##class(%XML.Security.DataReference) .Create(encdata)
do reflist.AddReference(dataref)

set dataref2=##class(%XML.Security.DataReference).Create(encdata?)
do reflist.AddReference(dataref2)

// add <ReferencelList> to WS-Security header

do client.SecurityOut.AddSecurityElement(reflist)

// add encrypted <UserName> to security header;

// 2nd argument specifies position

do client._SecurityOut.AddSecurityElement(userToken,reflist)

// encrypted SOAP body is handled automatically

ZDITAT NI IRDIH A —T %k ELET,

<?xml version="1.0" encoding="UTF-8" ?>
<SOAP-ENV:Envelope [parts omitted]>
<SOAP-ENV:Header>
<Security xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""1d-658202BF-239A-4A8C-A100-BB25579F366B" >
<EncryptionMethod Algorithm="[parts omitted]#rsa-oaep-mgflp">
<DigestMethod xmlns="http://www.w3.0rg/2000/09/xmldsig#"
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal">
</DigestMethod>
</EncryptionMethod>
<KeylInfo xmlIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Keyldentifier EncodingType="[parts omitted]#Base64Binary"
ValueType="[parts omitted]#ThumbprintSHA1">5afOHv1w7WSXwDyz6F3WdM1lr6cM=
</Keyldentifier>
</SecurityTokenReference>
</KeylInfo>
<CipherData>
<CipherValue>tFeKrZKw[parts omitted]r+bx7KQ==</CipherValue>
</CipherData>
</EncryptedKey>
<DerivedKeyToken xmlns="[parts omitted]ws-secureconversation/200512"
xmlns:wsc="[parts omitted]ws-secureconversation/200512"
wsu: 1d="Enc-943C6673-E3F3-48E4-AA24-A7F82CCF6511"">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Reference URI="#1d-658202BF-239A-4A8C-A100-BB25579F366B''></Reference>
</SecurityTokenReference>
<Nonce>Gb JRvVNrPtHs0zo/w9NeOw==</Nonce>
</DerivedKeyToken>
<ReferenceList xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<DataReference URI="#Enc-358FB189-81B3-465D-AFEC-BC28A92B179C" ></DataReference>
<DataReference URI="#Enc-9EF5CCE4-CF43-407F-921D-931B5159672D""></DataReference>
</ReferencelList>
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""Enc-358FB189-81B3-465D-AFEC-BC28A92B179C""
Type="http://www._.w3.0rg/2001/04/xmlenc#Element">
<EncryptionMethod Algorithm="[parts omitted]#aes256-cbc'></EncryptionMethod>
<KeylInfo xmlIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Reference URI="#Enc-943C6673-E3F3-48E4-AA24-A7F82CCF6511"></Reference>
</SecurityTokenReference>
</KeyInfo>
<CipherData>
<CipherValue>e4//6aWGqold1Q7ZAF[parts omitted]KZcj99N78A==</CipherValue>
</CipherData>
</EncryptedData>
</Security>
</SOAP-ENV:Header>
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<SOAP-ENV:Body>
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""Enc-9EF5CCE4-CF43-407F-921D-931B5159672D"
Type="http://www.w3.0rg/2001/04/xmlenc#Content'>
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-chc'>
</EncryptionMethod>
<KeylInfo xmlIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Reference URI="#Enc-943C6673-E3F3-48E4-AA24-A7F82CCF6511"></Reference>
</SecurityTokenReference>
</KeyInfo>
<CipherData>
<CipherValue>Q3XxuNjSan[parts omitted]x9AD7brM4</CipherValue>
</CipherData>
</EncryptedData>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

BIOFIEL T, LD Web #—ER%, {5 AvE— T <EncryptedKey> %51, TN aEHHL T, IS& DS
T B4 A7 45 <DerivedKeyToken> Z4 kL £,

ObjectScript

// create <DerivedKeyToken> based on first <EncryptedKey> in inbound message;
// refer to it with SHA1 thumbprint

set refopt=$$$SOAPWSReferenceEncryptedKeySHAl

set dkenc=##class(%SOAP._.WSSC.DerivedKeyToken) .Create(,refopt)

do ..SecurityOut._AddSecurityElement(dkenc)

// create <EncryptedData> element to contain SOAP body
set encdata=##class(%XML.Security.EncryptedData) .Create(dkenc,""",
$$$SOAPWSReferenceDerivedKey)

// create <ReferencelList> with <DataReference> elements that

// point to the <EncryptedData> elements

set reflist=##class(WXML.Security.ReferencelList) . %New()

set dataref=##class(%XML.Security.DataReference) .Create(encdata)
do reflist.AddReference(dataref)

// add <ReferenceList> to WS-Security header
do ..SecurityOut.AddSecurityElement(reflist)

ZD Web —E 2%, IRD X7 A=V RELET,

<SOAP-ENV:Envelope [parts omitted]>
<SOAP-ENV:Header>
<Security xmlIns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<DerivedKeyToken xmlns="[parts omitted]ws-secureconversation/200512"
xmIns:wsc=""[parts omitted]ws-secureconversation/200512"
wsu: 1d="Enc-D69085A9-9608-472D-85F3-44031586AB35"">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd"

s01:TokenType=""[parts omitted]#EncryptedKey"
xmIns:s01="h[parts omitted]oasis-wss-wssecurity-secext-1.1.xsd">
<Keyldentifier EncodingType="[parts omitted]#Base64Binary"
[parts omitted]#EncryptedKeySHA1">
UBCEWXdUPs 1K/ r8JT+2KdwU/gSw=
</Keyldentifier>
</SecurityTokenReference>
<Nonce>nJWy1JUcXXLd4k1tbNgl10w==</Nonce>
</DerivedKeyToken>
<ReferenceList xmIns="http://www.w3.0rg/2001/04/xmlenc#">
<DataReference URI="#Enc-0FF09175-B594-4198-9850-57D40EB66DC3""></DataReference>
</ReferenceList>
</Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
<EncryptedData xmlIns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""Enc-0FF09175-B594-4198-9850-57D40EB66DC3""
Type="http://www._.w3.0rg/2001/04/xmlenc#Content'>
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc'>
</EncryptionMethod>
<KeylInfo xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">

<Reference URI="#Enc-D69085A9-9608-472D-85F3-44031586AB35"></Reference>
</SecurityTokenReference>
</KeyInfo>
<CipherData>
<CipherValue>Nz194WnuQU4uBO[parts omitted]xHZpJSA==</CipherValue>
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</CipherData>
</EncryptedData>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

104 ZZ 0 <DerivedKeyTokeny D1s A

B4 1T <DerivedKeyToken> Zfl 145121, L FOFIRZFEITLES,

. AEBEDOEF2VT 1~y FBRIZELTIHE EOEX2UT 1~y X BEREERLE T,

2. "<DerivedKeyToken> DIERLEIBIN” DFLBFICHES T, <DerivedKeyToken> Z1ERL . 2% WS-Security ~»
ZIEMLET,
ZOFNETIL, <DerivedKeyToken> DA% 272> TV 5 <EncryptedKey> EHRELERRBLUONBMENHZ L
WZHEB LTSN,

3. IRAEF— b=, <Signature> BREEIERLET, £D7-0HIZ1E. ¥XML.Security.Signature
Create() 77 A Ay REMFOHLET, LLFIXZEDOHITT,

ObjectScript

set dsig=##class(%XML.Security.Signature) .Create(dkt)

ZDA YR, <Signature> ~v X E#E 5T %$XML.Security.Signature DAL AX L AEIRLET, v/ =F v
X, HMAC-SHAL Z AV = Ak 7 /LTVR LEAE L, <DerivedKeyToken> [ZJ~ CHEERAY A FH S D %)
MEAE AL CHESINET,

<Signature> ZH (I, Ay —TOREEDESITE S ET, Fio, B0 EE TEET,

4. WS-Security ~yH BRIZT VXNV =F ¥ AEBILET, EDTDITIE, Web 7747 2 hETIEL Web H—E
AD SecurityOut 7' 11737 ¢ D AddSecurityElement() A/ R&ZFEONHLUE T, 51402, A FNETER L= 7 =
F A TN TELET, L N IXFOH T,

ObjectScript

do ..SecurityOut.AddSecurityElement(dsig)

BIzIE, L FDIIA4T7 o Milloz—R %, SOAP A CITEA4 L ET,

ObjectScript

// get credentials
set cred = ##class(%SYS.X509Credentials) .GetByAlias(''servercred™)

// get EncryptedKey element that does not encrypt the body

set enckey=##class(%XML.Security.EncryptedKey) .CreateX509(cred, $$$SOAPWSEncryptNone)
//add to WS-Security Header

do client._SecurityOut._AddSecurityElement(enckey)

// get derived key & add to header

set dksig=##class(%SOAP.WSSC.DerivedKeyToken) .Create(enckey, $$$SOAPWSReferenceEncryptedKey)
//add to WS-Security Header

do client.SecurityOut.AddSecurityElement(dksig)

// create a signature and add it to the security header
set sig=##class(%XML.Security.Signature).Create(dksig, ,$$$SOAPWSReferenceDerivedKey)
do client._SecurityOut._AddSecurityElement(sig)

72 Web H—E XD {RE



ELZ D <DerivedKeyToken> D {F

ZDITAT U MEIRDIH e A=V EIRELE T,

<?xml version="1.0" encoding="UTF-8" ?>
<SOAP-ENV:Envelope [parts omitted]>
<SOAP-ENV:Header>
<Security xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<EncryptedKey xmlns="http://www._.w3.0rg/2001/04/xmlenc#"
1d=""1d-6188CA15-22BF-41EB-98B1-C86D4B242COF"">
<EncryptionMethod Algorithm="[parts omitted]#rsa-oaep-mgflp'>
<DigestMethod xmlns="http://www.w3.0rg/2000/09/xmldsig#"
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal’></DigestMethod>
</EncryptionMethod>
<KeyInfo xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference
xmlns=""[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Keyldentifier EncodingType="[parts omitted]#Base64Binary"
ValueType="[parts omitted]#ThumbprintSHA1l">5afOHv1w7WSXwDyz6F3WdM1lr6cM=
</Keyldentifier>
</SecurityTokenReference>
</KeyInfo>
<CipherData>
<CipherValue>VKyyi[parts omitted]gMVfayVYxA==</CipherValue>
</CipherData>
</EncryptedKey>
<DerivedKeyToken xmlns="[parts omitted]ws-secureconversation/200512"
xmIns:wsc=[parts omitted]ws-secureconversation/200512"
wsu: 1d="Enc-BACCE807-DB34-46AB-A9B8-42D05DOD1FFD"">
<SecurityTokenReference
xmlns=""[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Reference URI="#1d-6188CA15-22BF-41EB-98B1-C86D4B242C9F"></Reference>
</SecurityTokenReference>
<Offset>0</0Offset>
<Length>24</Length>
<Nonce>1gSfzJ1jje710zadbPXf1Q==</Nonce>
</DerivedKeyToken>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
</CanonicalizationMethod>
<SignatureMethod Algorithm="[parts omitted]#hmac-shal"></SignatureMethod>
<Reference URI="#Body-B08978B3-8BE8-4365-A352-1934D7C33D2D"">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"'></Transform>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal'></DigestMethod>
<DigestValue>56gxpK1mSVW7DN5LUYRvgDbMtOs=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>aY4dKX17zDS2SF+BXIVTHcEituc=</SignatureValue>
<KeyInfo>
<SecurityTokenReference
xmIns=""[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Reference URI="#Enc-BACCE807-DB34-46AB-A9B8-42D05DOD1FFD"'></Reference>
</SecurityTokenReference>
</KeyInfo>
</Signature>
</Security>
</SOAP-ENV:Header>
<SOAP-ENV:Body wsu: ld="Body-B08978B3-8BE8-4365-A352-1934D7C33D2D"">
[omitted]
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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FICAYE— N TR LE B FITCEXET, IZEALDEA . BRROE N7 T L FiEE B H A D
THZENTEET, 22Tl BEOT T IO TRBALET,

1.1 ERMEzEALTEALTHALREILTHAE

FERFREA L CTBL L ThbIE BL 3 512iE, L FOFIEEZIZTLET,
1. "TUHN T =T DB O FNEEEITLET,
2. "EF2VT A~ FEBOWE AL OFFIREFATLET,

FIZiL, "SOAP R DIFAL” D FMEEFATLE T,

112 SERMEZEALTESELTHALER T DHIA

FERTRBEAEFIL T SOAP ALDBERE BAEL CHBT DR 27 =F Y& BT BT, BT O FIEEFATL %
ﬁ—o

1. "SOAP KIXLDKF 5" OKFIEEFEITLET,
2. TTUHN T =T DB O FIEEFEITUET,
XA FEHL EEOEX 2T 1 -~ X BERERE Bl TS T VXL -7 =F v BT 512, & AL

~LD <ReferenceList> BREAFHTAVLERHVET (COBEHRIT, ZORF2 A MDOMOE 5 TIIMLEHYFE
HATLE), ZO%E ., LTOFIRZEITUET,

1. "EXaUT7 0~ XBEOR 5L OFNE 1 ~ 4 ZFETLET,

2. BeXaVT (X BEHRERE ST DL, TOEHITHSWT <EncryptedData> BEAERLET, =0
72121, %XML.Security.EncryptedData @ Create() 77 A+ A/ RZM-ONHLET, ZOFIETIE LLTFD 3 o
DB R CEREELET,

a. BIOFNETIER LI BILX— DAL ZZ L A,
b, BEALTAEXa2YT (-~ X EHE,
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Ex=)

c. <EncryptedData> 355l — DAL AL 2% T 52 E TS
$$$SOAPWSReferenceEncryptedKey,

LLUFIE#of)cd,
ObjectScript

set refopt=$$$SOAPWSReferenceEncryptedKey
set encdata=##class(%XML.Security.EncryptedData).Create(enckey,userToken, refopt)

3. <ReferencelList> EELIEHRLET, TD7=0I21L., ¥XML.Security.ReferenceList 77 AD %New() A/ K%

FEONHL £, A M2 TH,
ObjectScript
set reflist=##class(WXML.Security.ReferencelList) . %New()

4. Z® <ReferencelList> N T, <EncryptedData> E## {57 <Reference> Z{EL £T, TD7=DITIE,

% <EncryptedData> (XL C, LA FOFNEEEITLET,
a. %XML.Security.DataReference ¢ Create() 77 A« A/ REMENH L, B 5{bENTZT —F DAL AR Ak |
L THEELET, 2O A/ Y RIE %¥XML.Security.DataReference DA AZ L A& K LF 1,
b. ZRRUALDAL AL AD AddReference() Ay RERFRHL, 7 =2 B O AL AZ L 2% 51 HE LU THRIEL
ESp
LRI f<cd,
ObjectScript
set dataref=##class(%XML.Security.DataReference) .Create(encdata)
do reflist.AddReference(dataref)

5. WS-Security ~v# ZE#|Z <ReferenceList> BEZEBNMLET, D=L, Web 7747 FEF-1X Web
P —EAD SecurityOut 7’ 12/37 ¢ D AddSecurityElement() A/ R &L ET, BN AEEZ KL T, B
YANDA L AR 25 ELET, LLFIXZORI T,

ObjectScript
do ..SecurityOut._AddSecurityElement(reflist)
HIR <ReferencelList> EHE(|L, ZDOMODT AT L& BT HRENGEMNTD2HLERHVET,

6. WS-Security ~v# HEFEZ <EncryptedKey> EF % BIL £9, AddSecurityElement() Zfi L F9, LLFid%
DOHFITH,

ObjectScript
do ..SecurityOut._AddSecurityElement(enckey)

7. B LSz X2 UT (-~ X EHE % WS-Security ~v X BERIBIMLET, ZD7=DI2iE, Web 7T A7
721% Web $—EZA® SecurityOut 712,37 ¢® AddSecurityElement() A RZEONHLET, ZOHE . LLFD
2 SOR|ERRELET,

a. FHARIARTe XY T (o~ FEHE (FOHEFIZH S ¥XML.Security.EncryptedData DA AX L ATI72
VY,
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b. BB X — AL AZ R, 2 F B OFIEIL, OIDOFIBBIEET DT AT LOBELGITEHEELET, 518
M AB D4 InterSystems IRIS 1, A 23 B D% THOHZ LR LET, ZNEFRETL T, ZEM K1k
F—Z I PNCALERL  ZHUTRTE T AR b a2 T ¢« ~o X EFE 1% T T 539012 F T,

IR opTd,

ObjectScript

do ..SecurityOut.AddSecurityElement(userToken,enckey)

FoE, R LSBT -~ X B <Signature> DA YT AddSecurityElement() Z{# FHL
\i—a—c

8. "TFUHI T =F DB OXFINEEFEITLET,
9. SOAP AvE—U%ZEFLET, "EX2UT (1~ X EZEOBIN O—BE7eTFIEEZ SR TTEIN,

1.3 AMEzEALTERALTILIESILT 57E

SR L TEA L DR BT 512i3, L TORIAEZFEITLET,
1. "5k ~D <{DerivedKeyToken> Offi ffl” D& FIAEFZITLET,
2. "EH ~D <{DerivedKeyToken> O H” D& FINEZEFTLUET,

11.3.1 <DerivedKeyToken> EX D {#

LU F OB T, szl AL TEA L B S b L ET, Avb—U%% (58 DO 2AB#E% 4 L C <EncryptedKey>
BRAERR L., ZHEE AL T 2 2D <DerivedKeyToken> %3 (B4 HEm5{LH) 24k L £9,

ObjectScript

// create UsernameToken
set userToken=##class(%SOAP.Security.UsernameToken) .Create(*'_SYSTEM","SYS'™)

//get credentials of message recipient
set x509alias = ''servernopassword"
set cred = ##class(%SYS.X509Credentials).GetByAlias(x509alias)

//get EncryptedKey element
set enc=##tclass(%XML.Security.EncryptedKey) .CreateX509(cred, $$$SOAPWSEncryptNone)
do client.SecurityOut.AddSecurityElement(enc)

// get derived keys

set dkenc=##class(%SOAP_WSSC.DerivedKeyToken) .Create(enc,$$$SOAPWSReferenceEncryptedKey)
do client._SecurityOut.AddSecurityElement(dkenc)

set dksig=##class(%SOAP.WSSC.DerivedKeyToken).Create(enc, $$$SOAPWSReferenceEncryptedKey)
do client.SecurityOut.AddSecurityElement(dksig)

// create and add signature
set sig=##class(%XML.Security.Signature).Create(dksig, ,$$$SOAPWSReferenceDerivedKey)
do client._SecurityOut._AddSecurityElement(sig)

// ReferenceList to encrypt Body and Username. Add after signing

set reflist=##class(WXML.Security.ReferencelList) . %New()

set refopt=$$$SOAPWSReferenceDerivedKey

set encryptedData=##class(%XML.Security.EncryptedData) .Create(dkenc,userToken, refopt)
set dataref=##class(%XML.Security.DataReference) .Create(encryptedData)

do reflist.AddReference(dataref)

set encryptedData=##class(%XML.Security.EncryptedData).Create(dkenc,"",refopt)

set dataref=##class(%XML.Security.DataReference) .Create(encryptedData)

do reflist.AddReference(dataref)

do client.SecurityOut.AddSecurityElement(reflist)

Web H—E XD RE "



ESILEERDHEAEDLE

// Add UsernameToken; force after ReferenceList so that it can decrypt properly
do client._SecurityOut._AddSecurityElement(userToken,reflist)

ZDITAT U MEIRDIH e A —TEIEELE T,

<SOAP-ENV:Envelope [parts omitted]">
<SOAP-ENV:Header>
<Security xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<EncryptedKey xmlIns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""1d-AOCBB4B7-18A8-40C1-A2CD-COC383BF9531"">
<EncryptionMethod Algorithm="[parts omitted]#rsa-oaep-mgflp'>
<DigestMethod xmIns="http://www.w3.0rg/2000/09/xmldsig#"
Algorithm="[parts omitted]#shal'></DigestMethod>

</EncryptionMethod>
<KeylInfo xmlIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">

<Keyldentifier EncodingType="[parts omitted]#Base64Binary"
ValueType=""[parts omitted]#ThumbprintSHA1l">
5afOHv1w7WSXwDyz6F3WdM1lr6cM=</Keyldentifier>
</SecurityTokenReference>
</KeyInfo>
<CipherData>
<CipherValue>fR4hoJdy4[parts omitted]Gmglxg==</CipherValue>
</CipherData>
</EncryptedKey>
<DerivedKeyToken xmlIns="http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512"
xmIns:wsc="http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512"
wsu: Id="Enc-43F73EB2-77EC-4D72-9DAD-17B1781BC49C"'">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">

<Reference URI="#1d-AOCBB4B7-18A8-40C1-A2CD-COC383BF9531"></Reference>
</SecurityTokenReference>
<Nonce>Q1wDtOPSSLmARcy+Pg49Sg==</Nonce>
</DerivedKeyToken>
<DerivedKeyToken xmlIns="http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512"
xmIns:wsc="http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512"
wsu: 1d=""Enc-ADE64310-E695-4630-9DA6-A818EF5CEE9D"">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">

<Reference URI="#1d-A0OCBB4B7-18A8-40C1-A2CD-COC383BF9531"></Reference>
</SecurityTokenReference>
<Offset>0</0ffset>
<Length>24</lLength>
<Nonce>PvaakhgdxoBVLR611j6KGA==</Nonce>
</DerivedKeyToken>
<ReferenceList xmIns="http://www.w3.0rg/2001/04/xmlenc#">
<DataReference URI="#Enc-F8013636-5339-4C25-87CD-C241330865F5'" ></DataReference>
<DataReference URI="#Enc-CDF877AC-8347-4903-97D9-E8238C473DC4''></DataReference>
</ReferencelList>
<EncryptedData xmlIns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""Enc-F8013636-5339-4C25-87CD-C241330865F5""
Type="http://www._.w3.0rg/2001/04/xmlenc#Element'>
<EncryptionMethod Algorithm="[parts omitted]#aes256-cbc'></EncryptionMethod>
<KeyInfo xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">

<Reference URI="#Enc-43F73EB2-77EC-4D72-9DAD-17B1781BC49C""></Reference>
</SecurityTokenReference>
</KeyInfo>
<CipherData>
<CipherValue>ebxkmD[parts omitted]ijtJg==</CipherValue>
</CipherData>
</EncryptedData>
<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
</CanonicalizationMethod>
<SignatureMethod Algorithm="[parts omitted]#hmac-shal'></SignatureMethod>
<Reference URI="#Body-COD7FFO05-EE59-41F6-939D-7B2F2B883E5F"">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"></Transform>
</Transforms>
<DigestMethod Algorithm="[parts omitted]#shal'></DigestMethod>
<DigestValue>vic7p2selz4Wvm1lnAX67p0OxF1VI=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>TxI1Bad4a8wX50FN+eyj jsUuLdn7U=</SignatureValue>
<KeylInfo>
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">

<Reference URI="#Enc-ADE64310-E695-4630-9DA6-A818EF5CEE9D " ></Reference>
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</SecurityTokenReference>
</KeylInfo>
</Signature>
</Security>
</SOAP-ENV:Header>

<SOAP-ENV:Body wsu: 1d=""Body-COD7FFO5-EE59-41F6-939D-7B2F2B883E5F"">
<EncryptedData xmIns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""Enc-CDF877AC-8347-4903-97D9-E8238C473DC4""

Type="http://www._.w3.0rg/2001/04/xmlenc#Content'>

<EncryptionMethod Algorithm="[parts omitted]#aes256-cbc'></EncryptionMethod>

<KeyInfo xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">

<Reference URI="#Enc-43F73EB2-77EC-4D72-9DAD-17B1781BC49C""></Reference>

</SecurityTokenReference>
</KeyInfo>
<CipherData>

<CipherValue>vYtzDsv[parts omitted]GohGsL6</CipherValue>

</CipherData>
</EncryptedData>
</SOAP-ENV: Body>
</SOAP-ENV:Envelope>

1.4 WMEZEALTHESELTHALERT OHIA

SRR fE L TR B L T BE4A 35123, LT OFRIAZEITLET,
1. 74~ <DerivedKeyToken> O H” D& FNEEZFEITLET,
2. "HKE S b ~® <DerivedKeyToken> O H” OF-FINEZEITLET,

115 X2 T4 ~"NVEIERDIERF

L EFEATTDNAFC, ¥ 2T BB LX) T 1~y X BINT 2N ERHVET, AvE—TUZEHIT,
RIS ML T Ay B — VAo E% ETUBL TX O M ERHY £,

AT OT =7 M, st trgda i L7z &0, fEREL TIRON D EF 2V T 1« ~y X EREDNAF DY AN R L T

ET (COTFTIA TR, RTINS T4 7 2L ET),

ZELZLTHLIESIE
1. ZOOANVTER
2. <EncryptedKey>

3. <Signature>

ESELTHOESR

1. ZTOfMDOAVFTER
2. <EncryptedKey>
3. <Signature>
4. <ReferencelList>

AT DT =7 3 el AL 72L&, fEREL TIRDN D xR 2U T 1« oy X BEREDNAFF DY A R L T E

T (O FIA T, MHFANAT o T HFEHLET),
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EZLTHLESIE

1. ZOMOAYTER

2. <EncryptedKey>

3. <DerivedKeyToken>
4. <DerivedKeyToken>
5. <ReferencelList>

6. <Signature>

ESELTHOESR

1. ZOMOAYTER

2. <EncryptedKey>

3. <DerivedKeyToken>
4. <DerivedKeyToken>
5. <Signature>

6. <ReferencelList>
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ZORY 7T, InterSystems RIS Web H—E RE7= 1% Web 75 AT L M Z{ELT- AV E—V DX a2V T 1 EFEE M
FET D HE (BROR S LSNT-NEE B BRI G5 515 IZOWTEHLE 9,

121 f1 &

InterSystems IRIS Web H—E 2B LN Web 7747 Tl 18 SOAP Avt—® WS-Security & Bsx DI
FE. BEOEEAYE—Y 0 HEMRG2FEITTEET,

InterSystems IRIS Web —Y 2B LN Web 7T AT h Tl BAEAD SAML 7H—a «h—J 0 BB T, &
T =T o EETAZLL TEXET, 72770, SAML 7Y —3 a> OREMOMEET, 77V 7 —ar IOV ERHYE
T,

X 2VT 4 RV —Z AL TODEE . BIROT X TCOT 77487 11X BB TOIVET,

T _RTOUFUAIZIBNT, InterSystems RIS 1X, L—MERGEAEDaL 7o aZ2EHALET, "REBIOZEO
D—WEV2T 7T 48T 4" B R TLTEEN,

12.2 WS-Security A4 DIREE

F18 SOAP Ay —UITit iR &7z WS-Security ~v & ERERFET DI, IROEBEEZEITLET,

1. Web H—ERFEIE Web 7547 M C. SECURITYIN NFA—FEHRELET, L FTOEOWT I EFHHALE
—g‘o
REQUIRE — Web H—t AF721% Web 7747 > M, WS-Security ~v# BREMRFEL, N —BERHLHA .
FFIZOEZ N R OB WSS T T —E2 L ET,

ALLOW — Web H—EZF7=1% Web 7547 > ME, WS-Security ~v & BEHEAHRIELET,

WTNOGEAL, Web —E AR Web 7747 T, ~ X EF#E <Timestamp>, <UsernameToken>,
<BinarySecurityToken>, <Signature>, }3J U <EncryptedKey> DRFESIVET, F/2, ~v& D SAML
7Y —a Al WS=Security 7 =F ¥ DMFIET DA 1E, ZRbRGESET, LEIZISC TAyE—Y DRt
FITSNET,

BRECRIT D8, 2T —PNIRSNET,
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BIEAYE—D DRI

FANBL RN TNy a—F 4 2T % SECURITYIN /35 A—Z|Z1%. ZOMIZLLT O 2 SOELHRE
=¥,

IGNORE — Web —E 2F72iE Web 77 A7 M, “CSP #¥iEE WS—Security” OFEEHDIHIZ
<UsernameToken> LIAA D WS-Security ~v & BEF#EA AL ET,

%7 HIME DD ZOENPEEEETY,
IGNOREALL — Web Y—Y 2 FE721F Web 7T 47 ME, WS-Security ~v & BEFE A+ N CEHEL ET,

ERBNL, " Ay 2= DS DOH)” #ERRLTITZEN,

FBR SECURITYIN /8T A—=# %, BEfHT O (FL Ty AV ENT) 7 T A B 2T R —03 D
DA, SN ET,

12.3 WS-Security A4 D SAML 7H—30ADT7Ht R

WS—Security ~v & B (Z <Assertion> ZEENEG FILTNHE A, InterSystems RIS Web %—E ZA£721% Web 7
FAT R TIHE, £D SAML 7Y —ar Oy 7 =F ¥ BN HEICHRGES N E T (BASNTWDLEE),

TR WAL, B ESNZEFFAEN VLI T, InterSystems [RIS DN EH #MEE CEADIL, FHEEAE L
) é’ W, BALFME OFEREND, InterSystems IRIS MMEFE T HERFEAEES (CA) DB O B4 GEHEE
TOEBELFHEDFFHETF = — L BRGFECED5ATY,

72720, T —rar NHEIICRGESNAZ LTSN FE A, a— R TV —a ZBEL ., 2 ERGET 20 E NS
DNEJ,

SAML 79— a7 78 AT BI20E, BXaUT 1~ X HEED <Assertion> BEE BOFTET, D701
WRDIHZ, =B AFEZIITTAT D Securityln 7 237 ¢ @ FindElement() A/ R&{FEHLET,

ObjectScript

Set assertion=._Securityln.FindElement(*'Assertion')

ZIUZEY %SAML Assertion DAL AZ L ANEINET, BB TIOF T V= DT /Tt EELE7,

124 A2 A3 AFB5EE WS-Security

InterSystems IRIS Web ¥ —E 2T, IRIS %—/3¢ Web r—E R ea—R &) 2 DDOBIED A =X L03E HI T
WAZEZRBHRL TR B ET,

BHR—H/LT, Web 77U —2a AZFF RISV T UBer vi ce_WebGat eway —E A~DT 7 A% il
THRIEE—REEELET GEHL, XA LAX T BIO2—F4 =70 D) 5 IR TLIEEN, £t

DY FAERIL, "Web 77V r— 2" 2B TLEEW, USRI =R A7 v ar #8IR455, Web 77U —
g InterSystems IRIS D—W L LRRAT —RDO_XT %57 ANAZENTEE T, TNEA L AL ARIES

EOVET,

ZHEITRINT, Web H—E 2T InterSystems IRIS D—H 4 LAY —RORT A2 R$TAHZLL TEXFET,

ZOMEREIZLL T OIITEHE L THEREL £,
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tXa)T~NVEFERORE

1. A=Y O, Web —E 2T, <Security> EFHEND~Z EEDIFAENT =7 SNET, 72771,
ZOEZONKIIHIESNEE A,

2. <Security> ~vX EENFEE T, SECURITYIN 737 A—4 R REQUIRE Th oA, Web —E A1, 741
FH DL TR TLET,

3. <Security> ~vZHF#|Z <UsernameToken> EENHHHA X, UL FOIITEESET,

Web 77V —a Al ISRT—R1 A7 va#@R 358, Web —E Z|X <UsernameToken> EE %5t
P B TEIPHL—WL ERAT—REZEEL, Web 77V r—vaicnZ A LET,

Web H#—t" &%, SECURITYIN /3T A—XD{EE DfE (IGNOREALL Zf&R<) IZx L CZNEFEITLET,

a—YP4 1% SUSERNAME #5kZE4 s Web Y—E 2D Username 7' /37 ¢ C&x 4, AU —RIZ
fERHCcEFERA,

[SRT—KR] A7 va Z@RIRUWES . /' 03 ThhEt A,

IR SECURITYIN /8T A—& (% Bh#ATT O (FLTaL AL ENT) KRR T A X 20T 1 RIS —03%
L6, BRI ET,

125 X1 T4 ~"NYFEZDIE

LA~ TiE, WS=Security ~v & BEFRE OB AY DALELABINT AU ERHHZELHNET, ED7-HI1Z1E, Web H—
EREZIL Web 77 AT b Securityln 7037 4 B ERALET, —ERE2IETTAT M WS-Security ~v 4
BREZE LGS ZOT T 41X, 2O~y X B %A 5T %SOAP.Security.Header DA AX L ATV ET, LA
TIXFDFICTT,

ObjectScript

Set secheader=myservice.Securityln
ZL T, ZDALAB L ZADIRD A yRDOWNTEH AL T, ~oZ BEREESFLET,

FindByEncryptedKeySHA1()

method FindByEncryptedKeySHAl(encryptedKeySHAL1 As %Binary) as %SOAP.Security.Element

FETE D EncryptedKeySHAL 54%i2%1ii 95 <EncryptedKey> EHEHX—Z2IKL£T, ok, —EHT5
HOVRWGEIX, ZZOFHNEIRLET,

FindElement()

method FindElement(type As %String, ByRef pos As %String) as %SOAP.Security.Element

FLfE pos DR T, FEESNIAAT ORAIDEFX 2V T A ZF 2B LEYS, —HTDLODBRNGEE AV YR
ZEDILTINEELET (pos & 0 ELTIRLET),

” ”

type (Z1%. “Timestamp”. “BinarySecurityToken”, “UsernameToken”

AHRELET,

Signature”., £7-1% “EncryptedKey”

FindLastElement()

method FindLastElement(type As %String, ByRef pos As %String) as %SOAP.Security.Element
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BIEAYE—D DRI

FBEDIAT DR DX 2V T EEZEZRLET, — BT DLDON72WNGE . Ay RIFZEOLFH KLU ET
(pos & 0 LLTGRLET),

type OFEMMIL, FindElement() @ M AB ML TLZEW,

INHTRTOAYRIE, BERAATITGT T, %SOAP.Security.Element DAL AX L AETNILL FOHV T 7T AD A
AL ADNT IR L ET

BRHM4T FERENDY TSR

"Timestamp" %SOAP.Security. Timestamp
"BinarySecurityToken™ %SOAP.Security.BinarySecurity Token
"UsernameToken" %SOAP.Security.UsernameToken
"Signature” %XML.Security.Signature

SET, 7R 7L AE BB TS,

126 V0 ZFxDERDFTvY

WS-Security 1.1 <SignatureConfirmation> #gi%, S5 7= SOAP Ayt —U70% Web 7747 L MZEoTik
FEEINTITCDERADIEE THERSNT-Z L%, Web V74T VIR CEDINILE T, 7747 o MERITIE K |
BASNWETD, BAIFLATIIHVET Ay ZOAT=AL T, Web —ER L, BFX2UT 1~ X HHEI
<SignatureConfirmation> EHRAENL, Web 7747 NI, Z? <SignatureConfirmation> %L
TEET,

Web 7747 MDY Web —EZBZAE LIZISEND <SignatureConfirmation> EEAFRAET HIZIX,
Web 7747 . ;@ WSCheckSignatureConfirmation() A/ R&EFWNHELET, ZDOAY Y RIE,
<SignatureConfirmation> BERNERNRGEIT true 2, FILLAOEFEIT false ZILFET,

Web H—EZAWNE(E T DAY= =F Y OMERAZ BN 2 EICHONWTE, "V 7 =F v Ol DB %5
HRLTLZE W,
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TERILBEDIER

InterSystems IRIS iZ, WS—SecureConversation 1.3 fIERIZHE- T, ZERRBEEZV R —FF9, ZNEITHOERD G HR
FEE, B 2T 4R —ZER L, Web h—ER/7T7AT U MERT AV —RD [Ri€Etyiay (REWBEIE) &/
TR AT arHERTAIETT, BOA T ait, 2O Y7 THATAL01C, FEICLERmE R VER T
BHZETT,

13.1 § &

LEATIE T, Web 7947 U M, SO ERE Web ¥ —E R IZKLTFTV ), <SecurityContextToken> %A

LAy —VaZELEY, ZOEFRITIE, WA DMEH TSP T E T TV E T, ZOFHIT
WH DL TOLIFMEIESRUET, ML b= DEHRDET, if:&iﬁ?%?‘/}%ﬂ\_&‘/?&ﬂﬂ’
RNV TLET, ZOMHEEZ DR DA =D A TEET,

ZIBDZ AT <SecurityContextToken> Z B4 32 (ZAUTB D LETA) OTIFL, lF L, 2O~
76 <DerivedKeyToken> £ L, T a1k, B4 Mot BLOT T =F v MRGEICAE AT 0B8R H) E
—g—O

LERERIT, LTONT O FIETHRETEET,
WHNT A b 2o b —EEFE T D56 W& B3R THE, 2k, —&KRs U4 TT,
DIGAT UV NINTUH I IFAT o h v ha—lE R ET D50, 7747 NBMEIE,
P —ERNTH b —E R bR — AR E T D5 E . AR E,

13.2 ZEIBEDFR

Web 7747V MI. BRBEZBIEL £, InterSystems [RIS TZILEITHIZIL, Web 7747 FNTLL FOFE
EFERITLET,

1. SOAP RLZEWEF AL LET, 774 T U IREELIZERIIE, RET DV ERHLERN G TN TNET, 201
i, SOAP RALNICREFSNET,

VENZISU T, IDOTIETER Ay =V %L ET,
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2. %SOAP.WST.Entropy ® CreateBinarySecret() A/ RZOHLET, ZORXYRIE, T H L ITAT b2 b
O —%RKTITADA L AR AR L ET, ZOAYRIE, 1 D058 OSAMNEALO = hat’—DH 4 X) ZH
NET,

LR optd,

ObjectScript

set clientEntropy=##class(%SOAP.WST_Entropy) .CreateBinarySecret(32)

ZDA VAL AT, <Entropy> ERBIOZIUIE £45 <BinarySecret> 2K L £7,

3. %SOAP.WST.RequestSecurityToken ¢ CreatelssueRequest() 77 A AV RZMEOINHLET, ZOAVYRIL, ZZ48
IRBEEERT DD TAT U IMER T 5, ZOVTADA AR AR L ET, ZOAYyRIZIX, LLFO5]
BRHVET,

a. Interval, ZRES N2 h—2 0 ORI, BEEIX 300 B CT7, i E LRWIGE | 220 A%
MLET,

b. clientEntropy, BIDOFNETIER LT TFA T v he o bmt— 47V =7k GEYT 558,

c. requireServerEntropy, ¥—/37% <SecurityContextToken> Z{EK T HE&IZH — N bt —&{#
TAHUBENHDEINEINEIRET DT VT AE, BEEMEIL False TY,

set RST=##class(%SOAP_WST.RequestSecurityToken) .CreatelssueRequest(300,clientEntropy,1l)

4. F7F 3T, %SOAP.WST.RequestSecurityToken A2 A% 2D ComputedKeySize 7 /37 (& 48 EL £7°,

5. Web 7747 h® StartSecureConversation() Ay REZFEWNHLET, ZOAVYRIL, W& 2MEHA TE5
<SecurityContextToken> Z K325 Web r—ERZAVyE—VZEEFELET, ZOAVYRIX, 1 2O5 % (71
DOFNED %SOAP.WST.RequestSecurityToken DAL A% A) ZEDF T,

ZOAIYRIF, AT —H A a—RERT DT, =R TIDOAT —H A a—R BT HLENHET, JEE MK
Wa R 38E . 7747 R0 SecurityContextToken 7' 2/ X7 (121X, 7747 VM HiIRE T2

<SecurityContextToken> %% 7 %¥SOAP.WSSC.SecurityContextToken DAL AX L AN E N ET, ZOHE
T, WMEDH b, B4 ot BEOY 7 =F v RGECE H CEL PR BT o F M E g,

6. <SecurityContextToken>#f L C, MEIGL TEF 2T 1~ X EFEELET, "<SecurityContext-
Token> OffE " ZZ ML TSN,

LITIChlZRmRLET,

ObjectScript

//encrypt the SOAP body because it contains part of the shared secret key
Set x509alias = ''servernopassword"

Set cred = ##class(%SYS.X509Credentials) .GetByAlias(x509alias)

set enckey=##class(%XML.Security.EncryptedKey) .CreateX509(cred)

do client._SecurityOut._AddSecurityElement(enckey)

// if client entropy to be passed

set entropy=##class(%SOAP.WST.Entropy) .CreateBinarySecret(32)

// request with 300 second lifetime and computed key using both client

//and server entropy.

set RST=##class(%SOAP._WST.RequestSecurityToken) .CreatelssueRequest(300,entropy,1)
set sc=client.StartSecureConversation(RST) ; sends a SOAP message
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InterSystems IRIS Web —E X[Zd&k % WS-SecureConversation DS R—rDEH L

13.3 InterSystems IRIS Web H—E X[Z&5
WS-SecureConversation DY HR—rDEH AL

RARIRWEIEIE, Web Z7TA4T L R08 Web h—ERZAyE—V %R EL TR ARIBEZERUIZEXICHASNET,
JE T, Web H—E AL, W& 23l I T&% <SecurityContextToken> Z4{EL £,

InterSystems IRIS Web $h—EZNZDM—7 2 L TUGE TEXAIHITTHITIL, Web —EZD
OnStartSecureConversation() A/ Ra 4 —/X—F AR LET, ZOAYRIZIL, LLFO 7T =F ¥ 3 H0ET,

Method OnStartSecureConversation(RST As %SOAP.WST.RequestSecurityToken) As
%SOAP .WST .RequestSecurityTokenResponseCollection

ZOAYRE, BLFEETLET,

1. SOAP AAM; B4 L F7 ., OnStartSecureConversation() BEE L= Ay E—I 1213, R#ET AL ERHDHERN
HENTCONET, ZOFEIZ, SOAP ASTNICHRFRSE T,

VELIEC T DO HTETAY =V REL £ T,

2. A3l T, %SOAPWST Entropy @ CreateBinarySecret() A/ REFEONHLET, ZOAVYRIL, T A LY —
N Mt =2 R T ITADA L AZ L AR LET, ZOAYRIE 1 DDO518 OSA LD = hre—n
AR) ZTVET,

LN IZZofIcd,

ObjectScript

set serverEntropy=##class(%SOAP.WST_Entropy) .CreateBinarySecret(32)

ZDA VAL AT, <Entropy> EHRBIOZIUIE £45 <BinarySecret> &K L £7,

3. OnStartSecureConversation() 73518 9% %SOAP.WST.RequestSecurity Token -f L A& . AD CreatelssueResponse()
A REREFONH LU FE T, CreatelssueResponse() A/ RIZLL T OB #a 0 E9,

a. $THIS, BIED Web r—ERDA L AF L 2EFRLET,

b. keysize, HHIDHED YA X (SARNENL), ZDO51EL, P— R hm—2 7747 b bt —0iE 7
NEESNAHEAICOMERINET, 7947 b ba’—0fs— N hat — DN R ES L
A BEE TINEWIEIOHEDOT A X270 E T,

c. requireClientEntropy, BRIZZTAT b hut’—%& 0D L% Web h—E ANERTHDEIMNITIGT
T. True ¥£721% False DWW 0T, 2D False DS, BsRICIZTAT U ho hab™—Z2E D7\ 0T
7280,

d. serverEntropy, Tl 2 TIERR LIz — N bot’—- AT V=T GEHUTHHE),
e. error, HINTFA—ZLL TGRENDAT —F A a—K,
f.  lifetime, 22723015 OAFHE R 245 & T DR AL D FEEL,

UUFIZZopItd,

set responseCollection=RST.CreatelssueResponse($this, ,1,serverEntropy, -error)

4. WIOFIED error thH1/3FA—5%F =0 s LET, TT—HRALFEE . 2—RC Web H—30 SoapFault 7
BT ARRREL , O CFI AT B ERBIET,
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5. FRIIDEE . FIE 2 TERSLT- %¥SOAP.WST.RequestSecurity TokenResponseCollection DAL AX L A& L
\i—a—o

ZDA AL AL, <RequestSecurityTokenResponseCol lection> BE#EAF L F9, ZHIIE, W& 2ME
HT&% <SecurityContextToken> N&EFITNET,

LIl ZRmLET,

Class Member

Method OnStartSecureConversation(RST As %SOAP._WST.RequestSecurityToken)
As %SOAP_WST .RequestSecurityTokenResponseCol lection

// encrypt the SOAP body sent by this messsage

//because it contains part of the shared secret key

Set x509alias = "clientnopassword"

Set cred = ##class(%SYS.X509Credentials).GetByAlias(x509alias)
set enckey=##class(%XML.Security.EncryptedKey) .CreateX509(cred)
do ..SecurityOut.AddSecurityElement(enckey)

//Supply the server entropy

set serverEntropy= ##class(%SOAP WST.Entropy) -CreateBinarySecret(32)

// Get the response collection for computed key

set responseCollection=RST.CreatelssueResponse($this, ,1,serverEntropy, -error)

If error™=

{
set ..SoapFault=##class(%SOAP_WST.RequestSecurityTokenResponse) .MakeFault(*'InvalidRequest'™)
Quit "

Quit responseCollection

B OnStartSecureConversation() AV RITHAINZEFEI I, <SecurityContextToken> 3RV —|Zl->T
ESNTGEICOH, TNEIRLET, "R —OEREEH” 25 L TIES,

13.4 <SecurityContextToken> M

Web #—E 223 <SecurityContextToken> 2 HL CUGETHE, 774 T L bDA L AL ABL OV —EADA
VAL AT, RICKHIC T 7B ATEES, ZORDFEHRIZL, W DAL A% A0 SecurityContextToken 7' 12/3
TAKENSNCONET, HEESN D FIRIX, LT DoEEY T,

1. 7947 T, SecurityOut 7 1/37 4% NULL IZFREL ., R A=V TRERHEIN X 20T (-~ Z 2Bk
L\ijqo

ZOFNEIL, Web P —EZTIIMLEHDER A, Web —E 2T, FRERHLBZICEX 2T~ & & HEIIC
IVT B0 TY,

2. MEZEU T, WS-Security ~vZ E3Z (T <SecurityContextToken> ZiB ML E T, TD7=HIZ1X, Web 77
47/}\&71 T Web ¥—E 2D SecurityOut 7 2/37 1 ® AddSecurityElement() A/ RZMEOHLES, A FiX
ZDHFITY,

ObjectScript

set SCT=..SecurityContextToken
do ..SecurityOut._AddSecurityElement(SCT)

WOFNETIRAEF — =7 2B T 5L XIT $$$S0APWSReferenceSCT A7 L a #4554, =
DOTFNEFMEATT, ZNLSNOGE . ZOFIRTLEHDEF A,

3. <SecurityContextToken> (23T, H L\ <DerivedKeyToken> Z{ERK L £9, TD7=DIZiE, L FD
£91Z %SOAP.WSSC.DerivedKeyToken @ Create() A/ RZEONHL £,
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ObjectScript
set dkenc=##class(%SOAP_WSSC.DerivedKeyToken) .Create(SCT, refOpt)
DT F VA TIL, Create) \ZH A DF I EAFEET DMEEDHY | 72, refOpt IFLL FOSHIEOWTNMNITT S
VENRHVET,
$$$SOAPWSReferenceSCT (2 — /L&) — & H o URI JBMEIL, # THAEY., <SecurityContextToken>
FHREO wsu:z ld EEFELET, ZHUE, AvE—VICEENTODLERHYET,

$$$SOAPWSReFerenceSCTIdentifier U+ —F&R) — B D URI EIEIC
<SecurityContextToken> E#E D <ldentifier> fENRE I TNET, _zh i Ao—VIZEENT
WAKEIIHVEE A,

U FIEZopItd,

ObjectScript

set dkenc=##class(%SOAP_WSSC.DerivedKeyToken) .Create(SCT,$$$SOAPWSReferenceSCT)

4. WEIEUTH L <DerivedKeyToken> L, EX a7 1~ X EFEELET, " LB L OEL ~D
IRAEF— - b—27 DOFEH” 2R TLIEI,

5. SOAP Avt—U%RELET, "BX 2T~y X EROBIN O—EH72TIEEZ SR TTZEN,
AT IThlERUET,

ObjectScript

//initiate conversation -- not shown here

//clear SecurityOut so that we can respecify the security header elements for
//the secure conversation

set client.SecurityOut=""

//get SecurityContextToken

set SCT=client.SecurityContextToken

do client._SecurityOut._AddSecurityElement(SCT)

// get derived keys

set dksig=##class(%SOAP.WSSC.DerivedKeyToken).Create(SCT,$$$SOAPWSReferenceSCT)
do client.SecurityOut.AddSecurityElement(dksig)

// create and add signature

set sig=##class(%XML.Security.Signature) .Create(dksig, ,$$$SOAPWSReferenceDerivedKey)
do client.SecurityOut.AddSecurityElement(sig)

//invoke web methods

135 BETBEDKT

2721815 1%, <SecurityContextToken> OAGNHIRNEINAHLTITHE TLET DY, Web 7747 ML, %)
HARR AL TV 2Ly <SecurityContextToken> 2% v /L LT, WE2H 752 ATRETT,

WEELKRT 95121, Web 75 A7 +® CancelSecureConversation() A/ REZFEFONHLET, LLFIXZOH]T
ﬁ‘o

set status=client.CancelSecureConversation()

Ay RIFIAT —Z A MEZIBLET,
DA IR, V74T D SecurityOut 7' 1H/3T 4% 22D SLFHNCERE T HZEITIEREL TTES0,
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WS-ReliableMessaging D&,

IO TEBAL 722912, InterSystems IRIS I, WS-ReliableMessaging kD —# &V AR —R L £9°, ZOfERIZ
Ay =D =l R FNATIEE THA = A LE R L FT, 2OV R — T 550 B 7k
TX VT4 R —EAERR L, Web h—ER/7T7A4T U MEKRT A4 —RO SEEEDOBE LAy E—D8E] 47 var
EEHT5ZETT, BloA T vaid, ZORN 7 T 5902, FEEOE WA= 72 FEICHEHAT S
ZETY,

141 Web 9547 RDBAYE—V D —r U A% EET S

InterSystems IRIS Web 77 A7 L ;> WS—ReliableMessaging & —h 9% Web 4 —E R ZA Y=V D —4 A
HEFIIRETHITIEL. L TOFRIEEFEITLUET,

1. MEIECT, Web 7747 hDEF 2 )T~ X ERERELET,
WS-SecureConversation 2 AL CW 261X, ZEBEERGELET,

2. %SOAP.RM.CreateSequence ™ Create() 77 A+ AV REMNUINHLET, VTADA L AZ L AR LET,
ZOAYRIZIZ LT OV 7 =F ¥ RHVET,

classmethod Create(addressingNamespace As %String,
oneWay As %Boolean = O,
retrylnterval As %Float = 1.0,
maxRetryCount As %Integer = 8,
expires As Y%xsd.duration,
SSLSecurity As %Boolean = 0) as %SOAP.RM.CreateSequence

UTIEZ0HBA T,

addressingNamespace 1%, WS—Addressing Z R —~27-DIfF FHEN AR — LAAR—ATT, BEEIX
"http://www.w3.0rg/2005/08/addressing” T7 .,

oneWay (3, B3R — 7 ADHPMERSND5E I True (TR0 E T,

retrylnterval {3, TSN ARNZAHE T HHBEORE T,

maxRetryCount [X, 7277 AT AL LD T A O RATORKELTT,

expires |&, ERENDHL —7 2 ADKIE DA ZFE E+HXML JEADAFBHH T,
SSLSecurity %, Web 77147 A% SSL AL T Web ¥ —E R T M EINEFRELET,

3. Web 7747 2 F® %StartRMSession() A/ RZFEONH L, %9SOAP.RM.CreateSequence DA AKX A% 5t L
TELET,
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WS-ReliableMessaging M £ A

%SOAP.RM.CreateSequence DA AKX AZ—ELNMEATEER A, OFD, ZOAARF L AEFHL T, $£T
BBy a BERTHZEIXTEERA,

4, PBEIZHUT Web AV REFENELET,
fEEIFEIC Web Z7A T U he A AR ZEAE L ET,
5. AvbB—UDFEETE T LIZEXIZ Web 747 R %CloseRMSession() A/ REEORNHLET,

g Fio, WO 2 TR 55912, WS-ReliableMessaging ~v 4 (1284 L TLIESVY,

14.2 WS-ReliableMessaging A3 [ZE R T 5
L FOWT D J71E T, WS-ReliableMessaging ~v & (284 TXEJ,

14.2.1 SecurityContextToken ZFEHALTAVAZELT S

WS-SecureConversation Z{# L TWA5E 13, Web 7747 ~® SecurityContextToken 7 /X7 ¢ |21 L% FRgEH
EF., 2% WS-ReliableMessaging ~v & BHROBLIFHTEXET, ZO7=0121%. %SOAP.RM.CreateSequence
DAV AZ L AD AdASTR() A/ RZFEONH L. SecurityContextToken 7 /37 455 L CIEL £,

do createsequence.AddSTR(client.SecurityContextToken)

ZORLERT, %StartRMSession() ZFEFONH T RIIZFEITLE T,

1422 Ayt—V(ZBRTHEZIIAVIIZELTH

A= OFRVICEY T AHLELEIL 1T WS-ReliableMessaging ~vZ |2 B4 TEEJ, ZD72HIT

1. %XML.Signature @ Create() A/ v RFE7=IZ CreateX5090) AV v RZM-OINEIHEIC. A

$$$SOAPWS IncludeRMHeaders % signatureOptions 5|4IZiBIL £7°, $$$SOAPWS IncludeRMHeaders </
1%, %soap.inc 77 AT G ENET,

14.3 WS-ReliableMessaging ZHHR—bF 95 EL5(Z Web H—
*EHTH

WS—ReliableMessaging Z 9748 —h 92 X91Z InterSystems IRIS Web Yr—E 2225545121, UL F R FEFTINAIIIZ
Web AV REEELET,

EHIEE R Ay E—12 WS-ReliableMessaging ~>v& B e ENAZ L2 HERLET,

WS-ReliableMessaging ~v & N EA I CNDIEEMERLET,

InterSystems IRIS 1%, 7 =F ¥ NENEIDE BB LET, "BEAYE—OMGES it 5L
TLEENY,

WDE7 2 DFBIHEST, Web r—E R ITAD /ST A—EEFEEL T, Web H—E AOEEE IR TX
ESr R
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Web 4 —EXTIEBUEDB L AvE—DUJE MBS EHEEFIHT S

72720, BF 2T 4RV —%ER L, Web —E R/ 7747 L MER T4 —RD EBHEOE W AvE—EE] 4
TrarEM AT A REE T,

144 Web Y—ERATEEEDENAvE—DU T2 NET LA
EEHETS

Web =t R IJTZADLLF DT A—=ZEFEEL T, Web YV —EADEMELHEFHIE CTEET,

RMINORDER

WS—ReliableMessaging @ InOrder RV —« 7 — a4 S FE T, 0 (False), HL<IZ 1 (True) IZFREL
F97, FEMIIL, Web Services Reliable Messaging Policy 1.1 D12 S L TZEW,

BEETIX, 2O/ A—Z RN ESILTORNOIES | InterSystems IRIS Web H—E AT A E— ONEFIZ B
4% SOAP 7+/L a3 ATLER A,

RMDELIVERYASSURANCE

WS—ReliableMessaging @ DeliveryAssurance RS —« 7 —a A% n L FE
9, "ExactlyOnce", "AtlLeastOnce", £7=(% "AtMostOnce" |ZRE L £3, iEHlIL. Web Services
Reliable Messaging Policy 1.1 DflkkEZ SRR T7ZEWY,

BEE Tl 2O/ T A= R ESIL TR0 A InterSystems IRIS Web H—E A X2 DRV —- T H—
A NIESTBUE DRIUZEE$5 SOAP 74V e RITLEE A,

RMINACTIVITYTIMEOUT

Web —E R Lo TREESNDBL — v ATT 7T AT AR NGB E DEA LT I NI ELET, BE
EAEIE 10 4 TT,

[(ERMEOBWAYE—DEE] A7 a2 5F 2074 R —2E 2% Web y—E R 7T RATRIL/NZ
A—HEFETEET,

F7-. Web —E 2D %OnCreateRMSession() Z—/ L 37« A/ REFEESTAZ LETEXFET, ZOA/ VR

1. %SOAP.RM.CreateSequenceResponse NI LA HIIZ, WS—ReliableMessaging i = D BAERFICFEFONHEILE
T, ZORFSR T, JRE S EIT R BIERSNTEY, FEIESNTWERA, ZOa— w7 X T AEEDMA
X VT~ X B A Web H-—E AD SecurityOut 712/ 35 (| ZB N A REIC /2D E£9°, WS—Policy 2MfE STV
%1%, WS-Policy ¥ R—MIEo> TZOBMEN H B EITSNET, AV YR -7 =F 2o T

1%, 9SOAP.WebService DT A VT 7L 0 A& H ML TIEE,
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SAML b—4> DYEREIB N

ZORE Y7 TiE, WS-Security ~y & BFE|C SAML M—27> 23BN 55 EZHALET,
%SAML.Assertion BEIOBEI T AD I T AT 7L A B TTZENY,

SAML DFELHR—MIFEHEIIN TOER A, InterSystems RIS @ SAML HAR—RZ. “InterSystems IRIS I23531T%
WS-Security OV —N (ZHE L7250 A2 A S E T,

15.1 &

InterSystems IRIS SOAP H7R—FTi%., WS-Security ~v & B3| SAML h—27ZBIITEXET,

WENZIGU T, 20 SAML M2 0 & B4 FI 3R b DOF — -~ T U TV ELTEATEET, ZOLHI2T 5L, Inter-
Systems IRIS 1% WS-Security SAML h—2 > - 7’ 07 7 A LAHARICHEILL F97, F— <7 U7 /LiE, Holder-of-key (HOK)
A/ RE <SubjectConfirmationData> % #:> SAML 7% —3a® <SubjectConfirmation> &, F7/-i%
<KeylInfo> FEHZFF> <KeylInfoConfirmationData> 7HHEASNET,

F7-. Sender-vouches (SV) A/ K% > <SubjectConfirmation> Z BN AHZELTEET, ZOHA. V7 V=
ML, FITEENFEE A, ZOGAICT —ral 2RET DI, AvE—T 7 =F ¥)h SAML b—22~
DEX2VT (- h—I o BRERSLET,

15.2 AL FIE

SAML b—2 U ZEREL . ZNAEFE(E SOAP Ayt — BN AHI2iE, RIS 2 AR 22 FNEA M 450, %
Y7 e a CHRAT AN —a AEALET,

1. MEISU T, %soap.inc A7)V —R 77 A NVEMMBIABRET, ZOT77AMIZIE, FEHTH A REEOH D~ 7a)s
EFRSNTOET,

2. "l NI ABKIE Ry OIS OFIICHES T, %SYS.X509Credentials DAL AX L AEVERS L ET,
Z® InterSystems IRIS E#{EFH Y ML, M E OFEHELEDLXLENHVET, LLFIZZOF T,

ObjectScript

Set x509alias = "servercred"
Set pwd = "mypassword"
Set credset = ##class(%SYS.X509Credentials).GetByAlias(x509alias,pwd)
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SAML b—2> D YERR &IB D

10.
11.
12.

13.

FBEDOBEREIE Ry MIBhEMT O TODFEAENE ENDNA TV X 2T 1 =T ZAERR L ET, ZhiZ
%, %¥SOAP.Security.BinarySecurity Token @ CreateX509Token() 77 &« AV RE RO L £9, LA FIXZEOH|T
7,

ObjectScript

set bst=##class(%SOAP.Security.BinarySecurityToken).CreateX509Token(credset)

credset 1%, BIOFNETYERL LT InterSystems IRIS Bk EH v TT,

WS=Security ~vZ BHRIZZON—T ZBINUET, £D7=DI21E, Web 7T A7 NEZIE Web —E 2D
SecurityOut 7' 1/37 ¢ AddSecurityElement() A/ REZFEORHLET, ZOA Y ROGIEIZIE, fERRL7Zh—2
CEEALET, LR IEEOHITT,

ObjectScript

do ..SecurityOut.AddSecurityElement(bst)

NAFYF 2T o b=TATEASNT, BAHEAD SAML 7Y —rar ZERL £, TDTDIC
1%, %¥SAML.Assertion @ CreateX509() 77 &« AV REZMEOINHLET, LLFIZF0OHI T,
ObjectScript
set assertion=##class(%SAML.Assertion).CreateX509(bst)
ZDORARIE %SAML.Assertion DAL AH L A% IR L F T, InterSystems RIS IX, ZDA L AX L AD Signature.,
SAMLID., L Version D7 /37 % HEIICER ELE T,
ZDA AR AT, <Assertion> EEAFRLET,
%SAML Assertion DAL AZ L ZADLLF D IR T T 1288 ELET,
Issuelnstant Tid, ZOT7 % —ar ORITHRFEZFEELET,
Issuer TiZ, %SAML.NamelD DAL AZ L RAEAERRLF T, LBINE CIDA L AL ADT AR T A ZFRTE
L. 7Y —ard Issuer 70/ T 45 Z DAV AR AR ELET,
"SAML OB OFINUAE>T, SAML LEBMLET,
”{Subject> EHRDIENN" OFBINEST, SAML 7H— a2 <Subject> BFREEBIMLET,

A7 ar T, “<SubjectConfirmation> EFEDIENN” DOFEAICHES T, <Subject> |Z <SubjectConfirmation>
EHREZBMLET,

Holder Of Key AV >R £72iZ Sender Voucher AV RDOWE N0 ER OV T2 /MR CTEE 1,
”<{Conditions> ZF DB DFLBHIZHE> T, SAML <Conditions> EEAHELET,
F 7 ar T, “CAdvice> EREOIBMT OFIIIHIES T, <Advice> BEAZBMLET,

Web 74T NEZIL Web —E 2D SecurityOut 71237 ¢ ® AddSecurityElement() AV RZFEONH LU £,
ZOAYROBIHUTIE, TERRLTE SAML h—2 2 ZERL £,

F 7 ar T, SOAP Ayt —3 27 =F b SAML 7Y —2a B BABINTAZE T, SAML 7 —3a0
B4 LET,

T =F % )N %XML.Security.Signature 47 2/ N THDHLGE L IRDEHIZ SAML 7 H—Ta B4 LET,

ObjectScript

Set str=##class(%SOAP.Security.SecurityTokenReference) .GetSAMLKeyldentifier(assertion)
Set ref=##class(WXML.Security.Reference).CreateSTR(str.Getld())
Do signature.AddReference(ref)
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ZOFNEIL, FFIZ, Sender Vouches A/ R%&FiD <SubjectConfirmation> BT 25 &I BEIOLET,
14. SOAP Ay =Y ZEELEY, "X alT (-~ EROEN O—HRFIEZ S L TITZE,

15.2.1 /\IJT—3/3> :<BinarySecurityToken> Z{ERALAEVFE

<BinarySecurityToken> (2%, v U7 /WA LEi7z Base 64 D= a—REXOFEAENEG TN TWET, ZOM—
7o ERAIEL, RDVICGGEHEZIRE T REEH TEET, ZET L. ZOFREFEHL T, @YRG okl
BERGELET, ZO7DIZIE, RO FNAZHEHLETN, LLFOEESBHVET,

FIH 2 & 3 #AFyFLET, OFEY, <BinarySecurityToken> DIERLIB L ONBINFITHRNTIIEE W,
FNE 4 T, CreateX5090) DIAMIDGIFLL TERIER LY MAEALES OSAFV kX271 b= 34
LEEA), LLFIZZOHITT,

ObjectScript

set assertion=##class(%SAML.Assertion).CreateX509(credset,referenceOption)
referenceOption |Z1%. MHEEIZSU T, "X 509 BRIE OB IA T > ar” OFBHICHE- T, EEsEELE 1,
$$$SOAPWSReFerenceDirect U DL EDEEFEHALET,

(O =g TEITLTWBIND) HAIOF | EEL TERIEMR MR E T8 BEDSRA T a
AT FEAEOY LTV NTT,

1522 NYI—23y EL/LLO SAML 7H—3>0 D4R

BLT2LD SAML 7Y —a AR D113, AR O FNEEFE AL ET28, LLFOE L SnH0ET,
FIE 1, 2 BEO 3 2AX YT LET, 2FD, <BinarySecurityToken> DIERB I OBINIITHRWTLEE
VY,
TFJlE 4 C, CreateX5090) DfLHVIZ Create() AV REFEHLET, ZOAVYRIX, 5IEEBROET A, LLTIXZED
B,

ObjectScript

set assertion=##class(%SAML.Assertion).Create()

ZDO A RIE %SAML.Assertion DAL AH L A& IR F T, InterSystems IRIS i, ZDA L A% AD SAMLID 7'
RTA4BI Version 7037 4% HEIRIIZFREL £, Signature 7' 12/35 (X NULL T,

15.3 SAML X M1

SAML 3% %SAML.Assertion DA A% A TIBANT HITIE, IROEIEEZEITLET,
L. %N TLDXITAD | DFIIIEERDA L AL R FE L ET,
%SAML.AttributeStatement
%SAML.AuthnStatement
%SAML.AuthzDecisionStatement

2. MEISLTINDDAL AF L AD T a T 4745 ELET,

Web H—E XD RE o7



SAML b—2> D YERR &IB D

%SAML.AttributeStatement D54, Attribute 7 12/ 37 11 %$SAML.Attribute, £7-1% %SAML.EncryptedAttribute
DA VAL ATT,

%SAML Attribute @ AttributeValue 7' 0/ 37 (IZIZBIEMEDEINZILE T, ZHT %$SAML. AttributeValue > A
B ADYANTT,

%SAML.Attribute {2 A AT JBIEEZBINTTAFNEIZLL TO LBV T,
a. %SAML.AttributeValue DA AZ L AZVERRLET,

b. %SAML.AttributeValue DAYy RZ2f L TEtkzd XML, X4, -3 E—0OFEZEOWF kL T
FELET,

c. FNODBMEAGAL AZ L A G T ANAERLET,
d. JBMAEA T Y =70 AttributeValue 71/ 37 % Z DOV AMIERELE T,
F7213 AttributeValueOverride 7' /37 A HEEHEEL £, ZOMEIZIL, 22— BT XML IBTEa 72
DILFH) ZAE AL ET
3. ENLD LA AL A FB Y AMAFR L £ T,
4. TH—rar AT VxIhO Statement ST 4HZOYANIERELET,

15.4 <Subject) EZNB/M

<Subject> E#% %SAML.Assertion DA AKX AITIBINT HICIE, ROBIEEZEITLET,
1. %SAML.Subject DFF LAV AL AEERR L £,

2. MEISCUTHA DT T2 ELET,

3. TH—Tar A7 Y=IhD Subject ST A H DAL AR ATHEELET,

15.5 <SubjectConfirmation) EZX DB

<SubjectConfirmation> B % %SAML.Assertion DAL A AIBINTBIZIE, IROVT I aDOWNT i
THAL TWDFIRICHEVE T,

15.5.1 Holder-of-key **/yR%$2D {SubjectConfirmation>

Holder-of-key A/ R%¥Hi-> <SubjectConfirmation> ZiBITAI21%, IROFINEEZFEITLET,

1. "7al I NI EAERIE Ry OIS OFBIIHEST %SYS.X509Credentials DA AKX AEAEKR L £,
Flo T = ar OBAIMEH LB IE Ry M ERCb O 2286 TEET,

2. AT var T HEOEKEE Rty MBI ON COSFEHENE FNH ATV X 2T - =T ZAERR
LGEIMLET,

=2 2 {ER T BITIE. %SOAP.Security.BinarySecurityToken @ CreateX509Token() 77 A&« X R&AFEONH L
FT, L TFIEZof<TT,
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<{SubjectConfirmation> BZ&NEMN

ObjectScript
set bst=##class(%SOAP.Security.BinarySecurityToken).CreateX509Token(credset)

credset (%, ATOFNATIER L= ERKIEHREYNTT,

WS—Security ~vZ BEFEIZZDOM =T % BINTAIZiE, Web 79 AT MEZIE Web ¥—E A2 SecurityOut 7°
w7 4D AddSecurltyElementO Ay REMFERHLET, ZOAYROSIEIZIEL, fERLIEN—2 2 EHALET,

3. SAML 7 —ial 47 Y =/k®D Subject 7 12/37 4D AddX509Confirmation() A/ R&EFEONH L F9,

method AddX509Confirmation(credentials As %SYS.X509Credentials,
referenceOption As %lInteger) as %Status

credentials {Z1%, /SAF VX2V T 1 b= FIITERIER B IAERALET, 22 CTh—2r 24255
IZ. referenceOption ZHFE LRV TLEEWN, BB DA, "X.509 BRIFHROS AT T ar” OFHAL ;ﬁEOT\
fEEFEELET,

<SubjectConfirmation> E3|%, X.509 Keylnfo ZEFIZHEWVET,

15.5.2 Sender-vouches »*/ R+ <SubjectConfirmation>

Sender-vouches AV R%&$f> <SubjectConfirmation> ZBT 521, RO FNEEZFEITLET,
1. SAML 7Y% —Tay A7 7h®D Subject 712/37 4D NamelD 7' /37 &R ELE T,
2. SAML 7H—3 a4 77D Subject 712737 ¢ AddConfirmation() A/ REZFERHLE1,

method AddConfirmation(method As %String) as %Status

method Tl, $$$SAMLSenderVouches, $$$SAMLHolderOfKey., £7-1% $$$SAMLBearer Z+5EL £,

ZOHA . T SAML TH—a B4 LT, 20 SAML 7Y — a2 R#EL £9,

15.5.3 <EncryptedKey> %5 <SubjectConfirmation>

<EncryptedKey> 345 A 72 <SubjectConfirmationData> ##§-> <SubjectConfirmation> Z B4 %
I, ROFIAEEITLET,

1. "7ar I NI LAERE WY NOTT” OFBNIHEST %SYS.X509Credentials DA 2 AKX AEAERL £,
Flo, T ar OBAIMER LB RGBTy ERUODOEM T2 TEET,

2. SAML 7Y —var 47 V=70 Subject 7137 4D NamelD 7'/ 37 (%7 ELET,

3. SAML 7Y — gy 47 Y= 7bh® Subject 71237 4D AddEncryptedKeyConfirmation() A/ K& L £,

method AddEncryptedKeyConfirmation(credentials As %X509.Credentials) as %Status

21T, T EVER LT %SYS.X509Credentials DA AZ L ZZ&FFHLE T,

15.5.4 Holder-of-key &L T BinarySecret D <SubjectConfirmation)

Holder—of-key &L C BinarySecret ##7-> <SubjectConfirmation> ZBINTAI12i%, RO FIEEZFEITLET,
1. SAML 7H—vaiNlE4 T 5L, LLFOINCELZERLET,

set sig=##class(%XML.Security.Signature).Create(assertion,$$$SOAPWSIncludeNone , $$$SOAPWSSAML)
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assertion IZ, SAML 7% —a T4, 2O FUATiL, Create() A/ REfEHTAZLITIEEL TEE,
$SSSOAPWSSAML ZBHEA 7 a1d, SAML 7TH—3ar ~DOBBEERLET,

2. BinarySecret Z{ERLF T, ZiLZiL, %SOAP.WST.BinarySecret @ Create() AV RZFEORNHL £,

set binsec=##class(%SOAP_WST.BinarySecret) .Create()

3. SAML 7H—ar 47T =7 bh®D Subject 7 1/37 4P AddBinarySecretConfirmation() A/ R&FEONHL £,

set status=assertion.Subject.AddBinarySecretConfirmation(binsec)
binsec DAL, HIOFNETIERL L 72 BinarySecret ZfEHL £9°,

ZAUZEY, <BinarySecret> %5 A7C <Keylnfo> %5 1r <SubjectConfirmationData> % & AT
<SubjectConfirmation> 2NBINEHE T,

15.6 <Conditions) B X MBI

<Conditions> %% %SAML Assertion DA A% A BT HITIE, IROEEE FITLET,
1. %SAML.Conditions DA AKX AZAER L E T,

2. MBEJSUTCIDOALAZ L ADT T 4B ELET,

3. TH—ar ATV =IRD Conditions 7/ XT A4 H T DALV AR AR ELET,

15.7 <Advice> BEE DB

<Advice> Z#% %SAML.Assertion DAL AKX L AITENINTHITIE, IROBAEEZEITUET,
L. ROIZAD 1 DENFTEIDA L AZ L AR L ET,

%SAML.AssertionIDRef

%SAML.AssertionURIRef

%SAML.EncryptedAssertion

2. MEISEUTINSDA L AZ L AD T a T 425 ELET,
3. FNHD Advice A AR A B LY ANAERR LET,
4, TH—ar ATV D Advice T T 4B ZDYANIERELET,
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X)) T/ OBEDST IV a—T40)

ZDORE 7T, InterSystems IRIS C SOAP & 27 (B9 AR DR IR 245 3 AR D IH iRt it U E
ﬁ‘o

TX 2T A BB D72V RIEIZ DUV T, “InterSystems IRIS T SOAP OO N 7 Ny a—T 407" SRR
LIS,

16.1 ML a—T4V T IZBERIER

SOAP OMBEA T TNy 2—T 4 75120, H . UL FOERPAMLETT,
WSDL BLOZNNBRTHT X TOIBRF 2 AR,
Gob—VBEOREOLE) MonDOIERD Ay —2  aX T BION—R, LFOL T arNH0FET,

T ar SSL/TLS TfEA  HTTPAYAE %  AVE
AREMES M RRTDHMED
H

InterSystems IRIS SOAP 04 | (&L (AIAY-4 tXa)T4-I5—DIFE. DAY
[E.SOAP J#4ILMZEENELD &
YHLEMERTRLES .

Web &—kzA-bL—R [EA (&L MTOM (MIME i) 2ERT5
SOAP Ayt—CDEIBEDES.
HTTP AYAEZRTTHEFEET
ERS

Y—F /=T DL—R- (RYAY-3 Y—ILIZIEKE | FL—R-Y— LD HIZIE., EESh

v—)L F=EBD/NTYNEE | FHRILAIILD

HHBERTIDLDLHYFET . Ch
SDERIE. FST N a—T42Y
DRICEEIZBDBZENDBYET .

INHDOF T AT OV TL, “InterSystems [RIS TP SOAP OO T vy a—T7 407" BB TLIEE
W,

FN/RRBLEL T SOAP 7747 MC HTTP RGEEFEH T8 4513, FRFEOR SRk E BN T HI LN TEE
T, "a A B REE RO 2SR TIZEN,
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X1 )TADBBONST IV a—T405

Fo, THN M IELAB L TR G A 32 T IRD IS T 52813 (AT, "SOAP 74 /L hOALEL” %25
FRLTLIZE W,

162 ZZAbNAHIT7—

ZDE® I a Tk, InterSystems IRIS Web "—E 2B X Web 79T VR TCE 2 GNHEX 2T 4BEO =T —|C
DUVWTHIALET,

InterSystems IRIS Web H—t 2XF7=13 Web 7747 U AR LTZIE00 DA F72 WS-Security ~v & % 385#%
THINHEREIN TN ERBVET, ZOHA Web A/ REFEITLIOETDHE, L FOIH 72T —0
RBAELET,

<ZSOAP>zInvokeClient+269™%SOAP .WebClient.1
LU % Web h—ERFE721E Web 7747 MTIBML T, fFa A LLET,

Class Member

Parameter SECURITYIN="REQUIRE";

ZOPWHTT—IFE, Web AV Y REFAS TR T ZEIC > THAT L AREM L HV E T (F 21X, Web A/ RIZ
WOE72NEZ TRV EE S LTS8,

ZOMWE B 1L, WS-Policy 2 L TWABA TS ET A,
Web A/ REFITLEHETDE, LLTDII a7 =T —BRAETHEELHVET,

ERROR #6454: No supported policy alternative in configuration
Policy.Client.DemolSoapConfig:service

X2 VT TR AERICHERR T OEH A 22U TIES,

HAEA E— VBRI RIS DEABBYET. OB SOAP B ICZOTT— RS ET, U FIRZ O
<,

08/05/2011 14:40:11
Input to Web client with SOAP action = http://www.myapp.org/XMLEncr.DivideWS.Divide
<?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/*
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” xmlns:s="http://www.w3.0rg/2001/XMLSchema*”
xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-secext-1.0.xsd" >
<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultcode>wsse:FailedAuthentication</faultcode>
<faultstring>The security token could not be authenticated or authorized</faultstring>
<detail></detail>
</SOAP-ENV:Fault>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

X2 VT e TR AERICHERR T HEHA” 22 R TES,

16.3 ¥+ T4 I5—RERIZHEZETHIEHE

AR AL —DBRAEC SIS 2, EFE "R — RSO BBRY S — 28720 LD =F—% InterSystems
RIS HSFATLI 6, LUT O A 2 RERT BT HET,
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¥ T IS—RERICHERISER

FEANS ATz InterSystems RIS B E Y M ST 256, TOABINELLANEN TWBIEEMRLET,

InterSystems IRIS B E R MBS L% . 4T V2 "NDEAT % F =7 1L T, %SYS.X509Credentials TH
HIEEMERLET,
WEERFEENE SN TV A LA MR LET,

AEAEA R BT 256 Ay =V ORE RO T 4T DFENEEEHLET, B kid, 20N
FEORFEEEALET,
AEAEZEL I T25E6 . FTAL COSIEAELZME AL, it on - mEge ML TCEALES, 2o

A WEBHEEZOD— R L THAZEBLINFORMER T 7 AL DN AT — RN ELLIEESN TWAZ LA R LE
7,

FEAAE InterSystems IRIS TSI TV DRI C Lo TEASILTWDA I LA MR LET,

WS-Policy Zf# AL TWAHE AT T, ERSNTAER Y 7 A% REEL T, 7 5 InterSystems IRIS & #& 17 #
By R TELE T, ERSNIE R — DL 2B R TR,

Web P—E 22 <UsernameToken> &35k 9534 | InterSystems IRIS Web 77 AT U MNZD—7 L ZR{Z1L
TWBAZE, BIOZDM—2C ﬂfbb‘fﬁ$|§73>aiﬂfb A2 EEEFRLUE T, InterSystems IRIS 1%, EET5
<UsernameToken> % HEJIZFEE CEEH A, 2L, EITRIATOMERHVE T, "I A LAZ T B2 —
P =2 DB SR TITESN,

Web % —ER&E21EX Web 7T AT N CUEREX2UT 4RI —0DH5 D7a<EE 1 97 InterSystems IRIS T
PR—FENTNDZEEMEBLET, "SOAP EF 2T (=% 2B MR TLEE,

FRFRIC KRR35 4 . <UsernameToken> D —HW 24T L ., D2 —FNE T 50— L E2FHET,
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X1 )T+ EZRDEM

ZORE YT TIE, SOAP Ay E—VO— 7 2 )7 B3R | FFIZ InterSystems IRIS Web $—E 2B LT Web 77
AT U N CERFARER N = — 2 DWW T L ET, ZOFEHIL, ML T SOAP DIEFITHEED> > TR AN
WX TCWDHFEREMERTH-0DLDTY, ZZTRMT 25, M7y a—T o TICh RN B ET,

A.1 <BinarySecurityToken>

<BinarySecurityToken> O HHIL, AvE—IZEEMMEATH720I2, AvE—VOMOBER THEHINLE
FaUT A ERRIE MR 528 TY, X207 1 ERIERIT, V7 bsnizor a—REAA TR ET, U
T SRR BITY,
<BinarySecurityToken wsu: ld=""SecurityToken-4EC1997A-AD6B-48E3-9E91-8D50C8EA3B53""

EncodingType=""[parts omitted]#Base64Binary"

ValueType=""[parts omitted]#X509v3">

MIICNDCCAYQ[parts omitted]ngHKNhh
</BinarySecurityToken>

A1

ZOHEZDOKERTIILL T DL TT,
Id [Z, 2O O—B O T T, ZOAy =Y DMOER DO/ B R TELHINMAIATINE
9, InterSystems IRIS Tl MBI T, 2 HEIWIA RSV ET,

EncodingType %, <BinarySecurityToken> DfEZ ALK D7D HSNIc=a—RDEA T 5 R LE
9", InterSystems IRIS Ti&, <BinarySecurityToken> Tff HZ#1 5T 2 —NR|d Base 64 = a3 —RDOH T,

ValueType i, b= NZE FILTWDIED XA T % RLUET, InterSystems IRIS TiX, R —hrSHTWDIEDHF
A7 X509 FEEDH T,

<BinarySecurityToken> ZHENIZE ENAEIL, P T7 W bEN Tz a—RiEHETY, ZOHI T, i
MIICNDCCAYQ[parts omitted]ngHKNhh 232U (&R IHH T,

ZON=0 PG FALT 73 a AT O T DS & ENOREEIIAY E— U2 EH OEHETT, 20
h—2 L INBA BT BN CODEGE . & ENDREEII A T — VR EH OREHETT,
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XU TAER DM

A12 2ytE—URNTORE

<BinarySecurityToken> %, <Security> W T, ZOHEFZLZ ST HMOERIVEFNTHIAENDELER D
DES,

A.2 <EncryptedKey>

<EncryptedKey> O H#1Z, Avt— OO ER L Tl SN D RTREZ IR T 528 T, SRR, =
ESNTIEATRIFSIVET, LTI, #8976 T,

<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="[parts omitted]xmlenc#rsa-oaep-mgflp'>
<DigestMethod xmlns="http://www.w3.0rg/2000/09/xmldsig#"
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal'>
</DigestMethod>
</EncryptionMethod>
<KeyInfo xmlIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference xmIns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Reference URI="#SecurityToken-4EC1997A-AD6B-48E3-9E91-8D50C8EA3B53""
ValueType=""[parts omitted]#X509v3">
</Reference>
</SecurityTokenReference>
</KeyInfo>
<CipherData>
<CipherValue>WtE[parts omitted]bSyvg==</CipherVvValue>
</CipherData>
<ReferencelList>
<DataReference URI="#Enc-143BBBAA-B75D-49EB-86AC-B414D818109F''></DataReference>
</ReferencelList>
</EncryptedKey>

A2.1 B

ZOBEZRDOEIIILLTFOLEEBYTY,
<EncryptionMethod> |%, XIFREEDORE SLITE SN 2T VTV LA RLET,
InterSystems IRIS Tl #in%5 7 /LAY X L& E TEXET (<EncryptionMethod> @ Algorithm EMEIZL -
TRENFET), "HliR LT LAY X ADOFRE” B TLIEEN,
<KeyInfo> |X, ZORFREEDOKE SIS 784 R e L E 7, InterSystems IRIS Tid, <KeyInfo> [ZLLF
DWTNLDIERD <SecurityTokenReference> &£ £7,
- ARROFITRLIZEINC, WS-Security ~> & N TR E T 5 <BinarySecurityToken> ~DZ

- EAEEBICRRE T A, 2T, AU EENITAL LI EEHEL TOET, Bz,
<SecurityTokenReference> [Z/%, L FOIIZFEHED SHAL A7V MRk TEET,

<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Keyldentifier EncodingType="[parts omitted]#Base64Binary"
ValueType="[parts omitted]#ThumbprintSHA1l">
maedm8CNoh4zH8SMoF+3xViMYtc=
</Keyldentifier>
</SecurityTokenReference>

WTIDEEY ., 20 <EncryptedKey> ZR IZIRFFS LD R FREEDORE SALICIE, XIS T DB ST
WET,

Wb Tl AL~ D <ReferenceList> EHRIMEM SN DS 6 . ZOERIFEIESILET, “"ReferencelList>”
B ML TLTESNY,
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<EncryptedData>

<CipherData> (%, <CipherValue> ERDELL T, B 5L FREEE R FFLE3, ZOfITlL, fa
WtE[parts omitted]bSyvg== 2SS RF8ETT,

<ReferenceList> (3, 2D Ay E—I D <EncryptedKey> Z3E | TIRFFS I A L TR B(baniz
Wz RLET, BIRRIZIE, <DataReference> ® URI BIEIT, Av T —T DDy <EncryptedData>
RO 1d BHEETELET,

FERTHTIEIIEL T, ZOEZBNEGENL2WDGERHVET, iz, K B~ <ReferenceList>
FHRAFEHL T, <EncryptedData> UKL 9% <EncryptedKey> #7352 L8 TEET, "<Refer—
enceList>” &ML TEE0Y,

A22 Ayt—INTOAE

<EncryptedKey> %%, <Security> NT, ZOEEMNMEH T 259 XTD <BinarySecurityToken> L0 1%,
MO, ZOEFEE ST 5T X TO <EncryptedData> #5555 <DerivedKeyToken> Z58 KOG AT AIA E
NDVERHVET,

A.3 <EncryptedData>

<EncryptedData> ® H L, K5 S LS T — 2 &R FET 528 TT, LLTFIX, #0876 T7,

<EncryptedData xmIns="http://www.w3.0rg/2001/04/xmlenc#"
1d=""Enc-143BBBAA-B75D-49EB-86AC-B414D818109F"
Type="http://www._.w3.0rg/2001/04/xmlenc#Content'>
<EncryptionMethod Algorithm="[parts omitted]#aesl128-cbc'></EncryptionMethod>
<CipherData>
<CipherValue>MLWR6hvKEOgon[parts omitted]8njiQ==</CipherValue>
</CipherData>
</EncryptedData>

A3.1 B

ZOBERORETIFILL T OELBY T,
Id 1%, ZOZEEDO—E DR F T1, InterSystems IRIS TiL, 22 HEIRICA KRSV ET,
<EncryptionMethod> |%, 2D T —Z DI BALIE SN 727 VTV X 8% R LET,

InterSystems IRIS Clt, ZOT NIV LEIEE CEET, "7y /i b 7T VA VA LOFRE” 2R TLIES
AN

<CipherData> |, <CipherValue> BEDEEL T, B B(LSN=T — 4 &L ET, OB T, i
MLWR6hvKEOgon[parts omitted]8njiQ== 2K E{b3i=T —#TT,

(COBNZITE ENTWERA) <KeyInfo> |%, XA FFELET, ZO%E ., <Keylnfo> (Zi%
<SecurityTokenReference> R NG Fi, ZOEF TR HEE~OS B LL T OWT N NOEXTE E
ET,

- WS=Security ~># W CHIIINLE 9% <DerivedKeyToken> ~D %[,
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- HFERAY <DerivedKeyToken> ~DZ& MR, LI FIXZDHFITT,

<KeyInfo xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd"
s01:Nonce="mMDkOzn8V7WTsFal juJ7zg==
xmIns:s01=""http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512">
<Reference URI="#1d-93F97220-568E-47FC-B3E1-A2CF3F70B29B"></Reference>
</SecurityTokenReference>
</KeyInfo>

D4, <Reference> @ URI J&1T, <DerivedKeyToken> DA RIZfili FH&i7- <EncryptedKey>
PR 4L, Nonce JEMEIE, i 472 Nonce fEZRLET,

WO AD . Z0 <EncryptedData> B R IRFFSNDHT — X DR FIZiL, ZOIREF—DEHIILTH
\i—a—(}

FAb T BN ~UL D <Referencelist> EEMEAINDEAIZ <KeylInfo> BERMPFLRSINE
ﬁ‘ "(ReferenceList>” &L TL/ZEW,

A32 *ytE—UNTORE

<EncryptedData> %33, <Security> NT, BT 51TV % <EncryptedKey> S0 % I A LD
FRHVET,

<EncryptedData> #F#|% SOAP AL (<Body> HFH) OFIZTHTEETEET,

A.4 <Signature>

<Signature> O HYIX, Ay —Y DZEEPIRGECTEDLT VXNV T =F ¥ H R FFTHILTT, 7V4L v/ =
FyEEAL T A=Y DOERZBHLIZY, UARSH TWATL T 4T (k> TAY =V DR EDE 5 A EBRIC
RSN EERAELIZD TEET, (RO FEZOBL LRI, TUXN 7 =F XX, KX A NOIERE O
FOPERR TEDLRF 2 AL M~DB I T, fHEIAETHZEITTEERA,

LT, BB RI7261 T,

<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
</Canonical izationMethod>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-sha256'></SignatureMethod>
<Reference URI="#Timestamp-48CEE53E-E6C3-456C-9214-B7D533B2663F"">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"></Transform>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>waSMFeYMruQn9XHx85HqunhMGIA=</DigestValue>

</Reference>
<Reference URI="#Body-73FO08A5C-0FFD-4FE9-AC15-254423DBA6A2" >
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"></Transform>
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal'></DigestMethod>
<DigestValue>wDCgAzy5bLKKF+Rt0+YV/gxTQws=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>j6vtht/[parts omitted]trCQ==</SignatureValue>
<KeylInfo>
<SecurityTokenReference xmIns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Reference URI="#SecurityToken-411A262D-990E-49F3-8D12-7D7E56E15081""
ValueType=""[parts omitted]oasis-200401-wss-x509-token-profile-1.0#X509v3"">
</Reference>
</SecurityTokenReference>
</KeylInfo>
</Signature>
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<Signature>

A4l Ei

ZOHEFZDEIRFIILL T DL TY,

<SignedInfo> |, 2OV =F XTI oTEAINDAYE =V DG HR L, ZOEZDEL ORICE DLD
WIS VT vE R LET,

InterSystems IRIS Tlid, Z ATV AR Ay REFRE TEXEJ (<DigestMethod> @ Algorithm EIZE> TR
SINFET), AV AR A ROIRE” R TTZEN,

VT =FxOFPEIEHTHT NIV LERETHZEL FRETT (<SignatureMethod> @ Algorithm &
AT TREINET), W7 =F ¥ AV ROFFE" 2B LU TTZEN,

<SignaturevValue> |%, EEOT 7 =F ¥ REFLET, ZOHE . 7 =F i, 6vtht/[parts
omitted]trCQ== T,

COMEIE, B4 STVER 5y DIERES NI H AP = AN oAb T2 28Ik TRHES N E T, B 5kid, FEHD
WE gL TEITSNET,

<KeylInfo> (X, v 7 =F v DIERUME S8 A K5 E L £77, InterSystems RIS Tl&, <KeylInfo> [ZELFD
WD D <SecurityTokenReference> NE N E T,

- HIROBITRLUIZEDIT, WS-Security ~v& N THIINLE 5 <BinarySecurityToken> ~DOZ M, ZD
Bt V7 =F v ORI IS T DM EgEME S CnET,

- )‘/‘IZ_/yJ:.%Ai')UHU TAG U TR LT RIE R 2 R - D 1 . 121, <SecurityTokenReference>
[ZiE L FOXICFEAED SHAL Y A7V btk T&E £,

<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Keyldentifier EncodingType="[parts omitted]#Base64Binary"
ValueType="[parts omitted]#ThumbprintSHA1">
maedm8CNoh4zH8SMoF+3xViMYtc=
</Keyldentifier>
</SecurityTokenReference>

RO A LRIERIC, 7 =F v OVERRIIT G 23 S Mt S CnET,
- WS-Security ~>& W THIIILE T % <DerivedKeyToken> ~D& M, UL FIXZDOFITY,

<SecurityTokenReference xmlIns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Reference URI="#Enc-BACCE807-DB34-46AB-A9B8-42D05DOD1FFD""></Reference>
</SecurityTokenReference>

ZOWE . VT =F XlE EOM—I U DR TR S s TERR ST ET,
- IFFERAY <DerivedKeyToken> ~D& M, LU IXZOHITY,

<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd"
s01:Nonce="mMDkOzn8V7WTsFal juJ7zg==
xmIns:s01=""http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512">
<Reference URI="#1d-93F97220-568E-47FC-B3E1-A2CF3F70B29B" ></Reference>
</SecurityTokenReference>

O <Reference> @ URI JEM:1X, <DerivedKeyToken> DA RIZfE =7z <EncryptedKey>
ZLFAFEL . Nonce B, fEFHS4172 Nonce fEAZRLET,

HIOS G EFFRIC, 7 —F DR SALIZITIREF —EA S TOE T,
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A42 }yt—UNTORE

<Signature> ##E(3, <Security> NT, ZOHEMNEH 9% <BinarySecurityToken> F7-1%
<DerivedKeyToken> JNHZITHAAENDLERHVET (ZNHRHLILH),

A.5 <DerivedKeyToken>

<DerivedKeyToken> @ H I, [RICKFREL AR T 272010, IHMEH LZAEH Ol 03N L THEA X515
AT HIETT, M IE, 2L LT, SOAP Ayt — O b 545y DG B4k, i, B4 .
BEOY T =F A RAEFATCRET,

1) e O 53 = AN 7 G

<DerivedKeyToken xmlIns="[parts omitted]ws-secureconversation/200512"
xmIns:wsc=""[parts omitted]ws-secureconversation/200512"
wsu: 1d=""Enc-943C6673-E3F3-48E4-AA24-A7F82CCF6511"">
<SecurityTokenReference xmlIns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd">
<Reference URI="#1d-658202BF-239A-4A8C-A100-BB25579F366B"></Reference>
</SecurityTokenReference>
<Nonce>GbjRvVNrPtHs0zo/w9NeOw==</Nonce>
</DerivedKeyToken>

A5.1

ZOBEREOEESTILILLTFDOERLBY T,
Id 1%, ZOEFEO—BZDOHMFTT, InterSystems IRIS Tik, A BB AE RS ET,
<EncryptionMethod> |%, ZDOF —Z DOk SALICE SN T VTR LA RLET,
InterSystems IRIS TlX, ZOT/NVITVRLEE CTEET, "7 o/ b7 VTV A LD E” #ZRLTLIEE
A

<SecurityTokenReference> |%, IRAEF—ZFHE THEXITIME L CTHEM T 282 R L ET, ZHUTIE,
<EncryptedKey> F/2ZR L AYE—DRID <DerivedKeyToken> OV T i v&F57 URI J@EERD
<Reference> BEREEZHHIENTEET,

F721%, <SecurityTokenReference> [ZI3, i HHS 4172 <EncryptedKey> @ SHAL Ny 2z Z 75
<Keyldentifier> Z & H5HZENTEET, LLFITZOHITY,

<SecurityTokenReference xmlns="[parts omitted]oasis-200401-wss-wssecurity-secext-1.0.xsd"
s01:TokenType="[parts omitted]#EncryptedKey"
xmIns:s01="h[parts omitted]oasis-wss-wssecurity-secext-1.1.xsd">
<Keyldentifier EncodingType=""[parts omitted]#Base64Binary"
[parts omitted]#EncryptedkeySHA1'">
UBCEWXdUPs 1K/ r8JT+2KdwU/gSw=
</Keyldentifier>
</SecurityTokenReference>

<Nonce> |%. ZOYRAE T — D88 HE T seed 12 ASN T~ Base 64 O a—RfETT,

<DerivedKeyToken> ZHDFHIZIE, RFC 2246 O TLS HICERSNIAN = ALY Ty b HLET,

<DerivedKeyToken> % EE# 15472 <EncryptedData> B # £7-1% <Signature> ZEHE L ORI, UL
TOINMHESNET,

4% <DerivedKeyToken> (2%, —E ORI F1FED 1d BYENEENET,
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<Referencelist>

fRESH- <DerivedKeyToken> 737~ 3 % Frdit CH 5L S 724 <EncryptedData> EHRWNIZIL, ZD
<DerivedKeyToken> #5L T\ % URI JE % FFD <SecurityTokenReference> ZENHVET,

BE Sz <DerivedKeyToken> 23R X g Lo Cit RSB & R4 <Signature> ERNIZIL, £
® <DerivedKeyToken> Z5L T\ % URI JEIEAZFFD <SecurityTokenReference> EHRNHVE T,

<EncryptedData> ## & <Signature> EHREDOZNZIUTIL, — B0 FHED 1d B ZENET,

WS=Security ~v# |21, <EncryptedData> %L <Signature> EHE 4S9 % <ReferenceList> EH
DEFENET,

A52 Ayt—UNTOAE

<DerivedKeyToken> (%, <Security> NC, ZOEHZLZ ST 57T TP <EncryptedData> HFEIBIW
<Signature> ZHR VL AN AN L LERHYET,

A.6 <ReferenceList>

ZORIvarTiE, Av—Y - ~v X T <Security> @%kbﬂﬁﬁﬁéﬂé%é}@ <ReferenceList> ZH&(ZOU
TaBL £, <ReferenceList> NZD I HENLG A B4 ORI SLAFEITCEET, L FICZOEFE
OB RUET,
<ReferenceList xmIns="http://www._.w3.0rg/2001/04/xmlenc#">

<DataReference URI="#Enc-358FB189-81B3-465D-AFEC-BC28A92B179C''></DataReference>

<DataReference URI="#Enc-9EF5CCE4-CF43-407F-921D-931B5159672D""></DataReference>
</ReferencelList>

A6.1 EEif
% <DataReference> EHEIZIBUV T, URI BT, AvE—T OO 4D <EncryptedData> EED Id &M
ZFRLUET,

B BfrL~UL D <Referencelist> B#E 2 15854 <EncryptedKey> & <EncryptedData> Ti3LL F D
SOV DS B0 E T,

oy <Encr ypt edkey> <Encr ypt edDat a>
<EncryptedKey> [Z <KeyInfo> WA RAEND (FE = <Keylnfo> [FHARAFNLL
<EncryptedData> ~DRAAD | fFlFonfzFXTDH
EEnD <EncryptedData> BEFI(IxLT

B—I275%)
& EHILAILD <ReferenceList> | <KeylInfo> (A AFEFNLLY <KeyInfo> AM#ARAEND (&
IZ <EncryptedData> ~DHRA > <EncryptedData> EHXRTEXGD
AMEEND BELHD)

A6.2 *yt—UNTORE

<ReferencelList> EHK (3, <Security> NT, BEFHTH TS <EncryptedKey> JVHRITHAAEND Y
ERHVET,
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